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Summary

In this paper, a novel Blind Signature Scheme (BSS) has been
proposed. The scheme is based on Elliptic Curve Discrete
Logarithm Problem (ECDLP). It allows a requester to obtain
signature from a signer on any document, in such a way that the
signer learns nothing about the message that is being signed.
The scheme utilizes the inherent advantage of Elliptic Curve
Cryptosystem in terms of smaller key size and lower
computational overhead to its counterpart public cryptosystems
such as RSA and ElGamal. The scheme has been proved to be
robust, untraceable and correct. The proposed scheme can be
used in various applications like E-voting, digital cash etc where
anonymity of requester is required.

Key words:

Blind signature, Elliptic Curve, EIGamal, Digital Signature, RSA.

1. Introduction

In today's commercial environment, transaction over
Internet must be used in conjunction with the security
services of authentication and non-repudiation of origin of
request(s) sent from a requester so as to prevent fraudulent
action by the signer. The above said security services can
be achieved by the cryptography protocol called Digital
Signature. A digital signature scheme provides a way for
signer to sign messages using his private key so that the
signatures can later be verified by anyone else by using
public key of signer.

Blind signature is a special form of digital signature,
which was introduced by David Chaum in 1982 [1], in

which the content of a message is blinded before signature.

Blind signatures are widely used in many important
cryptographic services, especially in those services that
emphasize the privacy of users, such as electronic voting
over Internet and untraceable payment services [2, 3]. In
blind signature scheme, signer signs on the blind message
using his/her private key and anyone can verify the
legitimacy of the signature using signer’s public key.
Unlike a normal digital signature scheme, however, the
signer does not learn which messages he is actually
signing. This procedure can be well explained with an

example taken from the familiar world of paper documents.
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The paper analog of a blind signature can be implemented
with carbon paper lined envelopes. Putting a signature on
the outside of such an envelope leaves a carbon copy of
the signature on a slip of paper within the envelope [2].
The Blind Signature scheme normally satisfies the
following properties [2, 4, 5].

1. Correctness: the correctness of the signature of a
message signed through the signature scheme can
be checked by anyone using the signer’s public
key.

2. Authenticity: a valid signature implies that the
signer deliberately signed the associated message.

3. Unforgeability: only the signer can give a valid
signature for the associated message.

4. Non-re-usability: the signature of a document can
not be used on another document..

5. Non-repudiation: the signer can not deny having
signed a document that has valid signature.

6. Integrity: ensure the contents have not been
modified.

7. Blindness: the content of the message should be
blind to the signer; the signer of the blind
signature does not see the content of the message.

8. Untraceability: the signer of the blind signature
is unable to link the message-signature pair even
when the signature has been revealed to the
public.

Blind signature scheme suggested by Camenisch et al. [6]
is based on Discrete Logarithm Problem (DLP) has been
proved by Harn [7] that it does not satisfy the
untraceability property. Another blind signature scheme
suggested by Mohammed et al. [8] is based on ElGamal,
has also been proved by Hwang et al. [9] that it does not
satisfy correctness property. In this scheme when the
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requester obtained the blinded signature from the signer,

he/she could not unblind it to acquire the desired signature.

In this paper, we propose a new untraceable BSS based on
ECDLP. The proposed scheme is based on a variation of
the ElGamal signature scheme which satisfies all the
properties of BSS.

The organization of this paper is as follows. In the Section
2, the concept of Blind Signature which is first proposed
by Dr. Chaum’s based on RSA is discussed. Basic concept
of Elliptic Curve is discussed in Section 3. In Section 4,
Discussion on Elliptic Curve Digital Signature based on
variation of EIGamal signature scheme has been made and
subsequently, the proposed scheme is elaborated. The
validity of the proposed BSS has been made in section 5.
Finally, Section 6 describes the concluding remarks.

2. Blind Signature based on RSA

Let us consider standard RSA public key cryptosystems,
in which the public key is denoted as a pair (€,Nn) and the
private key is denoted as a number d . Here, the modulus
N is a product of two large (secret) primes p & q and the
private key d is the multiplicative inverse of €
modulo (p—1)(q—1) . For the security of the RSA
system it is assumed that both p & Q are sufficiently
large (e.g., > 200 digit numbers), such that it is infeasible
to find either the factorization of N or the private key, d
given only the public key, (e,n) . Let a message
m € [0, n] be given for which an RSA signature is to be
produced.

Let a requester sends a message M to be signed by signer
using Chaum’s blind signature scheme using RSA [1]. The
different phases are explained below in detail.

2.1 Blinding Phase

The requester picks a blinding factor r, which is a random
integer between 0 and n, and computes the value:

m=m*r®modn ... )
The requester sends m' to the signer. The m" is the message

to be signed by the signer as in case of general signature
without knowing the original message m .

2.2 Signing Phase:
The signer signs the message M' using his/her private key
d as below:

s=m?® mod n ... (2)
The signer returns S’ to the requester as the blind
signature.

2.3 Extraction Phase:

The requester after receiving the s’, he/she extracts the

s =s'/r mod n
signature s as follows: g
=m " mod n

(vs'=(m") “modn
=(m*r©)

mod n
=m®r*® mod n)
So, the requester finds the actual signature of m as

(m,s) which satisfies (3). Fig. 1 depicts the Chaum’s

Blind signature scheme in terms of message
communicated between requester and signer.

O e
Rt Signer

3 =(m") ¢ modn

Blnd Message

s=(m")  modn

s = (m ") Y mod &

Blnd Signature
s=s/r mod n

=m mod n

Fig.1:Chaum's Blind Signature Scheme based on RSA

3. Elliptic Curve over Finite Field

The use of Elliptic Curve Cryptography was initially
suggested by Neal Koblitz [10] and Victor S. Miller [11]
and after that many researchers have suggested different
application of Elliptic Curve Cryptosystems. Elliptic curve
cryptosystems over finite field have some advantages like
the key size can be much smaller compared to other
cryptosystems like RSA, Diffie-Hellman since only
exponential-time attack is known so far if the curve is
carefully chosen [12] and elliptic curve discrete logarithms
might be still intractable even if factoring and
multiplicative group discrete logarithm are broken. ECC is
also computationally efficient than the first generation
public key systems such as RSA and Diffie-Hellman.
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3.1 Elliptic Curve Groups over F,

A non-super singular Elliptic curve E over Fq can be
written as:

E: y2 mod q=(x*+ax+b) mod q
where (4a° +27b)mod g =0 -+ (4)
The points p=(x,y) wherex,yeF, . P(x,y)

that satisfy the equation (4) together with a “point of
infinity” denoted by O form an abelian group (E,+,QO)

whose identity element is O .

3.1.1  Adding distinct points P and Q

P=(x,,Yy,) is the
point — P = (Xy,—Y,) . If P(X,,y,) and Q(X,,Y,)

are two distinct points such that P is not —Q , then

The negative of the point

P+Q=R . (5)
R=(x..Y,)

s=(y, - Y)/(x,—%,)mod g,

s is the slope of the line passing

through P and Q.

X, =(s* =%, —x;) mod ¢

where

and y, =(-y, +s*(x, —x,))mod g
3.1.2 Doubling the point P

Provided that Y is not 0,
2P:R(Xr’yr) """ (6)
where
s=((3x,” +a)/(2y,))mod q.
X, =(s*—2x,)mod q
and y, =(-y, +s*(x, —X;)) mod q
The Elliptic Curve Discrete Logarithm Problem (ECDLP)
is defined as [14]:

Definition 1. Let E be an elliptic curve over a finite field

F, and let PeE(F,) be a point of order n .

GivenQ € E(F, ), the elliptic curve discrete logarithm

problem is to find the integer d €[0,n—1] , such
thatQ = dP .

4. Proposed untraceable Blind Signature

In this section, firstly the variation of ElGamal digital
signature and its subsequent extension using ECDLP has
been discussed. Subsequently we shall propose a novel
efficient and low computation blind signature based on
Elliptic curve discrete logarithm problem.

4.1 Digital Signature using ECDLP

The proposed Elliptic Curve Digital Signature Algorithm
(ECDSA) is a variant of ElGamal Digital Signature [15].
The EC variant provides smaller key sizes for similar
security level.

Initially the curve parameters (q,FR,a,b,G,n,h) must be
agreed upon by signer and receiver. Signer must have a

key pair suitable for elliptic curve cryptography,
consisting of a private key dg ( a randomly selected in the

interval [1,n-1] ) and a public key Q where
Q=d 5 G .When a signer wants to send a signed message

m to receiver, he/she must generate a digital signature (r,s)
as follows

Select k randomly between [1, n-1] and generate
R,rand s as:

R=kG

wher R =(Xg,YR)

r=xymod n and r!=0

s=md; —krmodn andsl=0 ... @)

After receiving (r,s) from signer, the receiver can verify
the correctness of the signature on the message by using
following equation :

mQ=sG+rR 8)

4.1.1  Correctness

The verifier only verify the pair (r,s) and message m by
using the above equation. The correctness of the equation

mQ = sG + IR s as follows:
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s=md, —kr
=md; =s+kr

= md;G =sG + rkG
=mQ=sG+rR

4.2 Blind Signature based on ECDLP

In the proposed scheme the requester requests signature
from the signer, and the signer issues blind signature to the
requester without knowing the content of the message.
The protocol consists of following five phases:

(@) Initialization phase

(b) Requesting phase

(c) Signing phase

(d) Extraction phase

(e) Verifying phase
In the initialization phase, the system’s parameter is
defined, and the signer publishes the necessary
information and sends partially blind signature to
requester. To obtain a signature, a requester submits an
encrypted version (blinds the message) of the message to
the signer in the requesting phase. In the signing phase,
the signer computes the blind signature of the message,
and then sends the result back to the requester. In the
extraction phase, the requester extracts the signature from
the result he receives in the extraction phase. Lastly, any
one can verify the legitimacy of the digital signature in the
verifying phase. The details of our scheme are presented
as follows.

4.2.1  Theinitialization phase

Let (g,FR,a,b,G,n,h) are the curve parameter, dB (a
randomly selected in the interval [1,n-1] ) and Q are
private and public key of signer, respectively.
Where Q =d;G which is made public. The signer

randomly choosesK1,K2, 1, and I,and calculates riand

I 2 as follows.

Rlzi;lG

|~?2=|(~2G

Ri = (Xr,Y,y)
Rz = (Xr2, Y,,)

rr=X1 modn and ri!=0

rr=x2 modn and r.!=0

The signer sends (R1, R2,1;,1,) to requester.

4.2.2  The requesting phase

After receiving, the (R1,Rz2,1;,1,) requester randomly
select four integers a,b,wand z such that W is
relatively prime to z i.e. gcd(w,z) =1. According to
Extended Eculid’s algorithm there exist two integer € and
d d such that ew + dz = 1[16]. Signer secret values are
(e,w,d, z,a,b) .The requester computes R1 and R2 as,

R, = lil wal;, Ry = (X, Yn)
R, = Ii? bl,, R, =(X2,Y:2)

r, =X, modn
r, =X,, modn

After calculating rl and r2 the requester blinds the
message m as follows

-1

m:=emr,r,'r,"a’ mod n

mz =emr2r'r,'b™  mod n
The requester sends the blind messages Miand M2 to
signer for signature.

4.2.3  The Signing Phase

In this phase, the signer computes blind signature S1 and

S> by using received blinds messages My and M2 as
follows.
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slde m1-— r1k1Ii mod n

52 =dB m2-r, k2I2 mod n

Then the signer sends the blind signatures Si1 and S» to
the requesters.

4.24  The extraction phase

After receiving the blind signatures Si and S» the
requester extract the actual signature as follows

s,=siri'rr,wa mod n

-~ -~ -1
S,=S2r, nr,zb mod n
S=S,+5,
R=R, +R,

r=(r,*r,)modn

The pair (r,s) are the valid digital signature of message m.
4.25  The Verifying phase

Any one can verify the legitimacy of the digital signature
(R, r,s) of message m by using (14)

mQ =sG +rR

The proposed scheme is diagrammatically shown in Fig. 2.

‘.... =
ﬁ Curve pararneters are -
fg.FRabOnh Sw
Select o, randomly as secret
key and compute {2 as public
2 ARer recewmg (1, I, (.0 Ry Ra) key (O =d,d)
12 R Ra), srled abaw & 2 t— 1 Sr]nﬂl};.};. iy and &y
( ) such  that  pedidwi=land randomly and computes
caleul ate & d from the -
equation  ewhdz=1.Computes By=FRuwal,, Ry=(xy.00)
the Following waluss =
- By= Razbly, Ry=(x,,7,)
Bom Ravan, & =(x,0,) (P )
. (mn, 13 X
RymRozbl, Rowit,y,) DEALL I
rp=x,modn
F -z, modn
=X, mod
fy =%, ol 3 The Signer complbes
- ~ o the blind sgnature as
m=eor il mod ($1,82)

.‘?‘:—n’,?;n—;ll'.il maod n
A . P
mn=anran med n —
. sa=dyma-rhad, mod n
4. The requester extracts

the original signature as

5= E ’r,.-zm mod

gy=81n nneh mod
£mg +ay

R=R, +R,
r=r®rymod

) e =
o B B

Any one else can verify the signature of the message m by using the equation
mo=s3+rR

Fig.2 New Blind Signature Scheme based on ECDLP

5. Proof of properties of the proposed
scheme

In this section we discuss the correctness and some of the
important property of our proposed blind signature scheme.

5.1 Correctness

The correctness of our scheme can be easily verified as
follows. The verifier has only digital signature (r,s,R) of
message m for verification.

The signer computes the s by adding s; and s,.

Therefore,
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S=S,+5,
=Sir RrWa+sr, 'rr,zb
=(dB mi—1, Kz Ii)rll r,r,wa +
- -~ = - -1
(dB mz2—r, K2 Izjr2 r,zb
R W p B I L
:(da(emrlrl r, a }—rlklli]rl r,r,wa
- -~ ~ - -1
+(d8(dm r rllrzlbl)—rzkzlzj r, rr,zb
=dgemw—kil,nr,wa+ dgdzm—k:1l,rr,zb
=dym(ew+dz)— rr,(kil,wa+k21,zb)
=dgm-r(kilwa+k:1,,zb)

(cew+dz=landr=rr,)

= dBm—r(Iilliwa+I22 l,,2b)

Finally,

s=dgm-r(kilwa+kel, zb) - (15)
Now multiplying both sides of (15)

by generator G we have

$G =d,mG —r(kil,wa+k 1, 2b)G

= $G =Qm—r(ki|,waG +k I, zbG)
=sG=0Qm-r(R, +R,)
=sG=0m-rR

=sG+rR=0m

5.2 Blindness

As requester randomly select six blinding factors
(e,,w,,d,, z,,a,,b,) to compute the blind message
(mz,m2), so the form the blind messages (M1, M2) the
signer can not compute the original message as it is based
on ECDLP.

5.3 Untraceability

The signer cannot link the signature to the message as
signer only has the information
i.e. (mlx s sz , Faix, Max, K1x , K 2x y S1x, S2x, le , I 2x) for
all blinded messages, where X =1,2,---,N. If a requester

reveals the signatures of a message and its signature i.e.
((m,r,,s,,R,) to public, from this information the

signer  can only  compute two  values
. -~ -1 - - -1

e.,a, andd,,b, : where
. -1 - A~ -

e.,,a, =m,mri r«mod and
.-l - - -

d.,b =m, mrax'rcmod q corresponding

to each information stored

(mlx,mZX,rlx,r2x,klx,kZX,Slx,SZX,le,IZX)

Therefore, without the knowledge of the secret
information of the requester ie.

(e,,w,,d,,z,,a,,b,)can not trace the blind signature.

6. Conclusion

This paper suggests a secure and efficient blind signature
scheme based on the Elliptic Curve Discrete Logarithm
Problem. The scheme has been proved to be secure, robust
and untraceable. As the scheme is based on ECDLP, it
achieves the same security with fewer bits key as
compared to RSA. In addition, it has low-computation
requirements. It can also be applied to applications like
electronic voting systems and untraceable digital cash
where anonymity of the signer is a requirement.
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