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Abstract. The cloud radio access network (C-RAN) is a new generation
centralized collaborative base station (BS) growth over a traditional data
center for handling voices, videos and data services over a single plat-
form. The C-RAN uses virtualization and cloud computing technology
for handling both real and non-real time data. The C-RAN consists of
a distributed RF unit and a centralized baseband unit (C-BBU) which
performs data processing and controlling activity. As the BBU-Pool con-
sists of a set of virtual machine (VM) controlled by a hypervisor and a
host operating system, there are more chances of security threats and
identity theft at the C-BBU. In this paper, we have proposed privacy
preservation and authentication protocol (PPAP) to secure the BBU-
pool from different internal and external attacks. The proposed protocol
secures the C-BBU from guest OS, host OS, DoS, and migration attack.
The proposed protocol is simulated with the help of two security tools
Automated Validation of Internet Security Protocols and Applications
(AVISPA) and SCYTHER tools. The simulation result shows that the
protocol is secure and able to handle the associated VM more securely
in the BBU-pool.
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1 Introduction

The growth of IoT and other data-centric wireless network leads to the increase
in traffic load on the BS. To encompass this increasing load the number of the
cellular BS should be increased, which again leads to an increase in cost incurred
and network complexity [1]. The C-RAN is considered to be a new alternative
to overcome this limitations. The C-RAN architecture reduces the capital ex-
penditure (CAPEX) and operational expenditure (OPEX) to a greater amount
by using the cloud computing technology and virtualization technology at the
radio access network platform. The C-RAN provides a collaborative radio access
network platform for accessing different base band signal over a virtualized base
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band unit (V-BBU) [2]. The C-RAN architecture (Fig. 1) consists of a distributed
radio unit also known as Remote Radio Head (RRH) where number of user entity
(UE) are linked by sharing a wireless channel. The base band signal received by
the RRH unit are again down converted and send to a centralized unit known as
Base Band Unit (BBU), where all the signal processing and controlling activity
is carried out. The C-BBU is growth over a cloud platform which consists of
some physical hardware, virtual machine (VM), and a hypervisor for perform-
ing controlling and interfacing activity. The development of this new technology
leads to a more complex platform interm of data-processing and security con-
cern. As in this new C-RAN technology the C-BBU handle voices, video, and
data on a single platform by using virtualization technology, it needs more secu-
rity and authentication then the traditional data-center [3]. In [4], the authors
have described different key security challenge in C-RAN and provides many
proposed solution to overcome this limitation. Authors in [5], give a complete
overview of the security challenges in the cloud computing environment. They
have also focused on two main possible attacks i.e. host OS attack and guest OS
attack in a virtualized data center. But all previous papers have limited to the
analysis part instead of practical protocol implementation. To fill this void we
have proposed a new authentication protocol for BBU of a C-RAN architecture.
Different validation tools validated the protocol after performing the simulation
to a number of iteration.
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Fig. 1. Architecture of C-RAN
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1.1 Architecture of C-RAN:

Based on the functionality the whole architecture of C-RAN is divided into
following sub-unit which are as follows:

– Remote Radio Head RRH: The RRH is a RF unit which send and resend the
Uplink/Downlink signal through a set of RF channel towards the UE and
C-BBU.

– Centralized Base Band Unit C-BBU:The C-BBU perform all the controlling
and signal processing activity in the C-RAN. This unit consists of a number
of VM, which are created with the help of a guest operating system (OS).
The guest OS or VM are controlled by another application run over a host
OS known as hypervisor or virtual machine manager (VMM) as shown in
Fig.2.

– Fronthaul and Backhaul connection: The Fronthaul and Backhaul are wired
or wireless, where the former one is use for signal transmission between RRH
and BBU and later one is use for signal transmission between BBU and core
network.
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Fig. 2. Layer Architecture Virtualized C-BBU

1.2 Advantage of Virtualization at C-BBU:

The use of virtualization technique at the C-BBU offered many substantial ad-
vantage to the RAN world such as:



4 B. Mahapatra et al.

– Collaborative Radio Access: As The virtualized base station V-BS uses
a single platform to provide services to different cellular operators interm
of infrastructure as a services (IaaS), bring many services to a common
platform.

– Services Isolation: The use of different VM by the different cellular opera-
tors to provide a services isolation between the VM on a single platform. This
isolation also provide a secured base band processing without interfering the
other VM services:

– Easy maintenance and fast recovery: As all the base band signals are
processed in one platform at a centralized location it is easy to maintain all
the resources with in a short recovery period.

– Cost effective and secured services: The centralization brings down dif-
ferent incured cost to a greater extend. Again the introduction of centralized
authentication and key agreement protocol simplify the VM authentication
process [5, 13].

1.3 Security Challenges in virtualized C-BBU:

The development in virtualization in RAN technology adds many security chal-
lenges at the C-BBU. The attacker attacks the hypervisor of C-BBU through
either host OS or guest OS. There are various types of attacks are possible at
the C-BBU of C-RAN like DDoS attack, man-in-the-middle attack, honeypot
attack, and guest-to-guest at both the host and the guest OS. The prime objec-
tive of this paper is to find out the different possible attacks and find out the
corresponding solutions for this attacks[6, 7]. The different form of attacks at
the C-BBU are given as follows:

– Direct host attack: In this attack the attacker attacks on the hypervisor by
taking the advantage of the vulnerability and security holes present in the
host OS. Through this attack attackers main aim is to take control over the
hypervisor as well as the host OS [9].

– Indirect host attack: In this attack, the hypervisor gets attacked by a un-
authorized user, by creating unauthorized VM over a host OS. Due to the
effect of compromised VM other VM present in the same host and control
by the same hypervisor can also get affected [8].

– Migration Attack: This is another form of man-in-the-middle attack. This
attack occurs at the C-BBU during the migration of the VM from one host
to other. The attacker exploits the security protocol and vulnerability of
the network and imposes some malicious code to the target VM. When the
affected VM enter the BBU-pool, it compromised the whole system and get
access the full resource [11].

– DoS attack: In denial-of-service attack the attacker can compromised the
hypervisor or host OS by sending large number of VM creation request con-
trolled by fake user. A compromised hypervisor unable to maintain the large
number of requests, it will busy only managing the huge requests instead of
serving request. This creates an unbalanced resources utilization condition
at the BBU-pool [12, 14].
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2 Proposed Security protocol and Authentication
procedure

As the BBU growth over a datacentric environment with the help of a cloud
computing technology, VM and hypervisor security is the prime factor for es-
tablishing an end-to-end connection. The proposed PPA protocol preserves the
privacy of the VM and hypervisor for proper resources utilization and to increase
the quality of services (QoS). Fig.3 shows a complete flow chart for hypervisor
key management and BBU utilization in a C-RAN. The whole process is carried
out through three different phases:

1. VM Request Phase: In VM request phase the user request to the hyper-
visor to create a VM. The hypervisor analyzed all the circumstances of the
host in term of physical resources availability and utilization of each BBU.
If the hypervisor found a suitable condition for creating new VM then only
it accepts the request and starts the authentication procedure for this new
request.

2. VM Registration and Authentication Phase: In this phase, the new
VM is registered itself to the hypervisor based on the VM allocation policy
of the BBU-pool. The registered VM is then authenticated by using our
proposed privacy preservation and authentication protocol (PPAP). This
proposed protocol has a key distribution center (KDC) for distributing the
key among the VMs which are associated with the hypervisor. This KDC
authenticates the VM with respect to hypervisor based on the computing
challenge response. When the challenge key and the response challenge key of
the KDC and VM respectively match each other then the VM authentication
process is completed.

3. Host Utilization Calculation Phase: After allocating a specific num-
ber of VM to the host, the hypervisor each time updates the utilization of
the BBU-pool before assigning the new VM to the host. When the host
utilization reached a threshold value, the hypervisor will generate an alert
message to the host OS to either stop accepting new VM request or perform
load balancing by using a load balancing technique. During this period the
hypervisor continuously monitoring each VM and host for proper resources
utilization and authentication.

3 Propose Protocol for Authentication and Verification

The propose protocol is used for both UE and VM authentication and verifi-
cation process. The key distribution center (KDC) used the secret key for the
authentication process that is shared by KDC to UE and VM.

3.1 Step 1: UE authentication and verification step:

In this step a user requests to create a VM. The hypervisor authenticates the
legitimacy of the usre request with the help of a key distribution center (KDC)
function. The detail authentication procedure are as follows:
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Fig. 3. Architecture of C-RAN

Table 1. Symbols and Abbreviations

Symbols and Abbreviations

Symbols Definition

KDC Key Distribution center
KDF Cryptographic function (Key

Derivation Function)
UE User entity
HOS Host Opereting system
VM Virtual machine
sk the shared secret key
r Random number
AUTN Authentication token (Nonce)
Kasme MME Intermediate key(access se-

curity managment entity)
RES/XRES Response/expected response
CH/RCH Challenge/responsed challenge

– If UE wants to create the VM, it will send a VM creation request to the host
OS with a unique identity UEid.
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– After accepting the request from the UE, host OS will verify the legitimacy
of the user request and send it to the KDC for the verification of the user
request by sending the identities (UEid, HOSid).

– The KDC will accept the request and computes the response for the verifi-
cation process with the help of secret key, shared between UE and KDC.

RES = (r)sk. (1)

– After computing the RES, KDC will send it to the host OS with (RES, r,
AUTN). Where AUTN is the authentication token act as real time nonce
for the verification of session.

– Host OS keeps the computed response for further verification process and
send (r, AUTN) to user.

– After accepting the (r, AUTN), UE will also computes the expected response
with the help of shared secret key of user and send it to the host OS for
verification.

– Now host OS will accept the the expressed responce XRES and verify it
with RES

If(XRES == RES) (2)

Then secret key shared between user entity and KDC is same, it means user
is authenticated and will allow to create a VM otherwise it will simply reject
the VM creation request.

UE Host OS KDC

VM creation Request

(UEid)

Auth. Request

(UEid, HOSid)

Response

(RES,r, AUTN )

Response

(r, AUTN)

Response

(XRES)

If (RES == XRES)

then UE is authenticated by 

Host OS and allow to create 

VM

Computes RES = (r)sk

Computes XRES = (r)sk

Fig. 4. Protocol for UE Authentication by host OS with a KDC function
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3.2 Step2 : VM authentication and verification step:

VMn Hypervisor KDC

Service Request

(VMidn)

Auth. Request

(VMidn , HYPid)

Response

(CH,r, AUTN , Kasme )
Response

((r||AUTN), Kasme ,)

Response

(RCH)

If (CH == RCH)

then Vm is authenticated by 

Hypervisor

Computes CH =(r||AUTN)sk

Computes  RCH =(r||AUTN)sk

Fig. 5. Protocol for VM Authentication by the host OS with the help of KDC function

After creating the VM, the authentication and key preservation process is
carried out by the KDC and associated hypervisor. The authentication process
is carried out as shown in Fig.5. The steps are described as follows:

– VM will request for service to the hypervisor by sending identity VMidn.
– After accepting the request from the VM, hypervisor will verify the legiti-

macy of the VM through the KDC. So it will send the verification request
to the KDC by sending the identities(VMidn, HY Pid).

– Now KDC will accept the request and computes the response for the veri-
fication with the help of secret key shared between VM and Hypervisor and
also generate the Kasme Calculated for the further process of verification

CH = (r||AUTN)(sk). (3)

Kasme = KDF (sk,HY Pid, r). (4)

Kasme = Access security management entity used to secure the verification
process when CH or RCH gets compromised by attacker.

– After computing the CH, KDC will send it to hypervisor with (r, AUTN ,Kasme,
CH).
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– Hypervisor keeps the computed challenge CH and send (r, AUTN , Kasme

) to VM.
– After accepting the (r, AUTN , Kasme ), virtual machine will also compute

the response challenge and send it to the hypervisor for verification.
– After accepting the RCH, it will verify

If(CH == RCH) (5)

Then secret key shared between VM and Hypervisor is same, it means VM is
authenticated and will grant the service request to the Hypervisor otherwise
simply suspend the server request.

3.3 Result and Simulation

We have simulated the proposed protocol in two security tools Automated Vali-
dation of Internet Security Protocols and Applications(AVISPA) and SCYTHER
for the validation and verification.

– The protocol simulation is carried out with the help of AVISPA tool in a
Linux environment, with a system setup of 8GB RAM with a 64 bit OS.
The protocol simulation is carried out in following steps[10]. This proposed
protocol was tested and validated in two modes of the AVISPA tool i.e. On
The Fly Mode (OFMC) and Constraint-Logic-based Attack Searcher (CL-
AtSe).

Fig. 6. Simulation result of UE authentication in OFMC back end and CL-atSe back
end of AVISPA tool

The protocol simulation is also carried out with the help of SCYTHER tool
in a Linux environment. Fig.8, show that the proposed protocol is un-effected
by the possible attacks by securing the VMs and its associated hypervisor.
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Fig. 7. Simulation result of VM authentication in OFMC back end and CL-atSe back
end of AVISPA tool

Fig. 8. Simulation result of VM authentication in SCYTHER tool

4 Conclusion

The use of virtualization and cloud computing technology for the radio access
network services tremendously increasing for next-generation cellular and data
network. As the C-RAN uses a single cloud platform to provide services to many
cellular and network operator VM and hypervisor security are the key challenge
for infrastructure provider. In this paper, we have described some key security
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challenge for the next generation BBU-pool and provided some solution to this
challenges. Our proposed protocol is secured and reduces the possible attack to
a greater a extend by securing the VM as well as the hypervisor. The proposed
protocol can be used for the practical scenario in the BBU-pool.
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