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Abstract— The presence of recycled IC in the supply chain 
impacts the reliability of electronics systems used in critical 
applications. This paper presents a ring oscillator (RO)-based 
sensor to detect the recycled ICs. Although, ICs are used for a 
short duration, the proposed sensor is able to detect it.  In this 
paper the modified RO shows more sensitive to negative bias 
temperature stability (NBTI) aging mechanism. Simulations are 
carried out using 90 nm CMOS technology to validate efficiency 
of proposed sensor for detection of recycled IC. Further, the RO 
with more number of cascaded inverters can detect the ICs used 
for a few days. 
Keywords— Ring Oscillator (RO); Recycling; Aging; process 
variation (PV). 

I. INTRODUCTION  

In the modern times, the demand for reliability and 
security in chip design is increasing. Reliability and Security 
are the new tenets added to the chip design along with the 
traditional ones like power, performance and area. Further, 
globalization of semiconductor supply chain [1] from design 
to end-user induces some security issues. Vulnerable points in 
supply chain may lead to infiltration of counterfeit 
components by an adversary.  Counterfeit parts damage both 
reputation and revenue of the chip maker. Further, a 
counterfeit IC affects the reliability and performance of the 
system in which they are used. It will be further catastrophic 
when used in critical applications.   

A counterfeit IC [2] may be an unauthorized copy of 
original manufacturer or a part which is over produced in 
foundry, cloned design, and defective, out of specification, 
tampered, recycled or used IC. Recycled IC’s are generally 
extracted from obsolete PCB’s and packed as new IC’s.  
Recycled IC’s will enter the supply chain more easily than 
other types of counterfeit parts. The recycled or used ICs make 
for 80%-90% of all the reported counterfeiting incidents [3].  
Further, as reported in [4], the number of recycled IC in supply 
chain increases with time.  

A recycled or used IC generally recovered from a obsolete 
system or circuit boards and then sold as a genuine 
component. During recycling process [5], IC is removed from 
the PCB generally at very high temperature and then undergo 
processes like cleaning, repackaging and remarking is done to 
make it look like as a fresh/new IC. So a used/recycled IC 
possesses various defects like  
 Electrical defects like resistive open/short 
 Aging [6] related issues like performance degradation, out 

of specification behavior, etc.  
The countermeasure against using recycled IC is required 

to prevent catastrophes in critical equipment used in defense, 
aerospace and medical etc., in order to avoid mission failure. It 
is essential to develop a novel on-chip anti-counterfeiting 
scheme which is capable of detection of recycled IC even it is 
used for short period of time. Further, the added on-chip 
mechanism must be cost effective.  

The rest of this paper is organized as follows, a brief 
discussion related to conventional recycled IC detection 
approach and impact of aging is given in section II. The 
architecture and recycled IC detection approach of the 
proposed modified RO sensor is briefed in section III. 

Simulation results are presented in section IV and finally we 
concluded in section V.   

II. PRELIMINARIES 

When an IC is being used for a prolonged period then its 
performance degrades due to aging mechanism and this type 
of degradation is irreversible. So for detecting a recycled IC in 
the supply chain it is essential to understand the impact of 
aging upon IC.  

Prior work to monitor the overproduction of IC coming 
out from the foundry includes metering techniques or 
assignment of unique ID to individual IC using PUF. Although 
hardware metering technique [7] prevents overproduction of 
IC but it is not a solution for recycled IC detection. A 
complete survey on different types of counterfeit IC detection 
is given in [2]. There are primarily three different counterfeit 
detection schemes: physical, electrical and aging based 
fingerprints. As aging is continuous and irreversible 
phenomenon, hence aging based approach is advantageous to 
use in detection of recycled IC. Although physical and 
electrical testing can be used for counterfeit IC detection but 
these techniques are more complex and time consuming. As 
aging causes permanent degradation in threshold voltage of 
MOSFET [6], so several threshold voltage dependent 
parameters like drain current, propagation delay etc. is used in 
several proposals [8-10, 13] to detect the recycled IC. In path-
delay based fingerprint [8], the delay variation due to aging is 
used to detect the recycled IC. Although this approach does 
not consume additional power and area but it requires 
fingerprints from the golden IC to detect the recycled IC. A 
support vector machine (SVM) based recycled IC detection is 
proposed in [9], which requires measurements from golden IC 
to train SVM. Similarly dynamic current variation [1] in the 
symmetrical path is used to detect the recycled IC. In all the 
above techniques the test engineer requires measurement from 
golden IC comes out of the foundry.  Instead of relying on 
golden IC, sensor based approach [10, 13] is used to detect the 
recycled IC. 

A sensor based approach for recycled IC detection is 
proposed in [10]. It uses a RO-based on-chip sensor to predict 
the usage time of the recycled IC. The primary aging 
mechanisms like NBTI, HCI (Hot Carrier Injection) causes 
continuous degradation in threshold voltage of MOSFET and 
the rate of degradation increases depending upon the usage 
time. An on-chip RO based NBTI monitoring technique is 
proposed in [11, 12].  Due to the impact of NBTI, distributed 
ROs in the fresh IC and recycled IC possess difference in 
oscillation frequency and the difference increases with 
increase in usage time. This approach is used to design the 
RO-based sensor [10], which consists two RO i.e. reference 
RO and a stressed RO. The stressed RO is subjected 
continuous NBTI by driving it into non-oscillating mode and 
the reference RO is cutoff from supply voltage to avoid any 
aging due to NBTI. During authentication mode the oscillation 
frequency of both the RO is compared to predict the usage 
time of recycled IC/ chip under test (CUT).  A control module 
generates necessary control signal to increase the aging of 
stressed RO and enables both the RO for frequency 



comparison during authentication mode. Larger frequency 
difference between both the RO shows higher usage time for 
CUT. Although, recycled IC detection is more efficient by this 
approach but it can detect only the ICs used for a long period 
of time (for a period of few months). A new RO-based sensor 
is proposed in [13], which exploits the aging more efficiently 
to detect the ICs used only for few hour/day called as NBTI 
aware RO-sensor. The basic difference between both the 
architecture (in [10] and [13]) is the way of adding more NBTI 
stress into the RO as shown in Fig.1.  

Fig. 1. (a) NBTI effect on RO [10] (b) all inverters are under NBTI stress [13] 

In the case of RO-based sensor [10] (Fig.1 (a)) half of the 
PMOS experience NBTI whereas in [13], all the PMOS 
experience NBTI. As a result the degradation in oscillation 
frequency is higher which led to detection of ICs used for a 
short duration of time. A detail analysis of NBTI impact on 
oscillation frequency of RO is given in the section III. Further, 
in order to detect the recycled IC which are used only for a 
short duration of time ROs are designed with large number of 
cascaded inverters [13].    

(A) Aging Impact on IC 

Aging is the primary cause for permanent degradation in 
the performance of IC over time. Once an IC is being used 
continuously on the board several aging sources affects its 
performance. Out of several aging sources [6] like NBTI, HCI, 
Electromigration etc., NBTI and HCI are the primary aging 
mechanism which causes significant degradation in the 
threshold voltage (Vt) of MOSFET. The dependency of Vt on 
aging is discussed as follows:-  
1) NBTI 
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Fig. 2. NBTI effect on PMOS 

 
NBTI causes degradation in the threshold voltage of 

PMOS when a continuous negative bias is applied across its 
gate to source terminal. The NBTI effect on PMOS is shown 
in Fig. 2. The negative bias (VGS,P=-VDD) causes few Si-H 
bonds to break as a result generates traps in the Si/SiO2 

interface. These traps led to shift in threshold voltage. After 
the removal of negative bias PMOS recovered its threshold 
voltage partially. The change in Vt due to NBTI [6] is:- 
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Where ANBTI is a constant proportional to aging rate, tox is 

the oxide thickness, Cox is gate capacitance per unit area E0 
and Eα are device dependent parameter, k is Boltzmann 
constant and tstress is the duration of stress/aging.  

From (1) when a PMOS experience continuous negative 
bias for larger duration (tstress), the shift in its threshold voltage 
is higher results in overall performance degradation of CUT.  
2) HCI  

HCI occurs mainly in the NMOS devices by the energetic 
carriers generated due to logic switching or AC stress at its 
gate terminal. These energetic carriers creates trap in the gate 
dielectric led to non-recoverable shift in Vt of NMOS. The 
mathematical modelling of shift in Vt [6,14], given as follows  
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Where AHCI is a constant depends upon aging rate, α is the 
activity factor, f is the frequency and E is a constant equals to 
0.8 V/nm. The shift in Vt mainly depends upon switching 
activity at the gate terminal of NMOS and the duration of 
applied stress.  

So both NBTI and HCI cause degradation in the threshold 
voltage of MOSFET and the rate of degradation increases with 
increase in stress duration. 

III. PROPOSED RO SENSOR  

(A) Architecture 

The architecture of the proposed RO sensor is shown in 
Fig. 3. The basic difference between the proposed architecture 
and conventional N-CDIR [13] sensor is the way the RO 
section undergoes aging. The proposed architecture consists of 
two RO i.e. RO with higher stress (RO)HS and RO with lower 
stress (RO)LS. The function of (RO)HS and (RO)LS is similar to 
stressed RO and reference RO respectively. The supply 
voltage section for both the RO is designed in such a way that 
during stress mode both the RO undergoes different aging and 
in the authentication mode both the RO oscillates at same 
supply voltage. The frequency measurement section consist a 
counter (CNTR) and TIMER block which is similar to the 
conventional N- CDIR sensor [13].  

(B) Operating Mode 

 A decoder is used to generate four different control 
signals for each mode of operation. The four different 
operating modes are represented in Table 1. 

 
TABLE 1 MODES OF OPERATION 

Mode 
[M1M0] 

SLP (EN)HS (EN)LS RO_SEL Function 
 

00 0 0 X X Sleep mode for both the RO 
01 1 0 0 X Stress mode for both (RO)HS 

and (RO)LS 
10 1 0 1 0  

 
Authentication 

mode 

Measure the 
frequency of 

(RO)LS 
11 1 1 0 1 Measure the 

frequency of 
(RO)HS 

 



1) Test Mode:  
In the manufacturing or test mode (M1M0=00), both the 

ROs are driven into sleep mode i.e. cut-off from supply. 
Because in the test mode, CUT is subjected to a higher supply 
voltage/Temperature environment which led to additional 
aging. To prevent degradation due to aging, decoder enables 
the control signal SLP by assigning logic-0. For SLP=0, both 
the ROs are cut-off from supply voltage as a result experience 
no aging. The SLP remains at logic-1 in remaining operating 
modes to drive appropriate supply voltage into the RO section. 
2) Stress mode: 

The stress mode for both the RO is enabled for 
M1M0=01. The decoder generates necessary control signal (as 
shown in Table 1) to drive both the RO into non-oscillating 
mode and to inserts different amount of NBTI stress.  

   As SLP is at logic-1, it drives different supply voltage to 
the RO section i.e. VDD-Vt,n (where Vt,n is the threshold 
voltage of NMOS) to the (RO)LS through NMOS (TN1) and 
VDD to (RO)HS  through PMOS (TP). These two different 
supply voltages led to different amount of NBTI stress [6]. As 
a result both the RO exhibit different rate of degradation in 
oscillation frequency. 
3) Authentication mode: 

In the authentication mode (M1M0=10 or 11) the decoder 
generates the necessary control signals to measure the 
oscillation frequency (fosc) of both the RO. In this mode both 
the RO oscillates at a supply voltage of VDD-Vt,n. For 
M1M0=10, the decoder drives logic-0 to RO_SEL and logic-1 
to (EN)LS to drive the (RO)LS into oscillating mode. (RO)LS 
starts oscillating at a scaling voltage of VDD-Vt,n through TN1 
as SLP is at logic-1. Further, the fosc of (RO)HS is measured in 
the mode M1M0=11. The decoder drives the (RO)LS into non-
oscillation mode and (RO)HS into oscillation mode. The 
(EN)HS is driven to logic-1 to drive a scaling supply voltage of 
VDD-Vt,n through TN2. The decoder drives logic-1 to RO_SEL 
to measure the fosc of (RO)HS.  

The above different modes of operation clarifies that both 
the ROs are remain in non-oscillation mode throughout the life 
time and driven into oscillation mode only during 
authentication mode. Out of primary aging mechanism NBTI 
effect is more pronounced in the non-oscillating mode [14] 
results in degradation in fosc over time. 

(C) NBTI effect on RO 

The RO in our proposed architecture is designed by using 
conventional CMOS inverter. The effect of NBTI on both the 
RO in non-oscillating mode is shown in Fig. 4. In the stress 
mode, (RO)LS is driven by a supply voltage scaling of VDD-Vt,n 
and (RO)HS is driven by a supply voltage of VDD. As shown in 
Fig. 4, alternate logic 0 and 1 (VDD) appears at the gate 
terminal of PMOS in the cascaded chain of inverter. The logic-
0 at the input of the PMOS devices (in the cascaded inverter 
chain) results in a negative bias voltage across gate to source 
(VGS,P). Due to supply voltage scaling the PMOS in the (RO)LS 
experience less negative bias (VGS,P = Vt,n -VDD) than the 
PMOS in the (RO)HS, which experience a bias of VGS,P= -VDD. 

Due to different amount of negative bias, degradation in 
threshold voltage of PMOS in (RO)HS is higher than (RO)LS. 
As a result both the RO experience different rate of 
degradation in fosc. Further, with increase in stress duration the 
difference in oscillation frequency of both the RO increases 
which helps in detecting a recycled IC through fosc 
comparison. 

 

 

Fig. 3. Proposed Modified RO Sensor 
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 Fig. 4. NBTI effect on (a) (RO)LS (b) (RO)HS 

(D) Registration and Authentication 
  The recycled IC detection procedure is divided into two 

parts, registration or fingerprint generation from a new sample 
of IC and authentication of recycled/used IC. Initially, the 
fingerprint is collected for the new IC by measuring the 
frequency difference between both the RO i.e. FDIF = FLS - FHS. 
Where FLS and FHS is the oscillating frequency of (RO)LS and 
(RO)HS respectively. A set of frequency across samples of 
fresh IC is collected to measure the spread in FDIF. Although 
both the RO oscillates at same supply voltage i.e. VDD-Vt,n, the 
magnitude of FDIF is approximately zero, but the 
manufacturing PV [14] causes slight  difference is oscillation 
frequency.  Further, this difference may be positive or 
negative. This variation in FDIF across all samples is used to 
create the fingerprint for CUT. During the authentication 
phase if the FDIF for the CUT is out OF the range of fresh IC 
sample then CUT is treated as a recycled IC otherwise it is 
assumed to be a fresh IC.  

The spread in FDIF for a group of fresh IC (Fdif,0) and aged 
IC (Fdif,T :after T-days) is shown in Fig. 5.  If both the spreads 
are far apart then a recycled IC can be easily detected. The 
overlapping area between the spread in Fig. 5 indicates the 
unpredictable region i.e. in this region a recycled IC may be 
assumed as a fresh IC. Further, with rise in spread the number 
of samples of undetected recycled IC increases.  

 



 
Fig. 5. Distribution of FDIF for fresh IC and used IC 

IV. SIMULATION RESULTS & DISCUSSION 

The proposed modified RO sensor is implemented in 
Virtuoso environment, 90 nm CMOS technology library from 
UMC is used for simulation purpose. RelXpert simulator in 
virtuoso environment is used to measure the degradation in 
oscillation frequency of RO due to aging. Monte Carlo 
simulation with 300 iterations is carried out using statistical 
transistor model provided by foundry. The reason for using 
Monte Carlo run to measure the impact of process variation on 
the oscillation frequency of RO prior to chip fabrication.  The 
fosc from the fresh IC and aged IC is collected over multiple 
instances to predict whether the test IC is a recycled one or 
not. The simulation is carried out at a nominal supply voltage 
of 1V and 270C.  

 The simulation result for the proposed RO based sensor is 
shown in Fig. 6(a-c). The result shows variation in frequency 
difference for both fresh IC and recycled IC (which undergoes 
continuous aging). The FDIF is measured at T=0D i.e. fresh 
sample of IC and the variation across 300 instances is shown 
in Fig. 6. The legend T=0D shows the variation in FDIF.  
Ideally FDIF should be zero but manufacturing PV causes each 
RO to oscillate at unique frequency which led to either 
positive or negative value of FDIF (T= 0D in Fig. 6 (a-c)). As 
shown in Fig. 6 (a) the fresh IC has a spread from -10 to 10 
MHz. Similarly FDIF is measured after a stress interval of 6 and 
15-days (D). For our analysis we have considered two aging 
instances (6D and 15D). In order to measure the FDIF at 
different aging intervals, first both the ROs are undergoes 
continuous aging for a period of (6D and 15D) to extract the 
aged SPICE netlist.  Finally, Monte Carlo simulation is carried 
out to measure the oscillation frequency of both the RO 
((RO)HS and (RO)LS) across multiple instances in order to 
calculate the spread of FDIF after T=6D and 15D.   

Fig. 6 (a) shows the spread in FDIF after T=0, 6 and 15 
days for the RO designed with 15 stages of cascaded inverter. 
As shown in the figure with increase in aging duration the 
magnitude of FDIF (frequency difference between the RO) 
increases. The frequency difference bar chart shows overlap 
region between the two distribution of FDIF i.e. (FDIF)T=0 and 
(FDIF)T=6D.  This overlap region indicates a dilemma i.e. it is 
difficult to predict whether the CUT is a fresh or recycled one. 
Further, at T=15D there is no overlapping between the spread 
of (FDIF)T=0 and (FDIF)T=15D.  The above simulation result 
confirms that at higher aging interval, a recycled IC can be 
easily detected without any error. 

 
       (a) 

 
 
       (b) 

 
       (c) 
Fig. 6. Distribution of FDIF (a) RO with 15 stage (b) RO with 25 stage (c) RO 

with 51 stage 
Further, both the ROs are designed with more number of 

cascaded inverters i.e. 25 and 51 stages to measure the spread 
in FDIF. The spread at different aging instances (6D and 15D) 
is shown in Fig. 6(b and c). The simulation result shows lower 
spread in FDIF with increase in number of inverter stages. This 
reduction in spread is due to inverse relationship of spread in 
FDIF with number of inverter in RO [13].  
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 The spread in FDIF is also lowered in all the considered 
aging instances i.e. (FDIF)T=6D and (FDIF)T=15D. The simulation 
result shows that the spread for 51 stages of RO (Fig. 6(c)) is 
much narrower than both 15th and 25th stages. This narrower 
spread eliminates the overlapping region even at lower aging 
instance. As shown in Fig. 6(b), the overlapped area in the 
case of 25-stages RO between (FDIF)T=0 and (FDIF)T=6D is less 
than that of 15-stages of RO. So the probability of incorrect 
prediction reduces significantly, whereas by using 51 stages 
RO there is no misprediction or unpredicted area for the aging 
instance of 6D (Fig. 6(c)).  

Table 2 represents the number of samples in the overlap 
region between the proposed RO sensor and conventional RO 
sensor in [10]. The proposed RO sensor shows lower number 
of samples in the overlapped region than the conventional RO 
for equal aging duration. Further, with increase in number of 
stages less number of samples is found in the overlap region 
due to reduction in spread of FDIF. 

  
TABLE 2 MISPREDICTION COMPARISON 

 
No. of stages 

in RO 
Aging 

duration 
<T> 

No. of samples in overlap 
region <in %> 

RO sensor 
[10] 

Proposed 
RO sensor 

15 6D 11.27 7.25 
25 6.26 1.38 
51 1.25 0 
15 15D 2.92 1.81 
25 0.88 0 
51 0 0 

 

V. CONCLUSION  

The proposed modified RO-sensor detects the recycled ICs 
used for a few days. The different amount of NBTI stress on 
RO results in generating higher frequency difference in a 
recycled IC than the fresh IC. In the proposed circuit, RO with 
more number of cascaded inverters increases the efficiency 
and the proposed sensor is able to detect an IC used only for a 
few days. 
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