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Abstract— 1In this paper, we propose efficient power
allocation techniques using both convex optimization (using
Lagrange multiplier method) and a soft evolutionary approach
(using Differential Evolution (DE) algorithm) to optimize both
the relay and jammer powers in addition to an increase in the
system performance in terms of secrecy rate. Here, we
consider a cooperative wireless network with control jamming
comprising of a source-destination pair with a set of relay
nodes in the presence of single and multiple eavesdroppers.
Optimal relay node is selected based on the SNR received at
each relay, which transmits the data to the destination using
decode and forward strategy. Amongst the remaining nodes,
selection of jammer is done based on the SNR value of the
relay to eavesdropper link. The proposed power allocation
schemes are compared with equal power allocation policy for
using the Monte-Carlo simulation study and these schemes are
found to be superior in terms of average secrecy rate.

Keywords—Physical layer security, cooperative jamming, power
allocation, DE algorithm

I. INTRODUCTION

The secure communication between the source and the
destination in the presence of unauthorized receivers which
are called eavesdroppers is of great importance. The
information theoretic secrecy is introduced by Shannon in [1].
Wireless secure communication issue is addressed at the upper
layers of the protocol stack using cryptography algorithms are
discussed in [2]. Recently, implementing information security
at the physical layer is the emerging research area. The
performance metric for physical layers security is secrecy rate
which is defined as the difference of direct link (between
source and destination) capacity and the eaves droppers link
capacity. The secrecy rate represents the rate at which the
source securely transmits the data to the destination in the
presence of eaves droppers [3].

The main purpose is to enhance the capacity of main
confidential link while the capacity of eavesdropper link
decreased. The relays help the source by noise forwarding to
confuse the eavesdropper in order to improve the system
performance in terms of secrecy rate [4-6]. The authors in [7]
proposed relay selection schemes in cooperative networks
such that they can act as relay, cooperative jammer and a new
jamming and non jamming switched based hybrid scheme.
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Power allocation for physical security to maximize
the secrecy rate in wireless cooperative network is a promising
research area. The recent work related to issue of power
allocation schemes for cooperative jamming are introduced in
[7-13]. From the considered literature it is observed that the
power allocation for control jamming in secure wireless
cooperative network is not introduced earlier which was
mentioned in this work. This present research work focuses on
the power allocation schemes of control jamming for a
wireless cooperative network in the presence of single
eavesdropper to maximize the secrecy rate. Initially, relay
power allocation issue to maximize the secrecy rate of control
jamming based on total relay power constraint is solved by
using convex optimization and evolutionary approaches. The
performance of the proposed power allocation schemes are
compared with the conventional equal power allocation.
Finally the efficacy of the proposed power allocation schemes
is given.

The organization of paper is as follows. The system
model and conventional relay and jammer selection schemes
are given in Section II. The problem formulation and proposed
power allocation schemes are introduced in Section III. The
simulation results are shown and discussed in Section IV.
Finally Section V provides the conclusion.

II. SYSTEM MODEL

‘ Selected relay and jammer ‘
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Fig. 1. System model

A cooperative wireless network model consists of single
source destination pair, in which source (S) sends its data to
the destination node (D) with the help of half duplex mode



multiple Decode and Forward (DF) relays nodes R1, R2, . . .,
RN) is considered in the presence of single eavesdropper
nodes (E) case [7]. The channel conditions subject to flat
Rayleigh fading which are mutually independent and
orthogonal. It is also considered that given network is
employed with TDMA protocol where source transmits its
information during the first time slot and relays transmit
information during the second time slot. The communication
process is performed in two phases named broadcasting phase
and cooperative phase as shown in Fig. 1.

Broadcast phase: The source transmits data to the destination
via N number of relays. Here there no direct links available
between source to destination and source to eavesdroppers. On
the other hand, the broadcast phase is secured means

eavesdropper cannot has impact on source to relay
transmission.
Vo =P hgx+n, for i=12., N (1)

where xand y,, are the transmitted information signal from

source, signals received at i th relay node respectively. Pg is
2
, ~CN(0,0,) are the

channel coefficients of source to relay links. The noise terms

the transmitted source power, &,

n,, which are zero mean complex Gaussian random variables

with variance N, .

Cooperative phase: Among the relay set, based on the
considered secure relay and jammer selection schemes, two
relays are selected in which one relay which can decode the
received signal correctly will operate in DF relay mode and
another relay act as jammer. The jammer node generates
interference for the relay transmission by noise forwarding. In
control jamming, interference caused by jammer is known at
the destination but not at the eavesdropper. So the destination
can decode the interference provided by the jammer. Hence,
the received signals at the destination and eaves dropper for
the selected relay and jammer are given by

Yra = ‘\IPrhrd);sr 14 (2)
ye=yre+yje (3)

where Yre Z‘VPrhreysr +nre; yje =\[P/hjeysr +n_/e'

Here P, is the power of selected relay node and P; is the

jammer power. . is the estimation of the transmitted signal

by the selected relay. h,, ~CN(0,62,) is the channel
coefficient for the selected relay to destination link. The noise
term n,, is zero mean complex Gaussian random variables

with variance N, . The channel variance is given as Giy ocd ;){

where d is the Euclidean distance between nodes

xy
xe {s, r, j} and y € {e,r,d} . In this paper, the value of the path
loss exponent is assumed as /=4. The relation between

source, relay and jammer powers is considered as

follows P, =P, = Lx P;, where L =100 .

Conventional selection techniques without and with jamming:
The effect of control jamming can be well understood by
considering three different relay and jammer selection
schemes which are given as in [8].

Conventional Selection (Without Jamming)

This selection does not involve any jamming process hence in
cooperative phase only conventional relay accesses the
channel and sends information to the destination. it selects the
best relay based on the maximum instantaneous relay-
destination link and source-destination link and is expressed as

*

X
= rec, (1+SNR,,) ©)

Secrecy rate for conventional selection is expressed as
1+ SNR

T rd (5)
1+SNR,,

Optimal Selection with Jamming (OSJ): While selecting the
cooperative relay and jammer, it assumes that relay-
eavesdropper links are available and the destination is

unaware of the jamming nodes. The selection of relay and
jammer is done based on the following equations

Cl%(R) = max (0,05 * logz(

* max ( SNR,,
R =arg —
Re C,;\ SNR,,
J* max SNR je ©)
=ar
g Je Srelay SNRjd
Secrecy rate for OSJ is expressed as
SNR,,
+
%l (R,.J) = max| 0,0.5%10 L+ SNRjq )
s ’ >V g SNR,,
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1+ SNR),

Optimal Selection with Control Jamming (OSCJ):

This selection scheme is proposed on the basis of assumption
that the destination knows about the jamming nodes and the
eavesdropper is unaware of it. Hence only destination can
decode the jamming signal but not eavesdropper. Cooperative
relay and jammer is selected based on the following equations

* max ( SNR,,
R =arg —
Re C;\ SNR,,

J" = arg Jem;X (SN, ) @®)

relay

Secrecy rate for OSCJ can be expressed as

1+ SNR,,
SNR,.,

I+ ——
1+ SNR;,

C‘SC"‘ (R,J) =max| 0,0.5*log, ®

The instantaneous signal to noise ratio for the channel link
i— j isgivenby SNR; =P, ij.



III. PROBLEM FORMUALTION AND PROPOSED POWER
ALLOCATION SCHEMES

A. Problem formulation for convex optimization
The optimization problem is defined as

SNR
Max| I I1+SNR, ,)-log,| 1+ —2—
a){ ogg( rd) gz( 1+SNR,, J]

suchthat P + P, + P, < Pp; P, >0;Pr>0; P/ >0; (10)

Theorem.l: (Maximized secrecy rate based optimal relay
power allocation in presence of single eavesdropper) : With
the perfect CSI, SNR,,,SNR,; and SNR ., , the optimal relay

re> je>
power to maximize the secrecy rate of control jamming using

Lagrange multiplier method is given by

P. =max| 0,([—)@ +1/x22—4x1(1+x73]/2x1] (11)
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Theorem 1 is proved in Appendix. The value of A is obtained
using sub gradient method as follows.

Sub gradient algorithm to find A
1. Initialize k=1, M1)=0.1, f1)=-P,
2. While (abs(f)>0.0001)
3. Calculate

P. = max 0,[(—)@ +‘,x22 —4x1(1—x—£]/2x1]
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re

where x; =625 x, = G2 ;X3 =1+chs§e

4. f()=F2+(1/L)-F
5. Mk+D)=Mk)-(1/k) f(k)
6. k=k+1

7. end

B. Problem formualtion for DE based Optimization

Differential Evolution algorithm is an efficient stochastic
search optimization technique like genetic algorithm using the
similar operators: crossover, mutation, and selection. It finds
the true global minimum irrespective of initial parameters
which converges fast with only few control parameters [15]. In
optimum power allocation using Lagrange multiplier method,
the relay power depends on the Lagrange multiplier value A in
which the value of Lagrange multiplier is obtained using
iterative methods. To avoid this computational burden, we use
evolutionary approach like differential evolution.

Problem definition

In the presence of single eavesdropper
Maximize

SNR
Coco Il =| t0g 5 (14 SNR )~ log,| 14+ ——nre__
5¢4 4 1+ SNR

subjectto Py + P, +P; < Pr

Cost function: f, =arg min(— Cee, =1 )
where SNR,; = P.6%, ,SNR,, = P.G2,,
SNR;, =P;6%; P, = 0Py ; P; =P, /100 ;

je>

Subjectto 0<a <

2+1/L)

The detailed algorithm for the proposed power
allocation schemes using Differential evolution algorithm is
shown in the following flowchart. The parameters in the
flowchart shown in Fig. 4 are defined as follows Gd
represents the total number of generations; g represents the
individual generation; NP and D represent the number of

population members and the number of parameters of
objective function respectively.

| Start |

Initialize of population NPx D . The power allocation factor o of relay is
assumed as population
af =[af o8 v 051 = 12,0, NP, g = 1.2,.., G,

Yes
A criterion for
termination is met?
No

Get the solution
Mutati MGl G
a,,, =arg (f;:c (a"» ' ))
n

Gz

Fig.2. Differential Evolution (DE) algorithm for proposed power allocation
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Initialization: The »n™ individual of the population in the

g™ generation is expressed as

ol fori=12,..,NP,g=12,..,G,



Cost function evolution:
El=f&" (ug”) is the cost function of the n” individual in

the g™ generation of u" which is represented as
, ) | — C ,
El= s§cn (ug n)_ fsec] (ug n)_ _Csecl‘ d‘(ug n)
E2=f8&" (ag”’) is the cost function of the n” individual in

g™ of 0" which is represented as
, o) N . C, ,
Ez:fsgcn(agn)_fsecl (agn)__ secl‘ d‘(agn)

where a®" and u®" are the target and the trail vectors
which are obtained after mutation and cross over operations
respectively.

Optimal search: The best individual which has the minimum
cost function value is considered as the optimal power
allocation factor 0. The optimal solution for power allocation
factor is obtained as

Olpeg, = AT n( ol (aG"’" )l n=12,.. NP

Here fS¢" (a Gd’”) is the optimal solution after meeting the
termination criteria.

IV. SIMULATION RESULTS AND ANALYSIS

The proposed power allocation schemes are validated through
computer simulations using Matlab. The simulation model for
the system as shown in Fig.l is assumed as 2-D square
topology in which the source, destination and the eavesdropper
are located as S(0,0), D(1,0) and E(0,1) respectively and also

the area of this network is supposed as a 1x1 square unit. Here
it is also assumed that the direct paths i.e., source-to-ecaves
dropper and source-to-destination links are not available so the
effect of eavesdropping rise in cooperative phase only.

Secrecy rate(bits/sec/Hz)

P[dB]
Fig.3. Secrecy rate versus total power when relays at middle

For the simulation results, the number of relays in the
considered secure cooperative network are four (N =4) for

which location are mentioned for each case. In addition, it also
contemplated that both source and relay should transmit with

the same power (P, = P, ). The jammer node power is a fraction
L of relay power(L =100). spectral
efficiency is considered as 2 bits per channel use (BPCU) [8].

The transmission

From the Fig.3, the secrecy rate of proposed power
allocation schemes outperforms with control jamming than the
non jamming relay selection schemes. The both Lagrange
multiplier method and DE based power allocation method
achieve nearly same secrecy rate of 3.3 bits/sec/Hz while the
equal power allocation scheme achieves a secrecy rate of
2.1bist/sec/Hz at total power 20dB for the control jamming
case.

Secrecy rate(bits/sec/Hz)

Fig.4. Secrecy rate versus total power when relays close to eavesdropper

From Fig.4, the performance of the non jamming schemes
is very poor compared to the jamming schemes. The both
proposed power allocation schemes achieves nearly same
secrecy rate. Proposed power allocation schemes achieve a
secrecy rate of 2.1bits/sec/Hz where as conventional equal
power allocation achieves a secrecy rate of 1.8 bits/sec/Hz for
OSClJ. On the other hand, proposed schemes achieve a secrecy
rate of 1.8bit/sec/Hz for OSJ where as equal power allocation
achieves a secrecy rate of 1.6bits/sec/Hz.
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Fig.5. Secrecy rate versus total power when relays close to destination



From Fig.5, the proposed power allocation schemes achieve a
secrecy rate of 2.6 bits/sec/Hz where as equal power allocation
get secrecy rate of 2.2bits/sec/Hz for OSCJ. The proposed
schemes achieve a secrecy rate of 1.5 bits/sec/Hz where as for
equal power allocation achieves a secrecy rate of 1.3
bits/sec/Hz for low SNR values and for high SNR value both
equal power allocation and proposed schemes achieves the
same secrecy rate. Fig.7 depicts that the secrecy rate is high for
non jamming schemes because the relay to destination link is
very strong. With the optimized power the jamming schemes
introduce interference at the destination which reduces the
secrecy rate compare to OSCIJ.
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Fig.7 Convergence analysis of proposed power allocation schemes

From the Fig.6, it is observed that as the path loss exponent
increases from 2-4, the performance is also increases in terms
of secrecy rate. The optimized relay powers and
corresponding jamming powers using the proposed power
allocation schemes are compared with equal power allocation
in terms of secrecy rate when the relay location at middle
when is shown in Fig 7. From which it is concluded that as the
proposed power allocation schemes achieve a secrecy rate of
the relay and jammer powers are increases the secrecy rate
also increases.

In results, OSCJE-optimal selection with control jamming
with equal power allocation

OSCJL- optimal selection with control jamming with
Lagrangian Multiplier method based power allocation.

OSCJD- optimal selection with control jamming with
Differential Evolution (DE) algorithm based power allocation.

V. CONCLUSION

In this paper, efficient power allocation schemes are
proposed by using convex optimization and evolutionary
approach for physical layer security of single source
destination pair secure wireless cooperative network with
control jamming. We defined and solved the constrained
optimization problems using Lagrange multiplier method and
Differential evolution algorithm aiming to allocate the relay
and jammers powers such that the secrecy rate is to be
maximized subject to total power constraint. The performance
of proposed power allocation schemes are validated using
Monte Carlo simulations and compared with the conventional
equal power allocation for both jamming and non jamming
relay selection cases. Among all relay locations, the
performance of the system is poor when the relays close to
eavesdropper case. The non jamming schemes get poor
secrecy rate when the eavesdropper is close to source and
close to destination. From all the observations, it is confirmed
that the proposed power allocation schemes outperforms than
conventional equal power allocation in all jamming and non
jamming cases.
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Appendix

Proof of Theorem.1:

Maximized secrecy rate based relay power allocation problem
in the case of single eavesdropper is solved using Lagrange
multiplier method as follows. The optimization problem is
defined as

SNR
Max| I 1+SNR ;)1 1+ —r—
‘U{ ng( rd) ng( 1+SNRje B

Suchthat P, + P, + P, < P
P, >0;Pr>0; Pj>0;

The Lagrangian function is defined as follows

l+a
J=1 -Mp+P.+P -P
ng(l-l-bj (s r Jj T)

By solving the defined Lagrangian function,
as/ap =0 = (18] 9 [1ra) 5
l+a)oP.\1+b
1 da 1 b _
(1+a)oP. (1+D)oP.

Wherea—a:x;a—b:y/z; L_y—/zz

oP. oP. (14+a) (1+b)
x(1+b)—(y/z2)1+a)=A1+a+b+ab)

The quadratic equation in terms of P,

({2

The roots of the binomial equation are given by

P. =max O,([—xz +1/x§ —4x1(1+%}/2x1J
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