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Abstract—This paper presents an improved VLSI 
architecture of S-box for AES encryption system. Certain 
basic blocks in conventional architecture are replaced by 
efficient multiplexers and an optimized combinational logic 
to facilitate speed improvement.  The proposed as well as 
conventional architecture are implemented in Xilinx FPGA 
and 0.18 µm standard cell ASIC technology. ASIC 
implementation indicates speed enhancement while 
maintaining constant area compared to conventional 
architecture. FPGA implementation also confirms speed 
improvement of about 0.6 ns along with low utilization of 
FPGA fabrics. Furthermore, there is significant power 
improvement (155 %) compared to conventional structure.       

Keywords- S-box, Composite field arithmetic, AES 
encryption, FPGA implementation. 

I.  INTRODUCTION 
National Institute of Standards and Technology (NIST) 

adopted Advanced Encryption Standard (AES) as the 
standard for block data encipherement [1]. AES is a 
symmetric key cipher that encrypts data blocks of three 
different sizes, namely 128 bits, 192 bits and 256 bits with 
round keys 128 bits, 192 bits and 256 bits in its three 
different versions [2, 3]. However, all three versions use 
128 bits round key, which is generated by round key 
generation process, for encryption/decryption [4]. 
SubBytes, ShiftRows, MixColumns and AddRound keys 
are the transformations steps involved in AES encryption 
algorithm [5]. SubBytes transformation (also called byte 
substitution) is the most computing step in which each 8-
bits element of a state matrix is transformed to have a new 
value [6, 7]. SubBytes transformation is performed by 
using a substitution table, called S-box [8].    

The SubBytes transformation using table is 
implemented in VLSI using ROM which stores the table 
values [3, 6, 9]. However, ROM based design limits the 
performance because of ROM access time. Therefore, 
alternate implementation of S-box without ROM is 
performed using combinational logic which has high speed 
of data encryption [10−13].  

Speed improvement along with area reduction has been 
the most challenging research in VLSI implementation. In 
this paper, we have further optimized delay and area of the 
conventional S-box architecture by using some efficient 
logic and multiplexers in the critical path. The proposed 
optimized S-box architecture has been implemented in 
0.18 µm ASIC technology as well as Xilinx FPGA. The 
proposed architecture of S-box shows delay and area 
improvement with respect to conventional S-box 

architecture. Also, there is significant power improvement 
in FPGA implementation in proposed method.  

The remaining part of the paper is organized as follows. 
Section II describes combinational S-box architecture 
using combinational logic in brief. In section III, two 
optimization techniques for delay improvement in critical 
path of conventional S-box architecture have been 
explained. Section IV contains the VLSI/FPGA 
implementation results of both conventional as well as 
proposed design along with delay, area and power 
comparisons. Conclusions are drawn in section V.             

II. S-BOX REALIZATION IN COMPOSITE FIELD 
Figure 1 shows the conventional S-box architecture 

using composite field arithmetic. The meaning of the 
symbol used in this architecture has been shown in Figure 
2. For the S-box mapping, following are the steps. 
Isomorphic mapping is the first step performed on the 8 
bits sub byte input. Output of the isomorphic mapping is 
given to input of multiplicative inverse (MI) module. 
Subsequently, inverse isomorphic mapping and affine 
transformations are the steps that follow. Detail 
explanation can be found in [13]. MI in GF (24) 
represented by the symbol x-1 and multiplication in GF (24) 
are the two main components falls in the critical path of 
the design. MI in GF (24) consists of complex logic given 
by [12],  
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where, 1 1 1 1
3 2 1 0q q q q− − − −  is 4-bits MI of 4-bit value 

3 2 1 0q q q q  and + sign indicates XOR operation.   

The complex operation multiplication in GF (24) is realized 
by the logic as shown in Figure 3(a). This logic structure 
uses multiplication in GF (22) as the basic component as 
shown in Figure 3(b).  

It is obvious that delay optimization of the two 
components mentioned above can lead to the overall delay 
improvement of the S-box architecture. 
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Figure 1. A conventional S-box architecture in composite field [7] 

        

 

 

 

 

                             

Figure 2.Meaning of symbols used in Figure 1 
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Figure 3. Circuit for (a) multiplier in GF (24) and (b) multiplier in GF 
(22) 

III. THE PROPOSED LOGIC CIRCUITS FOR DELAY AND 
AREA IMPROVEMENT 

We have optimized the delay and area of the MI in GF 
(24) as well as multiplication in GF (22).    

A. Proposed logic for MI in GF (24) 
From Eq. (1), it is evident that the realization of MI in GF 
(24) requires a number of exclusive-or (XOR) gates. By 
eliminating the XOR gates, delay and area can be reduced. 
TABLE I shows the input and output combination of MI 
in GF (24). The input combinations can be divided into 
two equal halves. In the first half, MSB will have value 
‘0’ and in the second half, MSB will be ‘1’. This can be 
realized by a multiplexer, wherein, for ‘0’ MSB in input, 
the 4-bit output will be given by combination of three 
input bits (except MSB). Similarly, for MSB= ‘1’, the 4-
bit output will have 3-bits input combination (except 
MSB). The combinational logic for first half in terms of 
three input bits is given by the Eq. (2a). Eq. (2b) 
represents the combinational logic for the second half. By 
using a multiplexer, one of the outputs, either from (2a) or 
from (2b) can be selected depending on the MSB of the 
input. It is obvious from Eq. (2a) and Eq. (2b) that the 
combinational logic contains only OR and AND gates 
instead of XOR gates used as in Eq. (1).  
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TABLE I.     MI IN GF (24) 

Input to MI in 
GF (24) 

Output from MI 
in GF (24) 
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B.  Proposed logic for multiplication in GF (22) 
From Figure 3(b), multiplication in GF (22) can be 

expressed as, 
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Eq. (3) can be implemented using two 4:2 parallel 
multiplexers as follows. Suppose y is the select line. Then, 
for different values of y, multiplication result z, from Eq. 
(3), will have values as given in TABLE II. Figure 4 
shows the two multiplexers. From the Figure 3(b), it is 
evident that there are two XOR gates and one AND gate 

in the critical path of GF (22) multiplication. One XOR 
gate has been eliminated from the critical path by using 
4:2 multiplexer, i.e., there is one XOR gate and one 
multiplexer only in critical path, as compared to two XOR 
gates in Figure 3(b). 

IV.   VLSI/FPGA IMPLEMENTATION RESULTS AND 
COMPARISONS 

The proposed two techniques, one for MI in GF (24) 
and other one multiplication in GF (22) have been 
implemented separately in ASIC using 0.18 µm 
technology. TABLE III shows the comparison results of 
MI with conventional. TABLE IV shows the comparison 
results of multiplication in GF (22). It is evident that both 
the proposed methods are delay and area efficient. The 
complete S-box has been implemented and TABLE V 
shows the ASIC implementation results and TABLE VI 
shows the FPGA implementation results along with 
comparison with conventional S-box architecture. The 
proposed method has delay improvement of about 0.2 ns 
in ASIC and about 0.6 ns in FPGA. There is significant 
improvement in power consumption in FPGA along with 
area improvement in terms of FPGA slices. Figure 5 
shows the simulation output of S-box implementation in 
Xilinx ISE 10.1.   

TABLE II.  RESULTS OF MULTIPLICATION IN GF(22) 

Value of y z(0) z(1) 
00 ‘0’ ‘0’ 
01 x(0) x(1) 
10 x(1) x(0) xor x(1) 
11 x(0) xor x(1) x(0)  
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Figure 4. 4:2 multiplexer for (a) LSB output and (b) MSB output for 2 
bits output of multiplication in GF (22)     
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TABLE III.   COMPARISON OF MI IN GF (24) IN ASIC 

Technology 
0.18 µm 

Conventional 
structure 

Proposed 
structure 

Area (µm2) 352 279.41 
Total Dynamic 
Power (µW) 

97.58 62.93 

Delay (ns) 0.79 0.52 
 

TABLE IV. COMPARISON OF MULTIPLICATION IN GF (22) IN ASIC 

Technology 
0.18 µm 

Conventional 
structure 

Proposed structure 

Area (µm2) 123.00 126.40 
Total Dynamic 
Power (µW) 

28.64 24.45 

Delay (ns) 0.41 0.23 
 

TABLE V. COMPARISON OF S-BOX IMPLEMENTATION IN ASIC 

Technology 
0.18 µm 

Conventional 
structure 

Proposed 
structure 

Area (µm2) 3715 3702 
Total Dynamic 
Power (mW) 

2.44 2.50 

Delay (ns) 5.51 5.31 
 

TABLE VI. FPGA IMPLEMENTATION RESULTS AND COMPARISONS 

 Conventional 
structure 

Structure in 
[11] 

Proposed 
structure 

Device XC2VP30 XC2V1000 XC2VP30 
# of Slices 41 153 37 

# of 4-input 
LUTs 

72 NA 66 

Max. Delay 
(ns) 

15.6 10.82 15.0 

Total 
Dynamic 

Power (W) 

9.74 NA 3.84            
(at Max. clock 

frequency) 
 

 
Figure 5. VHDL simulation of S-box in Xilinx ISE 10.1 

V. CONCLUSIONS   
An optimized architecture of S-box for AES encryption 

is proposed in this paper. This novel architecture is 
implemented both in ASIC as well as FPGA. The ASIC 
implementation indicates speed improvement compared to 
conventional structure while maintaining area constant. 
FPGA implementation shows improvement in delay and 
area while a significant enhancement in terms of power 
compared to conventional architecture.  
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