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Abstract. This paper investigates the distributed self diagnosis prob-
lem for wireless sensor networks (WSN). One of the fundamental al-
gorithm design issue for WSN is conservation of energy at each sensor
node. A heartbeat comparison based diagnosis model is proposed, which
is shown to be energy efficient. Analytical studies and simulation results
show that the performance of proposed algorithm is comparable to that of
the existing known algorithms in both delay and message count prospec-
tive. At the same time, the per-node message overhead is substantially
reduced and becomes scalable.
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1 Introduction

Over recent years, the market for WSN has enjoyed an unprecedented growth.
WSNs are subject to tight communication, storage and computation constraint.
All the nodes in WSN rely on batteries or other exhaustible means for their
energy and wireless links continue to have significantly lower capacity. WSNs
are expected to be deployed in inaccessible and hostile environments and thus
more prone to failure. The availability of these sensor nodes, however, remains a
major concern, if faulty sensor nodes are allowed to corrupt the network. System
level diagnosis appears to be a viable solution to this problem.

Many authors have investigated this problem in their literature [1, 2, 3, 4].
Article [1] presents a distributed fault detection algorithm for wireless sensor
networks. The fault detection accuracy of a detection algorithm would decrease
rapidly when the number of neighbor nodes to be diagnosed is small and the
node’s failure ratio is high. Article [4] address this problem by defining new de-
tection criteria. Mourad Elhadef et al. [5] proposed a distributed fault identifi-
cation protocol (Dynamic-DSDP) for MANETs which assumes a static network.
Dynamic-DSDP differs from Chessa and Santis model [6] in their dissemination
strategies. It uses a spanning tree (ST) and a gossip style dissemination strat-
egy, where the ST is created at each diagnosis period. Our protocol uses the
same dissemination strategy , but avoids creation of ST during each diagnosis
period. In this paper,a heartbeat based scalable diagnosis algorithm (SDDA) is
proposed. The time and communication complexity is compared with [5, 6].
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2 System Model

The system under consideration accommodates n number of stationary homoge-
neous sensor nodes with unique identity number and same transmission range,
which communicate via a packet radio network.

The proposed algorithm assumes: all nodes are fault free during deployment
with a single sink node, static fault situation i.e no node is allowed to be faulty
during algorithm execution. The communication algorithm ensures that: each
sensor knows the identity of its neighbor, MAC protocol solves contention prob-
lem over logical link, the link level protocol provides one hop broadcast and one
hop unicast routing, clock synchronization is achieved by periodical timing infor-
mation exchanges through beacon frames. and communication channels between
the nodes have bounded delay and flawless.

Communication Model: The communication graph of a WSN is represented
by a digraph G = (V,E), where V is set of sensor nodes in the network and
E is set of edges connecting sensor nodes. Two nodes vi and vj are said to be
adjacent only when the distance between them is less than the transmission
range. For convenience the algorithm assumes that G is undirected that means
(vi, vj) ∈ E and (vj , vi) ∈ E.The send initiation time, Tinit, is the time between
a node initiating a communication and the last bit of the message being injected
into the network. To simplify analysis, it is assumed thatTsend init is a constant.
The minimum and maximum message delays, Tmin and Tmax, are the minimum
and maximum times, respectively, between the last bit of a message being in-
jected into the network and the message being completely delivered at a working
neighboring node. [7]

Fault Model: Faults can be classified as either hard or soft fault. In hard-fault
situation the sensor node is unable to communicate with the rest of the net-
work, whereas a sensor with soft-fault continues to operate and communicate
with altered behavior. This paper defines this altered behavior as random heart-
beat sequence number, which does not match to heartbeat sequence number of
other fault free sensors in WSN. This paper assumes only the permanent fault
(hard and soft) situation, which uses a Spanning tree (ST) and a gossip style
dissemination strategy. the spanning tree is created immediately after network
deployment with sink node as root.

3 The Proposed Algorithm

In this section we introduce SDDA for WSN (see appendix), which is initiated by
all the nodes simultaneously by sending a heartbeat message to its neighbors.
A heartbeat message accommodates nodeID: the identification number of the
node that initiated the heartbeat message and HB seq no: the physical sequence
number of the heartbeat. In [6], nodes responds to each test request they receive,
which increases the communication complexity and is suggested only when each
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sensor is required to diagnose the fault status of its neighbors. However, the
proposed algorithm responds only to the earliest arrived test request.

Complexity Analysis: Distributed diagnosis algorithms are usually evaluated
with respect to their time complexity, space complexity and message complexity.

Theorem 1. The message complexity is O(n).

Proof. The message cost associated with each message is as follows:

Message type Message
count

Test n All nodes generates at most one test message.
Response n Each node responds to at most one test message.
Parent update n− 1 If parent missing (faulty), it updates its parent

field with a neighbor having lowest depth.In worst
case n− 1 messages are exchanged.

Local dissemination n− 1 Each node sends one message to its parent
Global dissemination n− 1 each node sends one message to its child in global

dissemination. Where in worst case the depth of
the ST is n− 1.

Thus, the total message cost is 5n− 3. ��
Theorem 2. The worst case time complexity is (2n+ 1)(Tinit + Tmax) + ψ.

Proof. Heartbeat generation phase ensures simultaneous initiation a heartbeat
message simultaneously, which reaches at the neighboring nodes by at most
Tinit + Tmax time. In aggregation phase each node on reception of heartbeat
message, evaluates the heartbeat sequence number and then initiates a response
message. The farthest neighboring node receives this response message after
Tinit + Tmax + ψ amount of time, where ψ is the processing time and assumed
constant. At the end of this phase, nodes with faulty parents send the adopt
request which needs at most Tinit + Tsend max + ψ time. In local disseminating
phase each node sends its own diagnostic to its parent. The parent collects all
diagnostics of its children and merge these diagnostics to its own diagnostic. In
worst case the depth of ST is n − 1, hence the worst case time complexity of
this stage is (n − 1)(Tinit + Tmax) + ψ. In global disseminating phase the root
node disseminates the global view that reaches at the leaf node with highest
depth costing time (n−1)(Tinit +Tmax). Thus, the total time is (2n+1)(Tinit +
Tmax) + ψ. ��

Simulation Results and Comparison With Related Works
The proposed algorithm was simulated on randomly generated network of size
n. A set of communication graph G were generated with a known connectivity
k. Tinit, Tmin and Tmax were kept fixed at 10μs, 20μs and 25 ms. Simulation
time is set to 200 seconds. Simulations were done using discrete event simulation
techniques, where nodes were initially given one unit of energy.
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Fig. 1. (a)Latency in diagnosing failure events. (b)Time complexity of HBDSDP in
presence of faults. (c) Message count in diagnosing failure events. (d)Message complex-
ity of HBDSDP in presence of faults.

Table 1. Comparison with related work

Message complexity Time complexity

Chessa et al. model ndmax + n(n+ 1) δGTgen + δGTf + Tout

Dynamic-DSDP nk + 3n− 1 δGTgen + 3dSTTf + 2Tout

HBDSDP 5n− 3 (2n+ 1)(Tinit + Tmax) + ψ.

dmax: The maximum of the node degree δG: The diameter of graph G.
Tf : The upper bound to the time needed to propagate a dissemination message
Tgen: An upper bound to the elapsed time between the reception of the first diagnostic
message and the generation of the test request.dST : Depth of the spanning tree.

4 Discussion

This paper addresses the fundamental problem of identifying faulty (soft and
hard) sensors in WSN. Both analytical and simulation study of the proposed
algorithm is presented. The use of heartbeat based approach, further reduces the
number of bits exchanged per message. Both the message and time complexity
of the algorithm is O(n) for an n-node WSN. An interesting open question is
whether a self diagnosis algorithm for dynamic fault situation with lower message
cost can be developed that can either have same or less latency. In the future
work we are investigating this open question.
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Appendix

The proposed scheme comprises of three main stages like heartbeat generation
phase, aggregation phase, disseminating phase.

Algorithm 1. Heartbeat Generation Phase

1: {HBrequest is initialized to FALSE and Set to TRUE once the sensor u generates
its HBrequest.}

2: if HBrequest == FALSE then
3: HB seq no = 1;
4: Broadcast(nodeID,HB seq no); HB seq no+ +; HBrequest = TRUE;
5: else
6: if HB seq no == Max seq no then
7: HB seq no = 1;
8: end if
9: Broadcast(nodeID,HB seq no); HB seq no+ +;

10: end if
11: SetT imer(Tout);
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Algorithm 2. Aggregation Phase

1: {Message has been sent by sensor v ∈ N(w). ResponseFlag is initialized to FALSE}
2: repeat
3: if (v.HB seq no �= w.HB seq no−1) OR (v.HB seq no �= w.HB seq no) then
4: Fw = Fw ∪ {v}; {Message from a faulty node: may be a soft fault}
5: else
6: if (v.HB seq no == w.HB seq no − 1) AND (v /∈ Fw) AND Flag ==

FALSE then
7: Increment and broadcast HB seq no and F lag = TRUE;
8: end if
9: if v.HB seq no == w.HB seq no then

10: FFw = FFw ∪ {v}; Nodew[v].status = working;
11: else
12: Fw = Fw ∪ {v};
13: end if
14: if Tout == TRUE then
15: Fw = Fw ∪ {N(w) − (Fw ∪ FFw)};
16: end if
17: end if
18: until (Fw ∪ FFw �= N(w))
19: if w.parent ∈ Fw then
20: {Find the node with lowest depth from FFw and declare it as new parent of w}
21: end if

Algorithm 3. Disseminating Phase

1: {LocalDiagnosis and GlobalDiagnosis is initialised to FALSE.}
2: repeat
3: if w.children == NULL then
4: Unicast(parent, Fw, Nodew)
5: end if
6: if v ∈ w.children then
7: Nodew = Nodew ∪Nodev ; Fw = Fw ∪ Fv; Children = Children ∪ {v};
8: if w.children == Children then
9: Unicast(parent, Fw, Nodew);

10: end if
11: end if
12: if w == initiator then
13: Broadcast(Fw, Nodew); LocalDiagnosis = TRUE;
14: end if
15: until (LocalDiagnosis == FALSE)
16: repeat
17: if w.children �= NULL then
18: Nodew = Nodew ∪Nodev ; Fw = Fw ∪ Fv; Broadcast(Fw, Nodew);
19: end if
20: if w.Depth == ST Depth then
21: GlobalDiagnosis = TRUE;
22: end if
23: until (GlobalDiagnosis == FALSE)


	Lecture Notes in Computer Science
	Introduction
	System Model
	The Proposed Algorithm
	Discussion



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 290
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 290
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.03333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 800
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


