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Abstract 
 

In this paper, a novel efficient remote user 
authentication scheme using smart cards based on 
Elliptic Curve Discrete Logarithm Problem (ECDLP) 
has been proposed. A remote user authentication 
scheme is a two-party protocol whereby an 
authentication server confirms the identity of a remote 
individual logging on to the server over an untrusted, 
unsecured network. The password based 
authentication schemes are commonly used for 
authenticating remote users. Many passwords based 
schemes both with and without smart card have been 
proposed; each scheme has its merits and demerits. 
Our proposed scheme does not require verifier table 
and allows the user to choose their passwords. The 
proposed scheme also withstands message replying 
attack.  
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1. Introduction 
 

Remote user password based authentication scheme, 
proposed by Lamport [1] in 1981, is a way to 
authenticate the remote user over an insecure and 
untrusted network. His scheme can withstand replaying 
attacks, but requires a verification table to check the 
validity of the login request made by the user. After 
that, may scheme based on password table has been 
proposed. [2-4]. However, this approach introduces the 
risk and cost of managing and protecting the password 
table. To overcome this problem, several password 
authentication scheme with smart cards have been 
proposed [5-7]. The scheme proposed by Wu which [8] 
paper is based on simple geometric properties on the 
Euclidian plane has weakness in the security [9]. 
Elliptic curve cryptosystems gives more security with 
less bit size key and more computational fast than  the 
other cryptosystems,  because of this we proposed a a 

novel efficient remote user authentication scheme 
using smart cards based on Elliptic Curve Discrete 
Logarithm Problem (ECDLP) 

The organization of this paper is as follows. In the 
Section 2, the basic concept of elliptic curve (EC) is 
discussed. In Section 3, discussion on Elliptic Curve 
Cryptosystem based on variation of ElGamal scheme 
has been made and subsequently, the proposed scheme 
is explained in section 4. The security analysis has 
been made in section 5. Finally, Section 6 describes the 
concluding remarks. 
 
2. Elliptic curve over finite field  
 

The use of Elliptic Curve Cryptography (ECC) was 
initially suggested by Neal Koblitz [10] and Victor S. 
Miller [11] and after that many researchers have 
suggested different application of Elliptic Curve 
Cryptosystems. Elliptic curve cryptosystems over finite 
fields have some advantages. One is the much smaller 
key size as compared to other cryptosystems like RSA 
or Diffie-Hellman, since: (a) only exponential-time 
attack is known so far if the curve is carefully chosen 
[12], and (b) elliptic curve discrete logarithms might be 
still intractable even if factoring and multiplicative 
group discrete logarithms are broken. ECC is also 
more computationally efficient than the first-
generation public key systems such as RSA or Diffie-
Hellman [13]. 
 
2.1. Elliptic curve groups over qF  

A non-super singular Elliptic curve E  over qF  can 
be written as: 

qbaxxqyE mod)(mod: 32 ++=  … (1) 

where 0mod)274( 3 ≠+ qba . 

International Conference on Advanced Computer Control

978-0-7695-3516-6/08 $25.00 © 2008 IEEE

DOI 10.1109/ICACC.2009.110

244

International Conference on Advanced Computer Control

978-0-7695-3516-6/08 $25.00 © 2008 IEEE

DOI 10.1109/ICACC.2009.110

246



The points ),( yxP =  where qFyx ∈, . 

),( yxP  that satisfy the Eqn. 4 together with a “point 
of infinity” denoted by O  form an abelian group 

),,( OE +  whose identity element is O . 
 

2.1.1. Adding Distinct Points P  and Q : The 

negative of the point ),( 11 yxP =  is the 

point ),( 11 yxP −=− . If ),( pp yxP  and ),( qq yxQ  

are two distinct points such that P is not Q− , then  
RQP =+  … (2) 

where ),( rr yxR = . 

qxxyys qpqp mod)/()( −−=∴  where .s is 

the slope of the line passing through P  and Q . 

qxxsx qpr mod)( 2 −−=  and 

qxxsyy rppr mod))(( −+−=  

2.1.2. Doubling the Point P  
Provided that py  is not 0,  

),(2 rr yxRP =  … (3) 

qyaxs pp mod))2/()3(( 2 +=∴  

qxsx pr mod)2( 2 −=  and 

qxxsyy rppr mod))(( −+−=  
 
The elliptic curve discrete logarithm problem is 

defined as follows [14]. 
 

Definition 1: Let E  be an elliptic curve over a finite 
field qF  and let )( qFEP ∈  be a point of order n . 

Given )( qFEQ ∈ , the elliptic curve discrete 
logarithm problem is to find the integer 

]1,0[ −∈ nd , such that dPQ = . 
 

3. Elliptic curve crypto system based on 
Elgamal 

 
Suppose Alice wishes to send a message M  to 

Bob. First, she imbeds the value M  onto the elliptic 
curve E , i.e. she represents the plaintext M as a 
point EPm ∈ . Now she must encrypt mP . Let 

Bd denote Bob's secret key. Alice first chooses a 

random integer k  and sends Bob a pair of points on 
E : 

 
))(,(),( 21 GdkPkGCC Bm +=  

 
To decrypt the cipher text, Bob computes 
 

mBBmB PkGdGdkPCdC =−+=− )()()( 12  
 

4. Proposed scheme 
 

In this section, we present our proposed remote user 
authentication scheme using smart cards based on 
ECDLP. We discuss three phases of our proposed 
scheme, namely registration phase, login phase and 
authentication phase. When a legal user wants to login 
the computer system, he/she has to insert his/her smart 
card into the login device and keys in his/her identity 
and password.  

The notations used through out in this paper is as 
follows: 

 
U  Remote user 
ID the identity of the remote user   
PW  the password corresponding to the 

registered identity 
AS  the authentication server 

f ( .) a cryptographic one way hash function 
 

4.1 Registration Phase: 
 

Initially the curve domain parameters 
),,,,,,( hnGbaFRq  must be agreed upon by both the 

U  and the AS , where q  is the field order, FR  is 

the field representation for qF , G  is the generator 

group, n  is a large prime, and h  is the division of 
N , the order of )( qFE to n . Here AS  must have a 
key pair suitable for elliptic curve cryptography, 
consisting of a private key sd  (a randomly selected 

integer in the interval ]1,1[ −n ) and a public key Q  

where GdQ s= . 
 
Initially the new user U  submits his/her identity 

ID to the system for registration. The AS  calculates 
the password PW  as follows. 

IDdPW s=  
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The registration centre issues a smart card which 
contains the public parameter ),,,( QGnf , where 
f is a one way function. The registration centre is also 

delivered PW  to the user through a secure channel. 
The smart cards possessed by all users will contain the 
same data and functions i.e. ),,,( QGnf . 

 
4.2 Login phase 

Upon login, U attaches is smart card to his/her 
input device. Then he/she convert his/her identity into 
a point on EC i.e.. ID . Then he  keys his ID and 
PW to the device. The smart card will perform the 
following operations : 

• Select r  randomly between ]1,1[ −n   

• Compute rIDC =1  
• Compute nPWTft mod)( ⊕=  where 

T  is the current date and time of the input 
device. 

• Compute tIDM =  
• Compute rPWMC +=2  

Send a message C consists of ),,,( 21 TCCID to 
the authentication server. 

 
4.3 Authentication Phase 

 
Upon receive of message C , AS  authenticate the 

login user as follows : 
Let AS  receive the message C  sent from U  at 

'T , where 'T is the current date and time of the system 
Test the validity of ID . If the format of the ID is 

incorrect, then the AS reject the login user. 
Test the time interval between T and 'T . If 

TTT Δ≥− )( ' , where TΔ  denotes the expected 
legal time interval for transmission delay, then 
AS reject the login user. 

If MCdC s =− )( 12  where tIDM = , then the 

AS accept otherwise reject the login user. 
 

5. Security analysis 
 
As the proposed scheme is based on ECDLP, so it 

not possible for attacker to find the secret key sd  of 

AS  from PW where IDdPW s= . It is also 
difficult for the attacker to find the randomly selected 
r from rIDC =1  in the login phase. For the attacker 

to pass through the step 2 of the authentication phase 
he must change 'T  into new ''T such that 

TTT Δ≥− )( ''' . Once T is changed, the step 3 in the 
authentication phase is failure unless either t  or 

2C has been changed accordingly. Therefore, the 
proposed scheme is secure to withstand the replying 
attack. 

As the scheme is based on ECDLP, it achieves the 
same security with fewer bits key as compared to RSA, 
which is more suitable in the application where the 
smart card is being used. In addition, it has low-
computation requirements 
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