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Abstract

In this paper, we propose a novel protocol for smart
card based on Elliptic Curve Discrete Logarithm
Problem (ECDLP). We believe that applications of
smart card technology should be benefited more from
advantages of public key cryptography, specifically, in
initiation and maintenance of secure channel. This
paper introduces a public key cryptographic protocol
for secure entity authentication, data integrity and
data confidentiality. The proposed secure channel
protocol uses a combination of secure public key
system, secret key and a use of public encryption
system to achieve the desired goal. In this paper,
signature  authentication along with signature
encryption for smart card based on Digital Signature
Authentication (DSA) using ECDLP has been
proposed. Signature encryption is useful in protocols
that guarantee the anonymity of the participants and
its message. The proposed scheme can be easily
extended to M-Commerce, Financial transactions and
healthcare applications, where, the requester needs a
signature on the message.

Keywords- Smart Card, Digital Signature, Elliptic
Curve, ElGamal, Digital Cash, RSA, ECDLP.

1. Introduction

Over the years sub-exponential time algorithms
were developed to solve cryptographic application
problems [1, 2], which are based on the intractability
of hard mathematical problem such as integer
factorization. As a result, key size grew more than
1000 bits. So as to attain a reasonable level of security
in constrained environments, where bandwidth
minimization, computational problem and memory
utilization is a great issue, carrying out thousand bit
operations becomes an impractical approach to
providing adequate security. This is more evident in
the mobile phones, pagers and PDAs that has very
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limited power and battery life.

In this paper, we propose a new protocol based on
DSA using ECDLP. This paper aims to examine two
aspects of elliptic curve cryptography (ECC), namely,
its security and efficiency, so as to provide grounds as
to why the ECC is most suitable for constrained
environments. We begin by introducing the different
mathematical problems and the various algorithms that
solve them. An overview of implementation methods
and considerations will be provided followed by
comparisons in the performance of ECC with other
public key cryptography (PKC). Lastly, validity of the
proposed scheme has been made.

With growing importance of sender privacy in
smart card such as “digital cash” protocol, signature
schemes are gaining momentum. Smart card protocol
is a form of digital signature in which the signer will
have to ask for the certificate from the Certifying
Authority, as also a third party (Banker) could able to
verify without knowing the secrets of both the parties
that are involved in signature. The electronic payment
system is one of the most important applications in
electronic commerce. The services need to be
authenticated and secure. Non-repudiation is one of the
vital aspects where the requester and the service
providers can be prohibited of denying the action made
on the transaction made between them. Signature
scheme is most widely used mechanism for the
purpose. Anyone who has a smart card will able to
communicate securely with the servers. Security is the
major concern for smart card system and cryptography
is the best solution. A digital certificate contains public
key of the user which is signed by the certifying
authority digitally. In order to verify the certificate
zero knowledge proof has been used.

The rest of the paper is organized as follows. In
section 2, basic concept of elliptic curve is discussed.
In section 3, the proposed protocol is discussed using a
communication illustration between a requester and a
signer. The correctness of the proposed protocol has
been made in section 4. In section 5, online digital cash
transaction in banking system is explained where
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proposed protocol is being used. Finally, section 6
describes the concluding remarks.

2. Elliptic Curve over Finite Field

The use of Elliptic Curve Cryptography was
initially suggested by Neal Koblitz [3] and Victor S.
Miller [2] and after that many researchers have
suggested different applications of Elliptic Curve
Cryptosystems. FElliptic curve cryptosystems over
finite field have some advantages like (i) the key size
can be much smaller compared to other cryptosystems
like RSA, Diffie-Hellman since, only exponential-time
attack is known so far, if the curve is carefully chosen
[3] and (ii) elliptic curve discrete logarithms might be
still intractable even if factoring and multiplicative
group discrete logarithm are broken. ECC is also
computationally efficient than the first generation
public key systems such as RSA and Diffie-Hellman.

2.1. Elliptic curve groups over F,

A non-super singular Elliptic curve E over F, can

be written as

E:y2 mod g =(x° +ax+b)modg
where (4a3 +27b) mod g # 0

e

The point P in the Elliptic curve is described by
the coordinates (x,y) where ux, yqu that satisfies

the equation (2) together with a “point of infinity”
denoted by O form an abelian group (E,+,0) whose

identity element is O .

2.1.1. Addition of two distinct points P and Q. The
P= (xl,yl)
—P =(x;,—yp). If P(x,,y,) and Q(x,,y,) are two

negative of the point is the point

distinct points such that P is not —Q , then

P+Q0=R @)
where R =(x,,y,)
5=, =) x, —x,) mod g NE

where s is the slope of the line passing through P and

0

X, =(s2—xp—xq)mod q

.4
Yr :(_yp+5*(xp_xr))m0dq
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2.1.2. Doubling the point P . Provided that y, is not
0,

2P=R
~ . (5)
where R =(x,,y,)
s=(3x, +a)/(2y,)) mod g .. (6)
— (s —
X, =(s 2xp)modq N

Vr :(_yp +S()Cp _xr)) mOdq

The elliptic curve discrete logarithm problem is
defined as follows [14].

Definition 1. Let £ be an elliptic curve over a finite
field F, and let PeE(F,) be a point of order n.

Given Q € E(F),), the elliptic curve discrete logarithm

problem is to find the integer d €[0,n—1], such that
Q=dP.

3. Proposed protocol for smart card

We propose a novel efficient and low computation
protocol. Initially the curve parameters [7, 8, 9] must be
agreed upon by terminal and certifying authority. Signer
must have a key pair suitable for elliptic curve
cryptography [10, 11], consisting of a private key d, (a
randomly selected in the interval [1, n—1]) and a public
key Q where Q =d,G. When a signer wants to send a

signed message m to receiver, he/she must generate a
digital signature [4]. The steps for our proposed
protocol for smart card are explained as follows:

1. Terminal is a host defined as an off-card entity that
requires establishing a secure channel with the
smart card, application or smart card operating
system (SCOS) as shown in Figure 1, i.e., what
terminal initialization has to be made.

2. Card/User represents smart card. Typically a
sufficient tamper resistant device which is
relatively difficult to compromise; it has access to a
variety of cryptographic algorithms and a good
random number generator. A multi-application
smart card platform will provide significant
functionality that will strengthen the overall
concept of dynamic application management as
shown in Figure 2, i.e., what card initialization has
to be made.

3. All entities share public values, i.e., large prime
multiplicative order modulo p .



Terminal Certification Authority

d,=[La-1] k, e[Lr—1]
Q, =d, *Flihere(, = (X ps.¥ o) R, =K *G

Where Rs=(X, Yoo

K. =Eandom Integer
I, =Cheoze Unigque Identity
r, = X g o 1
Se= Ks W (H (X po Do, i) +d 7))
d,, =Private key of CA
) a2, ).t

e, = H{X . Is)

Stere s . {ea .M. (7,.5,), 2, ¢, onthe terminal

Figure 1. Terminal initialization

Card Manufacturer Certification Authority
d, e[l,n-1] . e[ln—1]
&, =Choose a number Fue[l,n-1]
(e =d, *F
L » Fu= Ku*
Where O = (A pp. Py ) Where Fi o= (X o, o)

Choose unique fu
r, = A pptnodn

5, = Kn (H(CuX Int ) +d,r)
) (ea, fu, ir, 5, )£,

ey = H (X pg.du.i,)
store Che, Cloa, fu,(n, 5,),8,.4, onthe card,

Figure 2. Card initialization
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Card Server/Terminal
L >
Ok = d, *Qs “ 2o Ok = d, *Cu
=0d,*d, ) ¥ ={d, *d, ) ¥
) C, Cy= Blxpg.e,.(r.8, 05, 8]
D(X g (C0) = (X gpe, (75,08, 8)
Cl =8l X pr.e,. (n.50) 8 - -
DX e (Ch) = (X geen. (806 )
w=3, 1 w:su'l
u, =w¥e, i =w*e,
ey =w*r, 1y = R
R=#G+U30 : R=#0G+%0,
=1z, mod x g =z modn
T=r t=r
szxgx'l‘g Km:?fgx"'g
Ly = AU [ (xgr . g ) (= H U0,

K}. = Xy mod &
=Final agreed sessionkey
Sending message from user to Server

me[l F—1]
¥, - K.
Fﬂ = Kf@j(xh =yy=:|

Fl=m*xr modn

(r:5,) &1

Kf = xg,.mod}:a

=Final agreed session key

N=r0, +&0F

}Jz'= dsflr
if Fl = Flr
then

L ]

i E®
g, = (K, —d,r,imodn

7 :F2r||:x}!’.}r_}-=)

T R -1
BE=r, y}‘:

Figure 3. Mutual Authentication & Message Recovery

4. Each card has a Diffie-Hellman key agreement key
pair. More specifically, card has private key
agreement key y with corresponding public key

Q, . The card’s key pair can be either generated
off-card by the issuer or the application provider
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and subsequently loaded onto the card, or it can be
generated on-card (if the functionality is provided
by the card). In either case the public key has to be
certified by the corresponding off-card entity, i.e.,
the issuer or an application provider.



5. The terminal has an ECC public encryption key,
which is certified by the corresponding
certification authority as shown in Figure 1.

6. The card and the terminal share a symmetric
cryptosystem and a key generation function (e.g., a
one- way function).

7. The card is capable of generating random numbers.

8. Each card (e.g., through a security domain) has a
trusted copy of its owner’s (e.g., certification
authority, issuer or application provider) public
certification key, whose corresponding private key
is used by the off-card entity for issuing certificates
(i.e., for the ECC keys) as shown in Figure 3.

Select K randomly between [1, n—1] and generate
R, r,and s as after receiving (r,s) from signer, the
receiver can verify the correctness of the signature on
the message. Mutual authentication and key agreement

between the terminal and the smart card is described in
Figure 3.

Whenever there is a service request either by the
card or by the terminal, there is an immediate key
exchange. Once both the parties have the public key of
one another then by using their private key, they can
generate the secret key to encrypt the data required to
have the mutual authentication. To protect the
certificate from eavesdropper, it is sent through the
encrypted format using the mutually agreed secret key
Xok -The server concatenates the certificate through

the e,,(r,,s,),t,,g to obtain the final mutual key of

authentication. The encrypted message Co is then sent
to the user then decrypts Co and then obtains the
certificate and the generator g. The user then encrypts

the data with the concatenation of e,,(r,,s,) with the
certificate expiration date ¢, and the random generator
g . The encrypted data is known as C|, it is sent to the
server which is then decrypted with the mutually
agreed key and checks that whether g and ¢, are valid

or not. If it is valid, then the server finds the
followings:

_ ¢l
w=3S;

— %
u =wte,
— *
u, =w*r,

R=u,G+u,0,,

V =x,modn

By using the previously known generator g, find
K, which will be the final session key. With the help
of K, similarly, at the user end message is encrypted

and sent to the server, where verification is done and
message is decrypted as shown in Figure 3.

4. Correctness of the proposed protocol

The verifier only verifies the pair (r,s) and message

m by using the equations given in Figure 3. The
correctness of the equation is as follows. The verifier
has only digital signature (r,s,R) of message m for

verification. The customer extracts the signature by
using the equations given in Figure 3, therefore

Y/ =r,0,+s,G
=rd,G+ (Ky— d,rG
=K,G

If ¥/ =Y, then
v=dy
=dY,
=Y,

5. Transaction using the proposed protocol

The following procedure explains an untraceable
off-line electronic payment protocol assuming that the
consumer wants to purchase some goods from the
merchant and that both have bank accounts with Bank.

A. Request for certificate by user or smart card

1. Customer asks for certificate from the certifying
authority.

2. Certifying Authority issues a certificate to the
card by putting the unique identity number and
validity period.

B.Request for certificate by terminal or server

1. Terminal/Server asks for certificate from the
certifying authority.

2. Certifying Authority issues a certificate to the
server by putting the unique identity number
and validity period.



C. Online transaction between Card and
Terminal/ Server

1. After agreeing on the initial key, final session
key is generated with the help of a generator.

2. With the help of new session key message is
encrypted along with the certificate then sent to
the receiver.

3. At the receiving end message and certificate is
verified, if it is valid, then the encrypted
message is decrypted using the above proposed
protocol.

6. Conclusion

This paper suggests a secure and efficient protocol
based on the Elliptic Curve Discrete Logarithm
Problem for smart card. The scheme utilizes fewer
number bits due to inherent property of elliptic curve
as compared to its public key counterparts such as
RSA. The proposed protocol is suitably illustrated
using an online transaction for digital cash. The
validation of the proposed scheme has been made.
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