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Abstract. Three highly discussed and researched computing technology
in recent times are cloud computing, edge computing, and the Internet
of Things (IoT). In cloud computing, service seekers request comput-
ing resources from cloud servers connected over the Internet. In edge
computing, the edge devices placed between the cloud server and ser-
vice seekers resulting in faster access to the computing resources and
hence reducing the computational time and cost. Internet of Things is a
technology where several devices are connected and communicate with
each other over the Internet. In this paper, we try to integrate these
three technologies and propose a cloud-edge centric Internet of Things
architecture for service provisioning in a smart city. The integration of
these technologies improves the overall performance of the smart city sys-
tem by efficiently utilizing the computing resources resulting in reduced
makespan, response time, implementation cost, increased throughput,
and better security of data.

Keywords: Cloud Computing, Edge Computing, Smart City, Internet
of Things, Service Provisioning.

1 Introduction

Cloud computing is nothing but the network of several servers and devices. In a
cloud computing environment, multiple servers are connected over the Internet
in a distributed manner which is responsible for providing computing resources.
The service seekers request for computing resources to the server to execute
their tasks. So, the cloud computing system consisting of two parts; the front
end composed of client devices such as mobile phones, tabs, computers. The
backend composed of servers for computation and data storage. The frontend
and backend are connected directly by wireless connectivity. Different types of
services that a cloud computing technology can provide are Infrastructure as
a Service(IaaS), Platform as a Service(PaaS), and Software as a Service(SaaS).
The way of handling various types of business needs by deploying ready-made
software on the backend system in the cloud can be categorized as Software as
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a Service(SaaS). The deployment of the development environment on the cloud
where one can write code, launch application, and test the applications is the
concept of Platform as a Service(PaaS). The term edge computing refers to the
distributed computing system that provides faster computation by bringing the
computing device and storage closer to the client or where it required.

Internet of Things is a technology where different types of electronic devices
are connected over the Internet and they communicate with each other. At the
present time, smart cities are equipped with different types of electronic devices
for smart mobility, smart parking, smart healthcare, smart security, smart gov-
ernance, and education, etc. Therefore, the smart city becomes smarter than
before and it requires the real-time computation of requests coming from elec-
tronic devices in the smart city connected through the Internet of Things. For
instance, suppose I am traveling from location X to Y in a smart city and I want
to know the traffic status and shortest route that will take less time to reach the
destination. My vehicle will communicate with the nearest data center with a
request and the server at the data center will consider the traffic status of every
possible route along with the distance to the destination and provide me the
best available route to the destination.

In the cloud-edge centric novel architecture model, service provisioning will
be done both by edge device and using cloud servers. It integrates three tech-
nologies cloud computing, edge computing, and the Internet of Things together
for better service provisioning in a smart city. Tasks are considered as a service
request from the user and will be used interchangeably throughout this paper.
The tasks are generated by IoT devices present in a smart city connected over
the Internet. The tasks which require small-scale computing resources and mem-
ory will be dealt with the edge devices and the large size task requiring more
computing resources and memory must be sent to the cloud server for computa-
tion. The real-time task is given priority over a normal task that does not affect
much if the response comes by a little delay.

The main objective of this work is to propose a cloud-edge centric architec-
ture that can be implemented for different service provisioning in a smart city
using the Internet of Things. IaaS is used at cloud server and edge nodes. IaaS
facilitates remote servers with computing capability, memory for storage, and
networking. Edge devices will have comparably less computing power and stor-
age space in it. A novel Genetic Algorithm(GA) has been proposed for service
request assignment to different virtual machines in the edge and cloud layer. We
have compared the system performance with and without edge layer architecture
and found that the architecture with an edge layer between cloud and IoT layer
performs better than without edge layer. The remaining section of the paper is
organized as follows; after a brief introduction in Section 1, a few related works
have done so far which motivate us for this work is described in Section 2. In Sec-
tion 3, the proposed architecture model and detailed description are presented
with a different layer. Section 4, represents the experimental results and finally,
in Section 5, the conclusion is drawn with few future directions.
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2 Background and Related Work

2.1 Smart City

There has been a huge demand in the last few years for the smart city which
is sustainable, smart, effective, efficient, interconnected, self-repairing, robust,
and adaptive. The term “Smart City” has been used by many researchers, aca-
demician, and even a number of companies that refers to the integration and
provisioning of several smart services to the citizens in an urban ecosystem. A
smart city is a strategic approach to integrating technologies for sustainability.
A smart city uses Information and Communications Technology (ICTs) to dig-
itally connect, optimize, and to deliver the smart services to the citizens and
hence improve the quality of life. The main objective of developing a smart city
is to provide smart services to citizens. Now, the question arises what are smart
services?. The term smart service refers to incorporating innovative technologies,
both in terms of software and hardware. Some examples of smart services are
smart billing systems, smart meter, real-time monitoring of water quality online,
a network of video surveillance around the city, smart parking, etc.

Now, the question arises what is the requirement of a smart city and how
important it is?. It is predicted that by 2030, 60% population of the world will be
living in cities. That forces us to think about the heavy shortage of energy, huge
traffic will lead to transportation problems, water management issues, construc-
tion of roads and buildings, public space management and many more issues
will be raised. At the same time, we will have to ensure the overall sustain-
ability of the environment, society, and economy. Broad cooperation is needed
for smart city development, a partnership among citizens, collaboration among
organizations, teamwork, integration of modern technologies are few things that
can make a city smarter easy living of citizens.

There has been a tremendous effort in recent years for the development of
smart cities all over the world to provide efficient public services, better mobility,
resources management, security, clean air and water, and overall to provide a
better urban ecosystem. The main features of a smart city are

– Collecting information about the events taking place around the city.

– Efficient traffic management, i.e., availability of streamlined transportation
system with better connectivity and optimized traffic.

– Providing variety of transportation options.

– Providing sustainable environment and waste management.

– Efficient allocation of land for construction of road, schools, building, open
spaces, playground, etc.

– Integrated ICT, Security and surveillance.

– Transparency and open access to data.

– Availability of smart cooling and heating system in intelligent building saving
water and energy usage, and reducing maintenance cost of the building.

– Real-time availability of information from different location in a city.
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To support the above features of smart city, we can make use of different
advanced technologies developed in recent years and several smart devices will
be an added advantage.

The collection and provisioning of real-time information from different parts
of a city plays a vital role in smart service provisioning and using real-time
applications. In a smart healthcare system, a smart service can be monitoring
the physical activity of a patient in a hospital. The smart device present in the
room will study the gesture of the patient and adjust the smart bed to make
him comfortable. An automatic alarm system is an example of smart security.
Technologies such as image processing, video processing can be used for smart
security in a smart city. Smart technology is the backbone of smart education.
The use and implementation of smart devices such as laptops, smartphones,
iPods, etc. in the classroom will help the students in understanding the sub-
ject and make them interesting. In a smart lighting system, based on daylight
availability the electric lighting will be adjusted to reduce energy consumption.
Different light sensors such as photovoltaic light sensor, light-dependent sensor,
and proximity light sensor can be used to detect the intensity of light. In a
smart mobility system, real-time travel information such as availability of buses
with arrival and departure time will be provided to the citizens so that they can
plan their trip on public transport. Another example of smart mobility is finding
available parking space while traveling. The system will analyze the real-time
data and promptly inform the driver about where the free space is available. A
brief overview of different smart services in a smart city is presented in Fig. 1.

Fig. 1. Smart Services in Smart City.
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2.2 Related Work

A lot of research has been going on in the field of cloud computing, edge com-
puting, and the Internet of Things. The efficient use of these three technologies
in a smart city for better service provisioning is a key research challenge and one
of the most talked trends in the recent past. Swati Dhingra et al. in [1], proposed
an approach for smart traffic monitoring while considering latency and response
time. The smart traffic monitoring system takes care of traffic light and also the
congestion level. The performance is analyzed by integrating cloud, fog, twitter,
and observed the improved performance. Tweet message is being used for the
real-time alert about congestion on the road. Wei-Hsun Lee te al. in [2], designed
a system that smartly manages the traffic signal. That is useful for intelligently
controlling the transportation system in a smart city. The most important aspect
of the proposed system is the roadside unit controller. The system is designed
in such a way that it gives priority to the vehicle with public service and it also
gives information about in which direction the emergency vehicles are moving.
Daming Li et al. in [3], proposed a Genetic Algorithm based vehicle manage-
ment system that uses image perception as input and tried to improve the smart
management and operational efficiency of the smart city.

Shuo Tian et al. in [4], listed out various technologies that can be used for
smart healthcare in a smart city. They also presented the current status of smart
healthcare, i.e., what is the technology being used in different areas such as
risk motoring, virtual assistants, smart hospitals, and drug research, etc. Some
of the key challenges such as macro guidance and programmatic documents
that create an uncertain goal of development and finally cause resource wastage
are pointed out. Akshi Kumar in [5], proposed a method to detect healthcare-
related duplicate message pairs to overcome the matching problem of a semantic
question in the smart healthcare system. A hybrid deep learning model has been
used that uses a multi-layer perceptron and Bi-LSTM Siamese neural network
to find the similarity between two messages. After finding the probability of
similarity, Euclidean distance is used to find the similarity between two messages.
A framework using cloud computing for health monitoring has been proposed
by Abdulhamit Subasi et al. in [6].

Janakiramaiah B et al. in [7] proposed a convolution neural network-based
intelligent video surveillance system for smart security in a smart city. The main
purpose of the system is to generate an alert in case of any emergency or when
an abnormal event occurs. The automatic task analysis from a video and finding
the normal and abnormal sequence of images is being done and if the analyzed
activity is abnormal an alert will be generated. The proposed system achieved
a very low false alarm rate with trained CNN. G.Baldoni et al. in [8], presented
a capillary platform for smart video surveillance that supports plug-and-play,
dynamic and the number of devices are flexible as well as scalable. It’s a dis-
tributed architecture with several network access node which connect multiple
smart access nodes. The main advantages of this platform are network traffic re-
duction resulting in improved performance, low latency, and platform add-ons.
A machine learning-based smart surveillance system using a distributed system
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with edge node closer to the IoT devices has been proposed by Paolo Bellavista
et al. in [9]. Where each edge node learns the shared model and keeps track of
the local knowledge. The performance of the proposed system is analyzed using
advanced machine learning algorithms and found to be good.

Abdulhameed Alelaiwi et al. in [10], focused on how co-learning in engineer-
ing education can be facilitated using smart devices. The proposed work can
be used in a smart city environment for providing smart education to the stu-
dents. The authors discussed some smart technologies which can be used for a
smart classroom such as multi-screen display, real-time mixer, and secure access
to contents. In [11], authors focused on the interoperability of smart devices in
the smart classroom for seamless communications. For a particular domain, the
concept is structured using ontology to solve the problem of the simultaneous
operation of devices. It uses learner analytic and context information to empha-
size the progress of a student. Authors in [12], tried to exploit cloud and edge
computing for the Internet of Things by an osmotic architecture that uses deep
learning for smart classroom.

Even though a lot of work has been done in the field of above mentioned
three technologies still there is the scope of improvement due to the lack of a
standard for IoT environment and ever-developing cloud and edge computing.
The integration of IoT with cloud and edge computing significantly affecting the
traditional view of cloud computing. The increased number of IoT devices will
generate a huge amount of data in different formats such as discrete, continuous,
binary, image, audio, video, etc. The IoT devices will be sending those data to
the cloud continuously, so how to handle this Big Data in the cloud is another
research challenge.

3 Cloud-Edge Centric IoT Architecture

This section describes the proposed cloud-edge centric architecture for the smart
city using the Internet of Things. The architecture consists of three layers such
as the IoT layer, edge layer, and cloud layer. The bottom-most layer is the IoT
layer where the Internet of Things is used to connect smart services, on top of
its edge layer is presented and the cloud layer is the topmost layer. The detailed
architecture model is described diagrammatically in Fig. 2.

3.1 Cloud Layer

The cloud layer is designed to establish communication among IoT devices and
to process the users’ requests. In the cloud layer, multiple servers are deployed
and connected. Servers in the cloud layer are having large storage devices and
better computing capability and offer on-demand remote virtual processing en-
vironments. However, since the cloud servers are remotely placed from the IoT
devices, latency will increase with an increase in distance. Users’ private data
is transferred to the server in the cloud layer through the Internet so, there is
a possibility of data loss or cyberattacks. Interruption in network connection is
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another issue that needs to be addressed to make sure that there will not be
any problem in the network as data transfer takes place over the Internet. Cloud
layer is designed for processing users’ request that requires more memory space
and computational resource.

3.2 Edge Layer

The edge layer is designed to bring computing capability near to the service
seekers where each edge node is having Virtual Machine (VM) with less storage
and computing capability. If the service request can be completed in the edge
layer why go for the cloud layer?. Adding an edge layer to the architecture may
cause little more expensive and it’s not that scalable as cloud but, the edge device
near to the user will provide immediate response reducing latency, there will not
be any problem with bandwidth, and very less chance of having trouble with the
loss of connection. Since the request will be processed by the edge node near to
the user, no need to transfer data over the Internet. Hence, data will be highly
secured and user experience will be improved. Edge node also consumes less
power. So, the edge layer is designed for processing users’ request that requires
less memory space, computational resource, and high latency requirement.

3.3 IoT Layer

The IoT layer is the bottom-most layer and it is responsible for connecting all
smart devices and smart services in a smart city. Different smart services such as
smart mobility, smart healthcare, smart security, smart education, etc. consist
of a lot of smart devices that are connected over the Internet and using the
Internet of Things technology. In a smart mobility or transportation system, the
smart device can be a car, bike, sensors, camera devices, etc. Few challenges
in smart transportation systems are automatic vehicle notification, automatic
road enforcement, automatic vehicle speed detection to make sure that a vehicle
is moving in the legal speed limit, vehicle re-identification, collision avoidance
system, etc.

In a smart healthcare system, different smart services that can be provided
are continuous glucose monitoring that will help the diabetics to automatically
monitor the blood glucose level. The ingestible sensors can be used to improve
the patients’ medication by tracking them regularly. Smart sensors can be used
to monitor the room temperature of a patient and adjust them according to the
patient’s comfortability. Smart cameras connected over IoT to monitor patients’
movement on the bed and give an alert when a patient is uncomfortable on the
bed. All the smart devices will send real-time data to the central data processing
unit [14]. Whenever any service request comes from a doctor about the patient,
the data processing unit will process the data to provide real-time information
about the patient.

So, the IoT layer is designed for collecting data from different locations using
several smart devices. A huge amount of sensor data will be collected by IoT
devices and transferred to the cloud continuously.



8 Manoj Kumar Patra et al.

Smart Mobility Smart Healthcare Smart Security Smart Education

Cloud Layer

Edge Layer

Smart Srvices

in

Smart City

Fig. 2. Proposed Cloud-Edge Centric Architecture

3.4 VM Model

A set of virtual machines V = {v1, v2, .., vm} are running in the cloud layer as
well as edge layer in the proposed architecture. Each virtual machine vj has its
own computing capability or speed and is represented by spj , j = 1, 2, ..,m. The
VM in the cloud layer is having more storage and computing capability than a
VM in edge later. The VM in the cloud layer is designed for execution of large
tasks and the VM in the edge layer is designed for executing small size tasks to
provide an immediate response to the user with low latency.

3.5 Task Model

The detail description of the task is presented by task model. Let the set T =
{t1, t2, .., tn} represent the set of independent tasks generated using Poisson dis-
tribution [13]. Each task has the following attributes; ti = {ati, si, di}, where ati
is the arrival time, si is the size in MI(Million Instruction), and di is the deadline

of the i
th

task. The expected execution(ET) time of task ti can be calculated as

ETi =
si
spj

(1)

where, si is the size of the ith task and spj is the speed of jth VM.
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The completion time(CT) of a task can be calculated as

CTi = WTi + ETi (2)

where, WTi is the waiting time of task ti.

4 Experimental Analysis & Results

As stated earlier there are two types of tasks; one that will be executed at the
edge which is small in size and requires quick response and another one that
will be executed in a cloud server which is large in size. Two different queues
are maintained to schedule the tasks. The tasks are assigned to different virtual
machines using a novel Genetic Algorithm.

4.1 Proposed Genetic Algorithm for Task Assignment

The developed Genetic Algorithm not only assigns the task to a particular VM
but also considers the deadline of the task. Each VM is considered as a gene and
a set of 10 VM is considered as a chromosome. The work-flow of the proposed
algorithm is given in Algorithm 1.

Fig. 3. Structure of Chromosome

The structure of a chromosome and how the tasks are being assigned to
the different virtual machines in a chromosome is shown in Fig. 3. Each el-
ement (gene) in the chromosome represent a virtual machine. The tasks are
being mapped to a virtual machine based on the estimated completion time and
the fitness value.

Algorithm 1 Genetic Algorithm Work-flow

1: Select the initial population, i.e., fix the number of chromosomes m and number
iterations p.

2: Repeat step 3-6 for p times.
3: Calculate the fitness value of each chromosomes.
4: Select m chromosome based on the fitness value.
5: Perform crossover among the selected chromosomes to produce new chromosome.
6: Perform mutation on newly produced chromosome.
7: Return the best chromosome.
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Initial Population Size & Number of Iteration: The experiment was per-
formed by taking the initial population size 30, 40, 50, and 60. The best result
was observed with the initial population size 50. So the population size is fixed
to 50. The number of iteration is fixed to 10.

Calculation of Fitness Value: Each chromosome is consisting of cl number
of virtual machines where, cl is the length of chromosome i.e. equal to number of
tasks and each VM is having its computing power or speed of execution. At a time
cl tasks will be assigned to a chromosome and the time taken to complete the
execution of all tasks is the fitness value of that chromosome. So a chromosome
with small fitness value is the more powerful and likely to be selected.

FitnessV alue =

cl∑
i=1

ETi (3)

Selection & Crossover: Sort the chromosome with increasing order of their
fitness value and select the first m chromosomes and perform the crossover using
the uniform crossover.

Fig. 4. Uniform Crossover

A simple example of uniform crossover is shown in Fig. 4. It means just
a random exchange of elements (genes) between two chromosomes. In Fig. 4,
G1 and G2 represents two chromosome and each number represent gene. After
crossover two new chromosomes O3 and O4 are generated.

Mutation: A gene is selected randomly in a newly created chromosome and
replaced it with a randomly selected gene.
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4.2 Experimental Results

To justify the significance of proposed cloud-edge centric architecture, we have
performed our experiment by considering several service requests from different
users in a smart city. The detail parameter setting is as follows: The VM in the
cloud layer supposed to have more computing power and was set to 6000 to 9000
Million Instruction Per Second (MIPS). The VM in the edge layer is designed
for executing small size tasks to provide an immediate response to the users.
So the computing power set in the range of 2000 to 6000 MIPS. Using Poisson
distribution a real-time task generator was developed that distribute the inter-
arrival time of task exponentially. The size of the task was set to range between
2000 to 12000 Million Instruction (MI).

The proposed model is justified by considering three parameters; the per-
centage of tasks completed their execution before the deadline, makespan and
throughput. For the first experiment, the number of VM was set to 300, 200 in
the edge layer, and 100 in the cloud layer. The number of tasks was varied from
1000 to 5000. The comparison of the percentage of tasks completed their execu-
tion before the deadline with the edge layer and without edge layer is shown in
Fig. 5.

Fig. 5. % of Task Completed with 300 VM

To justify the makespan, the number of VM was set to 300, and tasks were
varied from 1000 to 5000. The experimental results show that the makespan is
less in all five cases for cloud-edge architecture than without the edge layer. The
result is shown in Fig. 6.



12 Manoj Kumar Patra et al.

Fig. 6. Makespan with 300 VM

The third experiment we performed by considering throughput of with and
without edge layer. For calculating throughput, the number of tasks was fixed
to 5000, and the number of VM was varied from 200 to 600. The comparison of
throughput with and without the edge layer is shown in Fig. 7.

Fig. 7. Throughput with 5000 Tasks
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5 Conclusion & Future Work

As smart service provisioning in a smart city is highly demanding nowadays,
proper utilization of the latest technologies and integration of these technologies
is very essential. In this paper, we emphasize how to integrate cloud computing,
edge computing, and the Internet of Things for smart service provisioning in
a smart city. Internet of Things is used at the ground label to interconnect
the IoT devices in a smart city. The edge computing has been used in between
cloud and IoT layer to provide an immediate response to a service request. The
performance of the proposed model was evaluated by considering the percentage
of tasks completed their execution, makespan, and throughput. The experimental
result shows that the cloud-edge centric model performs better than without edge
model. In the future, we will try to improve the model by applying some machine
learning techniques.
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