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Abstract. Internet of Things (IoT) is an emerging technology, in which
sensible objects are connected to form a network and are in constant
touch with one another. Today’s IoT applications are developed using
different architecture approaches like centralized, distributed, and coop-
erative approach etc. In the IoT applications, security is a main concern
which needs to be studied thoroughly and deduce feasible solutions. This
paper presents a brief survey of existing security challenges at different
layers of IoT protocols and the initial simulation results of the work.
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1 Introduction

In last decade, IoT applications has increased in fast pace and IoT is providing
trendy development in radio frequency identification (RFID), sensible sensors,
communication technologies and web protocols. The objective of IoT is to form
the network of billions of wireless identifiable objects, which can communicate
with each other anywhere, anytime using any service [1]. The communication is
not only restricted to devices but it can also happen between people and their
environment. IoT is a technology which enables new applications by connecting
data acquisition devices together in support of intelligent decision making. The
devices are embedded with sensors and actuators to collect surrounding informa-
tion. The collected raw data is then processed by smart devices and the decisions
are made accordingly [2]. The popular IoT applications include transportation,
health care, industrial automation, animal tracking etc.

IoT devices communicate using different channels like Bluetooth, WiFi, RFID,
NFC etc. In IoT, conventional protocols of different layers can not be used due
to limited memory space and battery lifetime, therefore several protocols are
proposed for different layers. As a large number of uniquely identifiable devices;
IoT devices; are interacting with one another, it creates complex network where
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large amount of data is exchanged [3]. Therefore, it increases the risk of sev-
eral potential attacks. So, there must be proper security infrastructure with new
systems and protocols which can bound the threats related to confidentiality,
integrity and availability [4].

The remainder of this paper is organized as follows: Section 2 describes the
three main approaches of the IoT architecture. The protocols used at different
layers of IoT are presented in Section 3. Section 4 briefly discusses the security
goals in IoT and various security threats at each layer are presented in Section
5. Section 6 verifies the proposed authentication protocol and finally, Section 7
concludes the paper.

2 IoT Architecture

The IoT approaches are based on two principles: edge intelligence and collab-
oration. The authors [5] have discussed different approaches which are used to
build IoT network. The approaches are depicted in Figure 1.
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Fig. 1. Overview of different IoT Approaches[6].

– Centralized IoT: This approach does not provide any of the two mentioned
principles. In this approach, the network of things is passive, all the task,
such as retrieval of data, processing data, combining and providing it to the
users is done by a single central entity. If a user wants to use the services, it
has to connect to the central entity.

– Collaborative IoT: In this approach, the main load is within the central en-
tity, the only difference is with the collaboration principle. Therefore, various
central entities are used to exchange data. The users combine various service
providers to complete a given task.
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– Connected Intranets of Things: In this approach, the data acquisition net-
works process information locally and provide it to central entities as well
as to local and remote end users. Due to the limitation of these entities, the
information is mainly processed by central authority. However, if the cen-
tral authority fails to provide information, the local information can still be
accessed.

– Distributed IoT: In distributed IoT approach, physical objects process, re-
trieve, combine and provide information and services to other entities. In
this approach node are distributed geographically. Nodes collaborate with
other nodes to form an IoT network to provide real time application to user.

3 IoT Protocols

The different protocols at different layers are discussed below and the protocol
stack is shown in Figure 2.

3.1 Application Layer Protocols

This section discusses about various application layer protocols which are prefer-
ably used in IoT.
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Fig. 2. IoT Protocol Stack [7].

Constrained Application Layer Protocol(CoAP) This protocol is a syn-
chronous response/request application layer protocol similar to HTTP. CoAP
is used for lightweight devices [8]. This protocol works on UDP which sup-
ports multicast, unicast requests with low header overhead and less complexity
and also provides security with the help of Datagram Transport Layer Security
(DTLS) protocol [9]. The protocol stack of CoAP is divided into two parts Re-
quest/Response layer and Message layer. Message layer is to exchange messages
between two end users over UDP [10]. Request/Response layer is responsible to
store request/response method code which helps to check if the messages are
arrived in order. The different types of messages used in CoAP are conformable,
non-conformable, acknowledgment and reset.
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Message Queue Telemetry Transport (MQTT) MQTT protocol is for
lightweight devices and constrained network. This protocol works on publish/
subscribe mechanism. MQTT protocol is divided into three components: pub-
lisher, broker(server) and subscriber. Each user can act as a publisher by register-
ing to the broker as well as a subscriber by subscribing to a topic. The publisher
is generator of data, it publishes specific topics and sends to the subscribed users
through the brokers. MQTT protocol works on TCP and provides the security
using SSL/TLS protocol. MQTT provides three levels of Quality of Service for
message delivery that are: Fire and forget, deliver at least once, delivery exactly
once.

Advanced Message Queuing Protocol (AMQP) This protocol is a mes-
sage oriented protocol in IoT. AMQP supports publish/subscribe. It is reliable
and inter-operable protocol which works on TCP. It works on three message com-
munication primitives such as at-most-once, at-least-once and exactly once mes-
sage delivery. Communication are handled by two main components: exchanges
and message queues. Exchanges are used to route the messages to appropriate
queues. Routing between exchanges and message queues are based on prior rules.
The main advantage of AMQP is its store and forward feature. AMQP handles
security using SSL/TLS security protocol.

3.2 Network Layer protocols

Network layer is divided into routing layer and encapsulation layer. The role of
routing layer is to transfer packets between source and destination and encap-
sulation layer helps in forming these packets.

IPv6 With the growing number of devices in the IoT network and limited size
of IPv4, the addressing scheme has been shifted to IPv6. IPv6 addresses are 128
bit long fixed length address given to every device. Since in IPv4 the number
of addresses are limited, therefore NAT is used to map multiple devices with
the same IP address. Therefore, these devices can easily access internet but they
cannot be accessed through internet. Ipv6 helps in solving NAT issue and is more
suitable in IoT environment. It provide multicast communication in contrast to
IPv4 which only supports broadcast communication, which saves a lot of battery
usage and hence less power is consumed.

6LoWPAN 6LoWPAN is referred as IPv6 over Low power Wireless Personal
Area Network. This protocol helps in transmission of IP version 6 packets con-
suming low power. The protocol aims to connect the entire system at low data
rates. It supports several IPv6 operations and specifications such as mapping
IPv6 addresses with the system identifiers and identifying the neighboring de-
vices. Security at this layer can be imposed using IPSec [11].
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RPL RPL stands for Routing Protocol for Low-power and Lossy Networks.
It works on distance vectors and creates destination oriented directed acyclic
graph (DODAG). The authors [12], have briefly described how RPL is ben-
eficial for IoT. RPL protocols provides three types of communication: point-
to-multipoint, multipoint-to-point, point-to-point [13]. The IoT environment is
dynamic so routing protocols should fulfill several requirements, such as provid-
ing routing topology to the moving objects [14]. The authors [15] have discussed
several location based routing protocol which can be used in dynamic IoT envi-
ronment.

3.3 Perception Layer Protocols

This section discuss about physical and MAC layer protocol. A novel MAC layer
protocol is briefly discussed in [16] for safely broadcasting messages.

IEEE 802.15.4 IEEE 802.15.4 is a protocol for lightweight devices and personal
area network. This protocol has a fixed frame format [17]. The protocol works as
the base for many other standard technologies. This protocol provides security,
encryption and authentication [18]. IEEE 802.15.4 contains two types of network
nodes, Full Function Devices (FFD) and Reduced Function Devices (RFD)[19].
The hardware in IEEE 802.15.4 is supported by symmetric cryptography such as
Advanced Encryption Standard (AES). This protocol supports several security
modes at MAC layer such as AES-CTR, AES-CBC-MAC-32, AES-CCM-32 etc.
There are several limitation of this protocol such as unbounded delay, limited
communication reliability and no protection against interference.

4 Security Goals in IoT

The security goals that should be considered in IoT environment are as follows:

– Confidentiality: Confidentiality means to prevent sensitive information
from being accessed by unauthorized users. There are several ways to provide
confidentiality such as data encryption, managing data access and authenti-
cation of the user [20].

– Integrity: Data integrity means to maintain accuracy, consistency, trust-
worthiness of information. Data should not be altered during communication
such as modification of data by a third party or affected due to other factors
that are human uncontrolled including server crash [21].

– Availability: Data availability means information should be available to
users whenever required. It ensures immediate access of information to au-
thorized users.

5 Security Challenges in IoT

The categorization of security threats at different levels are discussed below.
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5.1 Perception Layer Challenges

Perception layer is also called sensor layer because it consists of different sensors
like RFID, 2D bar-codes and sensor networks, which acts as data acquisition
devices [22]. The threats of perception layer are discussed below.

– Eavesdropping: In this attack, the attacker can steal information such as
passwords by continuously listening the communication channel.

– Tag Cloning: In this attack, the attacker copies the tag of legitimate node,
so user cannot differentiate between real and compromised node.

– Spoofing: In this attack, the attacker broadcasts fake information to the
nodes and make them believe it is coming from real source.

– RF Jamming: In this attack, the attacker attacks on wireless devices by
disrupting the network with excess noise signals.

5.2 Network Layer Challenges

The purpose of this layer is to connect smart devices, devices in network and two
or more networks to each other [22]. Network layer threats are discussed below:

– Denial of Service (DOS): In this attack, attacker prevents authentic users
from accessing physical objects or network resources. The attacker floods
the network with unnecessary requests thus increasing the network traffic
and exhausting the resources.

– Man-in-the-middle Attack: In this attack, attacker secretly intercepts the
communication between sender and receiver and spoof both the ends, con-
vincing them that they are communicating with each other directly. Attacker
gains full control over communication and can alter messages based on re-
quirements.

– Sleep Deprivation Attack: Since the sensor nodes are powered with batteries
therefore they follow a routine to sleep in between to extend battery life. So
in this attack, attacker keep the sensor nodes awake and reduce the battery
lifetime which causes shutdown [4].

5.3 Application Layer Challenges

This layer provide services to the user so that both parties can communicate
with each other efficiently. In this layer, the attacker mainly attacks on privacy
of each user. Application layer threats are discussed below:

– Malicious Code Injection: It is a piece of code which attacker injects into the
system to steal the information. It also causes damage to the system and
can not be controlled or blocked by the anti-virus tools.

– Spear-Phishing Attack: In this attack, attacker sends personalized message
which contain malicious link of malware to a particular victim.

– Sniffing Attack: In this attack, attacker forces sniffer application to intercept
the network traffic. If any data packets are transmitted without encryption
it can be easily read by attacker.

– Privacy Leak: Since most of the IoT applications are executed on the common
operating system, there are chances that attacker might steal users data.
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Fig. 3. Proposed System Model.

6 Simulations and Results

There are several security requirements which should be kept in mind before
deploying the protocol in IoT network. Some of which are data privacy, trust
management, authentication, identity management and access control. The au-
thors [23] have proposed a method to register a new device in the IoT envi-
ronment by authenticating it first with the server. In the proposed protocol,
there are four entities: device, controller, authenticating server and manufactur-
ing server as shown in Figure 3. Since the devices added to the IoT environment
are lightweight, it does not have much resources hence this protocol uses NFC as
a channel to communicate with the controller. Controller, authenticating server
and manufacturing server communicate with each other using Internet. Since
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Fig. 4. Proposed Operation Model.

the device added to the IoT environment is lightweight, it does not have much
resources hence this protocol uses NFC as a channel to communicate with the
controller. NFC is a secure communication channel which works well upto a lim-
ited range. Controller, authenticating server and manufacturing server communi-
cate with each other using Internet. The protocol works with some assumptions,
they are:

– there is no trust relationship between device and the controller until the
device is registered.
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Table 1. Abbreviations used in the protocol.

Notations Description

IDd Identifier of device.

IKd Initial Key for device.

FWd Firmware of device.

PSK Pre shared Key between device and authentication server.

RNx Nonce of entity ’x’.

SKcs Secret key between controller and authentication server.

TID Transaction identifier of device.

TSi Timestamp.

H() Hash function.

– there is no trust relationship between authenticating and manufacturing
server until the certificate verification.

– the controller and the authenticating server trust each other from advance
and also share a secret key SKcs.

– the device and the manufacturing server have an initial key IKD.

Before any process steps begins each entity have some prior knowledge. The new
device have knowledge about the initial key IKd, the controller have manufac-
turing server port, hash function H(FWd||ID) and Ip details which is obtained
by scanning the QR code attached with the device by the manufacturing server.
The controller and the authenticating server also share a secret key SKcs. The
manufacturing server have prior knowledge about the initial key IKd. The oper-
ational steps of the proposed protocol are depicted in Figure 4. In this paper the
proposed protocol is verified using scyther tool. To verify the protocol scyther
tool have several security claims or attributes. If the security claims are satisfied
the status of each claim is displayed OK otherwise it displays fail. In Figure 5
the status of each security attributes like Alive, Weakagree, Niagree and Nisynch
is OK. Therefore,the proposed method is safe from all attacks like man-in-the-
middle attack, replay attack and impersonation attack. Also it shows that intial
key(IKd) of new device and pre-shared key (PSK) is secure and it will not be
intercepted by any attacker.

7 Conclusion

This paper has presented a brief survey of existing security challenges in IoT and
the initial results of the work. The different architecture of the IoT infrastructure
like centralized, collaborative and connected intranets are discussed in detail.
The paper also discusses the security goals like confidentiality, availability and
integrity. At last, the paper presents the security issues at each layer of IoT
protocols and initial simulation results. In future, we plan to simulate different
security threats at each layer of the protocols and analyse the obtained results.
Also, solutions to these security threats will be presented.
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Fig. 5. Verification result using Scyther Tool.
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