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Abstract—Financial fraud in the credit card transaction en-
vironment refers to the unauthorized use of card transactions
through multiple platforms by stealing the user credentials to
gain advantages fraudulently. In order to curb this problem,
an accurately financial fraud detection method is necessary to
implement; since this type of fraud causes financial loss with
security breach. It is observed in literature that application of
machine learning techniques yields satisfactory result for fraud
detection in the credit card operations and hence, it has been an
important area of research in the domain of digital transactions.

In this study, we have proposed the application of commonly
applied classification techniques such as Decision tree (DT),
Extreme learning machine (ELM), K-Nearest neighbor (K-NN),
Multilayer Perceptron (MLP) and Support Vector Machine
(SVM) to find the accuracy for the fraud detection. Further,
we have proposed a model by hybridizing DT, SVM and K-
NN models, in which the prediction accuracy has improved
significantly. Apart from this, two web services Simple Object
Access Protocol (SOAP) and Representational State Transfer
(REST) have been applied in this study for efficient exchange
of data across heterogeneous platform.

Index Terms—Credit card, Fraud pattern, Classification tech-
nique, Web service, Majority voting, Prediction Accuracy.

I. INTRODUCTION

Frauds in financial transaction are detected by identifying a
transaction associated with a user as an outlier because it does
not fit the users normal behavior. In case of online transactions,
the detection process is often carried out on real-time to boost
up the business value [1] [17]. Traditionally, transactions are
stored on an operational data store and frauds are detected
post-adjudication of the claim by analyzing the transaction
data. With cost of collection, significance threshold of the
amount involved, along with the probability of successful col-
lection, post-adjudication fraud detection often leads to have a
strong impact on business value. In the financial institutions,
the analysis of the past fraud-patterns helps for tracing the
fraudulent activities and taking the requisite corrective action
in real time.

In the present day scenario, any short of fraud detection
mechanism needs to be web-based because of its inherent
advantages such as Web service interoperability (WS-I), which
establishes a smooth channel to exchange data across het-
erogeneous applications [3]. It also provides loose coupling,
autonomy, reusability, composability, statelessness and dis-

coverability. Various Web service techniques, such as Simple
Object Access Protocol (SOAP), Extensible Markup Language
(XML), Web Services Description Language (WSDL) and
Universal Description, Discovery and Integration (UDDI) help
to channelize the data exchange over heterogeneous applica-
tions.

In this study, a model has been proposed to develop a web-
based fraud detection model and detect a transaction to be
either fraudulent or not [4]. Many statistical and computational
methods, including Bayes classifier, discriminant analysis,
nearest neighbor and logistic regression have been proposed
in literature to develop models for the prediction of accuracy.

To handle frequent frauds, Financial institutions have to
continuously obtain updated patterns from the fraud detection
centers which extract patterns using fraud detection algorithms
as mentioned above. To solve this problem of sharing the data
between fraud detection centers and the financial institutions,
in this paper, we have proposed SOAP and REST web services
to help efficient exchange of data across the heterogeneous
platforms.

Objective of the study

The objective is to find the fraudulent transactions by using
credit card data and ultimately to find the detection rate at
which the model is able to classify. The testing has been
performed on the input transaction data by choosing the classi-
fication algorithms. Machine learning algorithms provide the
applications and frameworks to identify fraudulent activities
with greater predictive accuracy. This study aims to propose
an efficient classification model by aggregating the individual
machine learning classification models, which can effectively
identify the credit card frauds.

II. RELATED WORKS

Credit card fraud is a technique of stealing the identity
where the unauthorized person uses other persons credit card
information to pay for purchasing or to transfer funds from
the cardholders account [5]. This type of fraud also affects
the fraudulent use of debit card and can be exploited by the
theft of the original card, illegally uses the cardholders account
and information, which includes the credit card credentials like
card number, pin number, name and address.



Yusuf sahin and Ekrem Duman have studied about the
Artificial Neural network (ANN) and Logistic Regression
(LR) by comparing their performances [2]. Despite the fact
that credit card takes numerous structures, there are several
important classifications. Counterfeit because of lost cards
and stolen cards for the most part represents a specific base
dimension of misrepresentation action. In spite of the more
modern card producing innovations (3D images on the cards)
and the data encryption on the attractive stripe, fraudulent
transactions continue to take place very regularly.

Variety of fraudulent activities, which are confirmed by
the numerous forms of counterfeit, makes the detection of
deceitful behavior as a complex task [6]. In most of the
financial institutions, some piece of the scrutiny procedure
of new applications for new credit cards includes routine
data checks to identify probable deceitful applications. The
counterfeit rules created in light of recorded investigations of
past deceitful activity in the portfolio. In any case, most of
the financial institutions just utilize the essential measurable
analysis to build up the counterfeit rules to decide sets that
comprise of many straightforward boundary conditions on
record factors.

motivation on web based credit card fraud detection

The rapid increase of fraudulent transactions in the present
day society helped to motivate in detecting the cause of fraud.
Research on predictive analytics in machine learning intends
to identify the hidden patterns and trends from the large
volume of data [8]. It improvises the transaction process by
enhancing the decision making for the prediction of various
performance parameters. It has the ability to optimize and
automate the decision to operate in real time transaction
analysis. It provides an efficient way to learn the patterns of
cardholders such as legal or fraudulent patterns. The study
on predictive analytics includes various statistical methods to
evaluate the outcomes of a future predictive class analysis. The
most obvious advantage of having a proper fraud detection
system is to maintain the goodwill among the customers.

III. FRAUD DETECTION CLASSIFICATION ALGORITHMS

For fraud detection purpose, different authors have proposed
various types of algorithms. The algorithms proposed earlier
are weight matrix approach, diagnostic algorithms, negative
selection algorithm, density selection algorithm and machine
learning algorithms [7]. In our study, we have proposed various
machine learning models such as Decision tree, Extreme learn-
ing machine, K-Nearest Neighbor, Support vector machine
and Multilayer Perceptron, as these techniques are observed to
provide better performance result in comparison with others.

A. Decision Tree

It is a tree like structure, that efficiently differentiates the
records through mutually exclusive subgroups [16]. For this,
each node including the root node is divided into the child
nodes either in a binary or a multi split manner based on the
value of the attribute. Records in a particular node is iteratively

separated into child nodes until the total number of records in
a node is minimized.

B. K-Nearest Neighbor Classifier

K-Nearest neighbor (KNN) is dependent on learning algo-
rithms by analogy [10]. At the point, when an unknown sample
is given, it looks for the sample space nearest to the unknown
sample. The unknown sample is allotted to the most widely
recognized class among its KNN. The significant favorable
position of this methodology is that it does not set up a
predictive model before the classification.

C. Extreme Learning Machine Technique

Extreme learning machine (ELM) is also a feedforward neu-
ral network systems for classification, clustering, regression,
compression, feature learning and sparse approximation with
a single layer or numerous layers of hidden nodes, where the
parameters of hidden nodes require not be tuned [9]. These
models can deliver a generalized performance and learn a
number of times quicker than systems trained utilizing back-
propagation. Generally, every parameter of the feedforward
neural networks should be tuned and in this manner, there
exists the dependency between various layers of parameters
(loads and biases).

D. Support Vector Machine

The Support Vector Machine (SVM) has a statistical learn-
ing strategy and effective application in a scope of issues [12]
[16]. They are firmly identified with neural network systems
and with kernel functions; they can be viewed as an elective
method to get neural system classifiers. SVM model is a
supervised machine learning technique that is connected to
abnormality recognition (Anomaly detection) in the one-class
setting. Such methods utilize one class learning systems for
SVM and take in an area that contains the training samples.
The essential thought of SVM classification algorithm is to
develop a hyperplane as the decision plane which making the
separation between the positive and negative mode maximized.

E. Multilayer Perceptron Model

MLP comprises of minimum three layers of nodes such as
input layer, hidden layer and output layer as shown in Figure
1 [11]. The input layer of MLP represents the problem of
input variables with one neuron for every input variable. The
hidden layer traces the non-linear relationships among all the
variables. The last or output layer provides final predictive
class value. During training, the input pattern is applied to
MLP classification model and the output of nodes of all
three layers are computed. Apart from the input nodes, other
two nodes are the neurons that utilizes a nonlinear activation
function.

Ensemble of Classification Algorithms

In deciding the number of votes that favors a particular event
to take the decision, we need the help of majority voting [13].
Each model makes a prediction (or vote) for the test instance
and the resultant output is one that receives more than half of



Fig. 1. Common architecture of an MLP classification model

the votes. In our proposed model, voting is being considered
for three models Decision Tree, K-NN and SVM for majority
voting.

IV. WEB SERVICE APPLICATIONS COLLABORATED WITH
FRAUD DETECTION

Web services help to communicate between two electronic
gadgets over a network. A Web service is a open standard
protocols used to exchange data between two applications
or systems [3]. The term web service integrates web based
applications through XML, SOAP, REST, WSDL and UDDI
over an Internet Protocol backbone. XML contains the data
and provides metadata, SOAP is used to transfer the data,
REST is used to design lightweight and faster web services,
WSDL is used to describe the services available and UDDI
helps to list out the available services.

A. SOAP based web service

SOAP provides the envelope to send the Web service
messages over the network [14]. It has a set of standards
defined by the W3C (World wide web consortium). SOAP
uses HTTP and SMTP to exchange documents or to call a
remote procedure. For encoding messages in XML format,
SOAP standard is used.

The overall explanation of Figure 2 is to find the fraudulent
transactions in XML format in SOAP based web service,
where the service consumer requests to service provider to
obtain the fraudulent transaction pattern by using the metadata
exchange. The metadata is encapsulated by the SOAP enve-
lope (which is in .XML format) to the various performance
parameters, yielded by implementing different classification
models and a hybrid classification model (the input to the
ML models is in .csv format). The performance values of
all the classification models for the fraudulent transactions
are provided with XML documentation, which helps inter-
platform data exchange.

In the web service based collaborative detection scheme,
the web services such as SOAP, UDDI and WSDL help to
channelize the data exchange through heterogeneous applica-
tions of financial institutions [3]. The patterns of the fraudulent
transactions recur in a predictable manner. The patterns are
identified by considering the various attribute values of the

dataset. To learn the fraud pattern, a large number of transac-
tions (both normal and fraudulent) are often observed with the
help of various learning algorithms. If a financial institution
not able to get the updated fraud pattern continuously, then
there is a possibility that it may be a victim of fraud attack [3].
Fraud pattern schema repository is a metadata exchange for the
input and output messages by ensuring its validity. The schema
for input message is transaction-schema and the schema for
output message is pattern-schema. Various machine learning
algorithms are applied to it in order to find the prediction
accuracy value.

B. REST based web service

The term REST (Representational State Transfer) was in-
troduced by Roy Fielding as an architectural style for rep-
resenting the web services known as RESTful web services
[18]. REST is an architectural style used to build loosely
coupled web services which is lightweight, faster and scal-
able. Participant institutions play as service consumers, while
Fraud Patterns Extraction Center (FPEC) serves as the service
provider. To design REST web services the following are the
architectural constraints:

• Uniform interface: the interface for resources in the
system should be same i.e., same resource should have
only one URI

• Client-server separation: the client and the server should
be independent. They interact only through request and
response.

• Statelessness: no server-side sessions are maintained.
• Cacheable resources: the responses from the server

should contain information about the data whether they
are cacheable or not. If cacheable then version number
should be mention with arriving resources.

• Layered system: there may be multiple layers of servers
exist between the client and the server but this should not
affect the request or the response.

• Code on demand (optional): contains the executable code,
executed by the sender.

Figure 3 explains the flow of fraudulent transactions in
JavaScript Object Notation (JSON) format in REST based
web service, where the service consumer requests to service
provider to obtain the fraudulent transaction pattern by using
the metadata exchange. The metadata is encapsulated with the
REST request message, which contains request header and
request body. Various machine learning algorithms are applied
to it to find the prediction accuracy. REST is more preferable
to SOAP for exchange of data across heterogeneous platforms
and it facilitates to get the updated the fraud patterns for the
financial institutions.

The REST request message is in JSON format and since
enveloping is not required in REST message, very less over-
head of header information makes the message size smaller
than SOAP messages and leads to faster transfer. Because of
loose coupling between REST clients and servers they can
interoperate across platforms. Since SOAP clients are tightly



Fig. 2. SOAP based web service architecture for fraud detection

coupled, any changes in either server or client can break the
integration between them.

V. IMPLEMENTATION AND RESULT ANALYSIS

For the credit card fraud detection, various machine learning
models have been applied by considering a dataset, which is
bit large in size. The dataset is considered for both training
and testing.

A. Dataset used for the Experiment

The optimized use of dataset is an important requirement
for performing the classification technique to find the pre-
dictive accuracy value and other performance parameters.
The SOAP web service-based architecture helps to chan-
nelize the exchange of data across heterogeneous platform.
This ultimately facilitates the financial institutions to iden-
tify the fraud pattern. The dimension of the dataset can
affect both training and testing of a model. The data we
have used in this study is the Credit card fraud classi-
fication data (https://archive.ics.uci.edu/ml/machine-learning-
databases/00350/). It has a total 690000 data with a dimension
of 23 columns and 30000 rows. For our study purpose, we
have considered 80% of the data for training purpose and 20%
of the data for testing purpose to get the optimized value of
accuracy. The accuracy percentage is optimized when we split
the dataset as 80% of it for training and 20% of it for testing.

B. Experimental setup

This study implements five classification algorithms in Mat-
lab platform version R2018a. The system configuration is of i7
processor with 3.4 GHz clock speed. The secondary memory

space and main memory space in each system is 1TB and
10GB respectively.

C. Evaluation Parameters

Various performance parameters such as accuracy, sensitiv-
ity, specificity, precision, F1-score, are evaluated using confu-
sion matrix and their importance for the model development
is explained. The parameter values are compared with every
individual models and predictive accuracy is calculated for the
proposed classification model.

Confusion Matrix

The confusion matrix demonstrates to us the quantity of
accurately and inaccurately classified samples, contrasted with
the real results (target value) in the test information. A
confusion matrix framework of two class classification is a 2
X 2 table designed by adding the quantity of the four results
of a binary classifier and we more often denote them as true
positive (TP), false negative (TN), false positive (FP) and false
negative (FN).

D. Performance and Result

We have considered five models for classification such as
DT, ELM, KNN, MLP and SVM to find prediction accuracy
as these techniques are observed to be providing better per-
formance result in comparison with others models. Among
all the individual models, SVM classifier has the maximum
prediction accuracy i.e., 81.63%.

The hybrid model for prediction result is more robust and
better accuracy can be achieved. Ensemble of machine learning
classifiers improvise the predictive performance as compared



Fig. 3. REST based web service architecture for fraud detection

Fig. 4. Block diagram for proposed classification model

to a single model [15]. More prominently, it decreases the
variance and increases the prediction accuracy. We have com-
bined SVM, K-NN and DT models from heterogeneous family
to design a combined model for finding a better predictive
result as their individual accuracy results are good as compared
to MLP and ELM classifiers. The empirical values of the
combined model is observed to be higher than the result of
individual models and it can able to minimize the false alarms
efficiently. The block diagram of the proposed model is shown
in Figure 4. The decision boundary is optimized by stacking
of classifiers.

The credit card fraud can be encountered both online
and offline model. In the online fraud, the fraudster

TABLE I
CONFUSION MATRIX FOR THE PROPOSED MODEL

Actual class

Predicted class
True Positive

4556
False positive

149
False Negative

896
True Negative

399

tries to intercept the card credentials and it is difficult
to identify, who is at the other end of transaction. In a
recent survey, it is observed that the internet fraud rate
occurs is 12 to 15 times higher than physical world fraud
(www.coursehero.com/file/p56fvvq/According-to-a-recent-
survey-the-rate-at-which-internet-fraud-occurs-is-12-to/). In
offline fraud, it mainly occurs with stolen or lost card and
fake or counterfeit card. Also the present day fraudsters are
constantly finding new and more innovative ways to create
counterfeit cards by erasing the magnetic strip and skimming.

The parameters of the confusion matrix for our proposed
model to classify the samples as true positive class, true
negative class, false positive class and false negative class are
shown in the Table I. The objective is to maximize the correct
prediction and to minimize the false alarms.

The testing data as input data in the proposed model is given
to yield a better result. In this proposed model, the prediction
accuracy obtained is 82.58% and this accuracy is better than
the values obtained using the individual models. The margin
of separation between the optimal boundary values reduces
the prediction error for the binary classification techniques.
Based on the result shown in the Table II, we observed the
highest accuracy for the proposed model. Using the proposed



TABLE II
PERFORMANCE RESULTS FOR VARIOUS CLASSIFIERS

Classifiers
Parameters

Decision
Tree

ELM K-NN MLP SVM Proposed
Model

Accuracy 76.03 78.81 79.41 80.95 81.63 82.58
Precision 87.65 81.05 81.28 94.97 68.81 96.83
Sensitivity 41.25 96.91 96.05 85.01 27.06 83.57
Specificity 80.66 17.16 26.95 68.88 97.10 72.81
F1-Score 61.90 89.06 87.96 90.18 37.97 89.71

approach, we achieved better accuracy as compared to indi-
vidual models.

In Table II, the parameters such as accuracy, precision,
sensitivity, specificity and F1-score are calculated for different
models. The proposed model, as shown in Table 2 helps to
find better prediction accuracy. We observed that the highest
accuracy turns out to be 82.58% for the proposed model. The
fraud prediction error has been reduced with the margin of
separation between the optimal boundary values. By using this
proposed method, higher value of prediction accuracy has been
achieved and false alarm rate is reduced.

Fig. 5. Performance Parameters of various classification models

In Figure 5, a comparative analysis between the various
parameters like accuracy, precision, sensitivity, specificity and
F1-score with respect to number of classifiers versus that of
our proposed model has been presented. It may be observed
that the accuracy is more for the proposed model as compared
to other classifiers.

The Web services help to exchange the transaction data from
the service requester to service provider encapsulated in the
SOAP message and REST message to find the fraud pattern,
to identify the transaction is normal or fraudulent one.

VI. CONCLUSION

Various web services are collaborated to channelize the
interoperable data exchange in distributed environment to find
the fraud pattern. It helps in knowledge sharing over the
different platforms. REST web service has a good number of
advantages over SOAP in data sharing across heterogeneous

platform. In our study, we have applied the five classification
models of machine learning techniques and compared the
performance between them. It is observed that the accuracy
percentage of SVM model is 81.63% among the individual
models. In the proposed model, the correctly predictive class
is more with minimized false alarms. The accuracy percentage
for the proposed hybrid model is observed to be 82.58%,
which is higher than the individual model’s prediction accu-
racy value.

REFERENCES

[1] Dal Pozzolo, Andrea, Olivier Caelen, Yann-Ael Le Borgne, Serge
Waterschoot, and Gianluca Bontempi. ”Learned lessons in credit card
fraud detection from a practitioner perspective.” Expert systems with
applications, vol. 41, no. 10, pp. 4915-4928, 2014.

[2] Sahin, Yusuf, and Ekrem Duman. ”Detecting credit card fraud by ANN
and logistic regression.” In International Symposium on Innovations in
Intelligent Systems and Applications, pp. 315-319. IEEE, 2011.

[3] Chiu, Chuang-Cheng, and Chieh-Yuan Tsai. ”A web services-based col-
laborative scheme for credit card fraud detection.” In IEEE International
Conference on e-Technology, e-Commerce and e-Service, 2004. EEE’04,
vol. 2004, pp. 177-181, 2004.

[4] Kou, Yufeng, Chang-Tien Lu, Sirirat Sirwongwattana, and Yo-Ping
Huang. ”Survey of fraud detection techniques.” In Networking, sensing
and control, IEEE international conference, vol. 2, pp. 749-754, 2004.

[5] Dorronsoro, Jose R., Francisco Ginel, Carmen R. Snchez, and Carlos
Santa Cruz. ”Neural fraud detection in credit card operations.” IEEE
transactions on neural networks, vol. 8, pp. 827-834, 1997.

[6] Jagielska, Ilona, and Janusz Jaworski. ”Neural network for predicting
the performance of credit card accounts.” Computational Economics,
vol. 9, no. 1, pp. 77-82, 1996.

[7] Wheeler, Richard, and Stuart Aitken. ”Multiple algorithms for fraud
detection.” In Applications and Innovations in Intelligent Systems VII,
pp. 219-231. Springer, London, 2000.

[8] Mishra, Nishchol, and Sanjay Silakari. ”Predictive analytics: A survey,
trends, applications, oppurtunities & challenges.” International Journal
of Computer Science and Information Technologies, vol. 3, no. 3, pp.
4434-4438, 2012.

[9] Huang, Guang-Bin, Qin-Yu Zhu, and Chee-Kheong Siew. ”Extreme
learning machine: a new learning scheme of feedforward neural net-
works.” In Neural Networks, 2004. Proceedings, IEEE International
Joint Conference, vol. 2, pp. 985-990, 2004.

[10] Fukunaga, Keinosuke, and Patrenahalli M. Narendra. ”A branch and
bound algorithm for computing k-nearest neighbors.” IEEE transactions
on computers, vol. 100, no. 7, pp. 750-753, 1975.

[11] Collobert, Ronan, and Samy Bengio. ”Links between perceptrons, MLPs
and SVMs.” In Proceedings of the twenty-first international conference
on Machine learning, p. 23. ACM, 2004.

[12] Hearst, Marti A., Susan T. Dumais, Edgar Osuna, John Platt, and Bern-
hard Scholkopf. ”Support vector machines.” IEEE Intelligent Systems
and their applications, vol. 13, no. 4, pp. 18-28, 1998.

[13] Ponti Jr, Moacir P. ”Combining classifiers: from the creation of ensem-
bles to the decision fusion.” In 2011 24th SIBGRAPI Conference on
Graphics, Patterns, and Images Tutorials, pp. 1-10. IEEE, 2011.

[14] Curbera, Francisco, Matthew Duftler, Rania Khalaf, William Nagy,
Nirmal Mukhi, and Sanjiva Weerawarana. ”Unraveling the Web services
web: an introduction to SOAP, WSDL, and UDDI.” IEEE Internet
computing, vol. 6, no. 2, pp. 86-93, 2002.

[15] Dietterich, Thomas G. ”Ensemble methods in machine learning.” In
International workshop on multiple classifier systems, Springer, Berlin,
Heidelberg, pp. 1-15, 2000.

[16] Sahin, Yusuf G., and Ekrem Duman. ”Detecting credit card fraud by
decision trees and support vector machines.” 2011.

[17] Dal Pozzolo, Andrea, Giacomo Boracchi, Olivier Caelen, Cesare Alippi,
and Gianluca Bontempi. ”Credit card fraud detection: a realistic model-
ing and a novel learning strategy.” IEEE transactions on neural networks
and learning systems, vol. 29, no. 8, pp. 3784-3797, 2017.

[18] Babu, S. Kishore, S. Vasavi, and K. Nagarjuna. ”Framework for Pre-
dictive Analytics as a Service using ensemble model.” In 2017 IEEE
7th International Advance Computing Conference (IACC), pp. 121-128,
IEEE, 2017.


