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Abstract—Services are part of our daily activities, such as the
emergence of new solutions powered by cutting-edge technologies
such as Fog Computing. Fog computing, new ideas for the cloud
in the network, is considered the suitable platforms for the
Internet of Things services and many applications. This fog -
cloud computing integration is not directly moving forward. Some
services required ultra-low latency like e-Health, public safety.
Unnecessary communication loads not only the core network
but also the data center that it finds. To do this, fog nodes
can pre-process the data before sending it to the cloud. Smart
Gateways are suitable candidates for service deployment. This
paper presents a design of a service-oriented architecture using
smart gateways as fog nodes which reduce service latency.

Index Terms—Fog Computing, Internet of Things, Smart
Gateway, Services , Latency

I. INTRODUCTION

Internet of Things(IoT) [1] refers to the big network formed
by Internet comprising of physical objects or devices with a
unique identity(IP address) possessing sensing, computation
and/or actuating capabilities individually or a combination
of them. Here sensing refers to sensing the data from the
surrounding physical environment, computing refers to ag-
gregating the sensed data, performing analysis on it and
deriving certain results whereas actuating refers to performing
the desired actions. These devices networked together in a
physical environment are aimed at improving the existing
scenario or making some changes to it to make our life
smarter and better. It is composed of a number of components
including the physical objects (the things), sensors, actuators,
virtual objects, people, services, platforms, and network where
each component plays its individual role contributing to the
network integration. The IoT is a vast network and thus a
large volume and variety of data are generated by it every
second. To deal with this big data cloud computing comes out
as the primary technology that is responsible for its storage,
processing and time to time analysis with the pool of shared
resources it provides. But there exist various scenarios where
immediate analysis is demanded and time taken by data to
reach the cloud for analysis is so large that the opportunity to
take the required corrective action is no longer left as the cloud

is unable to meet lower response time criteria desired in the
situation. These reasons led to the introduction of a different
computation model called Fog Computing [2]. Fog computing
is an era to enable IoT in Smart Cities, Smart Healthcare,
Smart Industries, Smart Transporation and Smart Agriculture,
etc [3]. Fog processing does not replace cloud computing.
Cloud computing provides computing, communication, control
and storage near where data is generated. IoT applications
have been implemented as a set of small and independent
microservices. The architecture of micro-services is a rela-
tively new term in software models [4]. The micro-service
model is an addition of the conventional, Service-Oriented
Architecture (SOA) model, where an application is a fragment
into a set of lightweight services. Each service communicates
through lightweight communication protocols. The research
was carried out to solve the problem of abstraction of the
functionalities of terminal devices, trying to provide a suitable
architecture with management capacity and composition of
services able to connect a set of micro-services in a set of
IoT applications. Each microservice can be available in a light
container or used by multiple inhabitants. In an intelligent
city scenario, resources should be distributed to the network,
ensuring that the microservices that comprise the application
are assigned and instances are created, close to the final device
required by the IoT application. There are many reasons to
ensure the proper allocation of resources, such as latency,
bandwidth, energy efficiency, and costs.

II. RELATED WORK

Authors’[5] proposed a messaging oriented service gateway
infrastructure for fog computing which based on load balanc-
ing and clustering. [6] paper present an end-to-end architecture
that performs data conditioning and intelligent filtering for
generating smart analytics from wearable data. Smart fog
gateway enhances the end-to-end interaction between wear-
ables (sensor devices) and the cloud. Authors[7] proposed
an efficient infrastructure and sophisticated mechanism for
resource management, service creation, service management,
service discovery, data storage, and power management. It



performs better and quick service provisioning, trimming and
pre-processing the data before sending to the cloud. The lowest
level Fog nodes, known as Fog Gateway Nodes (FGNs)[8],
reside closer to the users. Through FGN, IoT devices and
associated applications get subscribed to Fog environment
for being monitored, placed and executed. The upper-level
Fog nodes (FCNs), provides resources to the applications
for processing and analyzing the data signals. Each FGN
has minimum ability to perform its assigned operations dur-
ing QoE-aware application placement. Authors [9] proposed
FOGG which is a Fog computing based IoT gateway. Its
primary focus is to bridge the IoT gateway. Its primary
focus is to bridge the Internet (running on IP, ICN or other
future protocols) with the IoT domains running ICN protocols.
FOGG uses a dedicated device to function as an IoT gateway.
FOGG provides the needed integration along with additional
services like name/protocol translation, security and control
functionalities.

III. WHY GATEWAY IS A SUITABLE CANDIDATE FOR FOG
NODE ?

In the architecture, any element in the network that is
capable of hosting application module(s) is considered as a
Fog Device. Depending on the case, it may be some other
common device, such as a small server, or routers, access
points, or gateway etc. Among the available networking
devices in the network infrastructure, the devices of prime
consideration to us here in Fog-Cloud architecture are
the gateways that connect the devices in the bottom-most
layer (Tier 1/IoT layer) to the Internet [7]. While the Fog
layer can be conceptualized as that comprising of all the
aforementioned devices, in practicality, the gateways have
emerged as the key constituents of the Fog, for the reason
that they support/enable protocol conversion across different
network segments, and are thus least conservative about
additional requirements and constraints. Thus, the gateways
that are also additionally working as Fog devices in the
network are termed as Smart Gateways and are present in
Tier 2 of the network architecture [7], [10]. In a similar
manner, the presence of Fog or a smart network co-located
within the Smart Gateway leads to pre-processing, temporary
data storage, its privacy and security, and other such tasks
being carried out in a very efficient manner [11]. We can
observe from Table-I that smart gateways are capable of
deployment of fog nodes. Distributed edge analytics with IoT
Fog Gateway enables effective, reliable and faster data and
information processing when combined with fog computing.

A. Role of IoT Gateway in Data Processing and Management

IoT Fog Gateway is the key to any IoT implementation.
It is a bridge between IoT devices and the cloud that allows
remote control of devices and machines. The growing number
of devices promotes IoT gateways to solve data management
problems with Edge Analytics. Edge Analytics with IoT
Gateway enables data processing before it is transmitted to the

cloud. The gateway collects all data from connected devices
and executes the necessary algorithms or rules engine and
sends operational commands to the connected devices. Ac-
tions enable real-time response and also help the self-healing
mechanism during failures/errors. In large companies, which
have more geographical extensions, there is a large number
of connected devices and data. These heterogeneous data, dis-
tributed at different levels (devices and machines), have a high
latency in the transfer of clouds due to the flow of uncontrolled
data. Here, distributed edge analysis is the solution, as it allows
faster data transfer and processing, resulting in lower latency.
AWS Greengrass is the best example of configuring corner
analysis. Enables local computing, messaging, data caching,
synchronization and ML inference functionality for securely
connected devices. Greengrass ensures the rapid response from
IoT devices at local events, reducing the cost of transmitting
IoT data to the cloud.

B. Merits of Distributed IoT Gateways

(i)Reduced data transfer latency. (ii)Fast access to the faulty
areas. (iii)Quick functional recovery and self-healing capabil-
ities that bring resilience into the system. Distributed edge
analytics also enables faster response to the cloud in case of
faults and failures with Fog Computing so that the recovery
time can be minimal.

IV. PROPOSED ARCHITECTURE

A 4-tier architecture based on the IoT-Gateway commu-
nication model has been presented in Figure 1 that is an
extension of the 3-layer high-level architecture[2]. Of the four
IoT communication models as explained in [7], this model uses
the IoT-Gateway communication model because of its basic
characteristic to overcome restrictions caused by proprietary
policies for devices that causes vendor lock-in for establishing
a connection between IoT devices that provides a chance for
interoperability of devices supporting different technologies.
Here, the IoT service network consists of four layers that have
been explained below.

(a) Tier 1: This is the lowest level. Tier-1 has many
networks. Each of these networks consists of smart sensor
nodes (SSN) to which unique addresses have been assigned,
suitably compressed according to the 6LoWPAN protocol and
form a mesh network at this level. SSN is a collection of
sensors and actuators. They are responsible for data from the
detection environment and transmission to the immediately
upper layer. The actuator can receive instructions from the
top layer to perform certain actions. IoT devices or IoT nodes
are a collection of SSNs (mobile phones, smart vehicles,
and smart meters, etc.). The SSNs are distributed uniformly
randomly. A coordinate value is assigned to each SSN. Assume
that the transmission range is an SSN circle in an intelligent
city scenario. A typical scenario of an intelligent city has
hundreds of networks, belonging to different domains, spread
throughout its geographical area. The nodes in this network
are coordinated by a coordination device (CD). A CD is
known differently on different networks, namely Cluster Head



TABLE I
TECHNICAL SPECIFICATION OF ENTERPRISE IOT GATEWAY VENDORS

Company Product Type Processor OS Memory Storage Wireless

Dell Dell Edge
Gateway Model
5000[12]

• Intel® Atom™ E3825 – 1.33GHz — 2 cores
• Intel® Atom™ E3827 – 1.75GHz — 2 cores

• Windows 10 Pro.
• Ubuntu Snappy Core
• Wind River Linux

• 2GB (4x256Mx16 DDR3L0 – 1067MHz
• 4G (8x 256Mx16 DDR3L) – 1333MHz
• 8G (8x 512Mx16 DDR3L) – 1333MHz

32 GB or 64 GB
• 802.11n Wifi + Bluetooth Low Energy
• WWAN (3G or LTE)
• Mobile broadband 3G/LTE

Huawei Huawei AR160-
M Series Agile
Enterprise Gate-
way [13]

Intel Dual-core processor
• Windows
• Linux
• Android

4GB or 8GB 32GB /64GB/2TB
• ZigBee 2.4 GHz
• 802.11 b/g/n
• 802.11ac

RedHat ReliaGATE
20-26[14]

Intel Atom E3845 Red Hat Enterprise Linux 4GB 8GB Cellular / GPS / WiFi / 802.11b/g/n

AMD AMD G series
[15]

AMD 3rd Generation G series CPU processing power
combined with GPU

Linux/Android/iOS 4GB DDR3 SDRAM 512GB ZigBee/802.11ac WiFi/ BLE

Intel Intel® IoT Gate-
way [16]

• Intel Quark SoC X1000
• Intel Quark SoC X1020D
• Intel Atom processor E3826

Wind River Linux
• 512SRAM
• 1GB ECC DDR3
• 8GB DDR3

On Board SD card

• WiFi Acess Point
• ZigBee
• Cellular 2G/3G/4G
• Bluetooth

Fig. 1. Fog Computing Model

Fig. 2. Fog Smart Gateway Software Framework

(CH) in sensor networks, Access Point (AP) in WiFi networks
and Reader in radio frequency identification (RFID), etc.
Sensing devices gather data from the physical environment.
These data are later used by IoT applications (e.g., smart
transportation, healthcare, agriculture, video surveillance, etc.)
to provide a desirable service to end customer. The smart
sensors which are connected to the fog devices via a wireless
protocol (e.g. ZigBee, 6LowPAN, WiFi, NFC, Bluetooth, etc.
). These sensors are able to register themselves as a data-
providing service on fog node’s service-oriented middleware
(through ZigBee, Bluetooth or WiFi device drivers), thus
making sensed data available to requesters of the service.
IoT devices attributed to unreliable networks and restricted re-
sources (such as high delay and low bandwidth). To target this
problem Message Queuing Telemetry Transport (MQTT) is an
open source protocol developed by IBM. MQTT works on a
context-based message forwarding paradigm with the publish-
subscribe model. IoT device generates (MQTT publishers)
data to an end-host (namely, MQTT broker). The publish that
is of the format < topic, data >. The end-hosts (such as
actuators, PC) that receive published messages based on the
’topic’ they have subscribed.

(b) Tier 2: CDs need to transmit their data to the Internet
for efficient execution of their corresponding applications. This
transmission of data is facilitated by the device known as Fog
Nodes (FN). This tier consists of edge devices such as IoT
gateways. Figure 2 represents the software framework of FSG.
Temporary storage of data, it’s processing as well as analysis
of the received information is taken care of by these devices.
The fog computing devices support SSN mobility. FNs receive
data from CDs. The fog tier is responsible for running all
the latency-sensitive applications as well as real-time analysis.
Each FN serves multiple CD within its proximity. A group of
FNs creates a Fog Cluster(FCL). The control and monitoring
of underlying IoT devices like sensor and actuator nodes are
allowed by the FN that serves as access points. Task request
notations are used for computational duties that have to be
accomplished using the fog resources. The actual instances
of software are known as services where the execution of
these requests takes place. MapReduce application, distributed
data storage or stream processing are some possible examples
of these services. The MQTT broker (FN) acts as a central
node connecting both the MQTT editors and the MQTT sub-



scribers. The intermediate node collects the publication data
generated by IoT devices. The connections between publishers,
intermediaries, and subscribers are enabled using standard
transport protocols such as TCP and UDP. Because IoT
devices (MQTT editors) are very limited resources devices,
they establish a connection (for example, using TCP) with the
broker when new data needs to be published. On the other
hand, MQTT subscribers, in general, high computing devices
(such as PCs, mobile devices) will maintain connections with
the intermediary all the time to receive topic-based posting
messages. MQTT broker performs all the analytics. The Fog
Service-oriented Middleware (FSM) run on all the FNs in the
physical infrastructure, interfacing with and utilizing services
provided by the operating system and container on the devices.
The middleware component performs the task of managing
and providing an interface to services on a fog node. The
component is capable of existing independently on a fog
node-dealing with services hosted on that node only. Service
registration can be carried out by the entity hosting the service
(fog application or dedicated service hardware) by sending a
service-registration message to the hosting fog node, accompa-
nied by associated metadata which contains information about
the service, e.g., parameters of the service-providing device,
and will be used when orchestrating multiple services under
QoS constraints. The middleware provides an interface to ap-
plications running on a fog node to access the services hosted
on it. The interface can be implemented via a web service or
using publish-subscribe protocols. This interface would allow
application modules to access data or to invoke functionalities
offered by the service-providing entity(e.g. SSNs). The key
element of any service-oriented paradigm is the discovery of
services that allow the customer to access the right service at
the right time to complete the required tasks. The discovery
of services is the process of identifying suitable devices based
on the service description presented by the applicant. Service
registry allows a requester to discover services hosted on
a fog node. Associated with each service is its metadata
which allows service selection under constraints. FC perform
service orchestration. Service orchestration engine takes care
of resource management, service discovery, load balancing
among fog nodes. Submission of a high-level task is followed
by the discovery of component services which need to be
orchestrated. Discovery of a service can be carried out in a
distributed manner with ”Service Discovery” module. Service
discovery can also be done by requesting fog node making a
recursive query to its north and south neighbor fog nodes. In
the event when no instance of the requested service is found, a
request for service instantiation is sent to the FC. If the service
can be provided by a software application, the FC determines
the point of deployment and sends application to instantiate
command to the node where the service should be deployed.
This command is received by the ”App Manager” module on
the chosen fog node, creates and deploys an instance of the
corresponding application on the device’s container -which
in turn hosts the service by registering itself on the node’s
middleware. Upon successful discovery/ creation, details of the

requested services are sent back to the requesting application.
(c) Tier 3: Many emerging IoT applications require

real-time interaction and support for mobility (for example,
smart traffic lights and goal tracking systems), which makes
network latency an important limiting factor. The latency
introduced into the network is not just a consequence of the
long distance between IoT devices and the cloud. It is also
caused by the delay of the queue, which is not insignificant in
congested connections. The impact of the queue delay could
be reduced if the traffic load is distributed evenly across
the network. Traffic control is performed by SDN-C [17] as
an OpenFlow controller and connectivity management for
FC and IoT devices. Because SDN-C is located at a higher
level in the network hierarchy, the region with multiple
FCs is covered by a single SDN-C. OpenFlow, an open
protocol, which is a standard interface between control
and data plan, allows reprogramming and updating in flow
tables. OpenFlow switches(FCS) are used for interconnection
of network partitions that enables data exchange between
controllers. It is required to schedule traffic flow between
IoT devices and FCs located across various partitions. FCs
and FNs have local SDN agents running on them to which
some control tasks may be delegated. SDN has provided the
means to develop network parameter control policies that can
be aware of dynamic QoE of users and has emerged as a
very appropriate time-when mobility and heterogeneity have
become important challenges in network management. It is
possible to meet QoS constraints by dynamically configuring
network devices carrying the traffic via SDN-C. Furthermore,
the dynamic implementation of the QoS policy is required to
manage the fog services with different QoS. Therefore, QoS
provisioning defined by the software must be performed in
fog computing. Basically, with fog computing, the calculation
and transmission load in SDN-C can be reduced. At the same
time, scalability and resource management can be improved
in the fog networks implemented by SDN-C. The main
difference between the traditional 3-level fog architecture and
the SDN-based fog architecture is the Fog-SDN controller
to support dynamic QoS. The level of the SDN controller
is responsible for defining the supply of fine-grained QoS
based on the attributes and status of the data collected by the
fog nodes. Mainly, these SDN controllers play like the fog
controller orchestration and the resource manager.

(d) Tier 4: The uppermost tier is the cloud, which is
responsible for processing and stores an enormous amount
of data in high-end servers and data centers. A data center
has several physical servers and there is an interconnection
of the high-speed LAN and broadband Internet connection
from each physical server. Each SDN-C is connected to a data
center in the cloud by a wired network. The cloud computing
environment consists of a number of heterogeneous physical
hosts in a data center. Non-delay sensitive big data analysis,
resource-intensive services placement are performed by cloud-
fog middleware. If necessary, the middleware accomplishes
global optimization of the underlying SDN-C network by re-



assembling them. It manages underlying FCs in an FCL. Such
control is performed continuously or on-demand, depending
on system events, e.g., if new FC appears or after a fault of
FC.

V. WORK FLOW OF FOG ARCHITECTURE

The workflow of the fog computing architecture is described
in this section. This section describes the general structure of
fog calculation followed by specific requirements and design
decisions. The purpose of the functional specification is to
define functional and non-functional requirements, use cases,
actors and workflows that must be satisfied by the fog calcula-
tion framework. Users or intermediaries acting on their behalf
send requests for assistance from anywhere in the world to the
FC for processing. The Service Orchestration Engine(SOE)
resides in FC. The service orchestration algorithm runs in this
module that explains the overall network information and sys-
tem status. This module implements the strategies of service
placement, depends on the status of the service instances. It
can combine some services to create more complex services.
The orchestration is a key concept within distributed systems,
which allows for the alignment of applications implemented
with the commercial interests of users. We propose a fog
orchestrator, to provide the centralized arrangement of the
resource group, map applications with specific requests and
provide an automated workflow to physical resources (imple-
mentation and programming); management of the execution of
workload with quality of service control (QoS) of execution
times; generation of efficient directives over time to manipulate
specific objects. The main responsibility of the orchestrator is
to select resources and distribute the overall service workflow
based on the security, reliability, and efficiency of the system
data. SOE collect data about the service from Service Repos-
itory and migrate the service to a more appropriate location
and hence could provide a faster response. Fog nodes execute
the services and send a response to the FC.

VI. SMART HEALTH-CARE GATEWAYS: A MOTIVATING
USE-CASE

We consider the example of a smart Healthcare with many
divisions equipped with sensor networks to build our use
cases. The multitude and heterogeneity of devices in such
a setting make their context-aware orchestration challenging,
and this section shows how the IoT Fog gateways can facilitate
that. Wireless Body Area Network (WBAN) applications form
an exemplary candidate for context-aware computing. This
section details a WBAN application as a use-case for the
proposed architecture. Figure-2 illustrate the connectivity of
the use-case of WBAN applications.
WBAN sensors able to measure physical properties like heart-
rate, pressure, acceleration, etc. which are connected to the
patient’s smart-phone via a wireless protocol(e.g., ZigBee,
Bluetooth, WiFi, 6LoWPAN etc.). This smart-phone acts as
a CD. These sensors are able to register themselves as a data-
providing service to the IoT Fog gateways. These CDs are
connected to the IoT Fog gateways. The IoT Fog gateways

aggregate information from WBAN for analysis. These health
data can also be integrated with context information (for
example, date, time, position, temperature). Contextual aware-
ness allows us to identify unusual patterns and more precise
inferences about the situation. Geographically distributed IoT
fog gates, which receive data from different subnets, perform
protocol conversions and provide other high-level services,
such as data aggregation, filtering and dimensionality reduc-
tion, and temporary storage of sensor and user data. This
IoT fog gateway extends its role like sensor service creation,
selection for requested services, service flow management.
As a key feature of fog computing, local data processing is
implemented to provide intelligence to the gateway through
which transmission data is analyzed locally. According to
the system architecture, the fog layer requires a continuous
management of a large quantity of sensory data in a short
time and appropriate response to the various conditions. This
task becomes more important in medical cases allowing the
system to react as quickly as possible in medical emergencies.

VII. CONCLUSIONS AND FUTURE WORK

To integrate information technology into our everyday en-
vironment and have a ubiquitous detection and processing
environment through the Internet of Things, we need a ho-
mogeneous network of devices that can be connected and
controlled by a wide range of platforms. For greater QoS
parameters such as security, latency, network load, and data
availability, the use of gateways has been suggested and
through the Fog Computing paradigms, the resources of these
gateways could be better used to process, store data and route
functions locally. This document proposes a platform and
an IoT gateway that allow applications will be implemented
closer to the edge of the network and will be migrated to
the cloud based on user needs. Using the FGN gateway for
application deployment allows application lifecycle adminis-
tration and a set of applications to be implemented, as they can
work together in a microservice environment. Furthermore,
this solution allows parts of applications It has migrated to
the cloud where you can perform the most intense processor
tasks.
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