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Abstract—An effective low-cost intrusion detection system is 

necessary for smart homes, offices, server room since number of 

theft operations are being reported day by day. For preventing this 

an intrusion detection system is required which is placed in a 

monitoring location and can track the intruders distance, velocity, 

and date of occurrence. An active sensor such as, the ultrasonic 

sensor is used since it has good accuracy and is able to track the 

intruders distance in the range of meters. The HC-SR04 ultrasonic 

sensor have high frequency, high sensitivity, and high penetrating 

power so it can easily sense the intruder. Output of the sensor is 

received through a microcontroller for programming and further 

display in a LCD. When the intruder detected, a primary alert 

process is initiated followed by a text message alert. The text 

message alert is given to the registered number via a global system 

for mobile communication (GSM) module. The serial data 

obtained from the microcontroller is interfaced with LabVIEW 

for data logging. When intruder is detected a good resolution USB-

camera is turned on which is controlled by LabVIEW and IMAQ 

vision assistant. IMAQ will receive data from the USB camera and 

the intruder image is snapped and stored to the host PC (Personal 

computer). The obtained pictures are further carried out for 

human detection. MATLAB based human detection algorithm 

detects the intruder morphology and number of intruders. This 

system can be achieved with little computational power that makes 

the system ideal for many situations. This design could find 

application in security systems for smart home, bank locker, and 

jewelry.  
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I.  INTRODUCTION  

HE demand for an intrusion detection system increases 

rapidly since the need to build a low-cost affordable and 

effective intrusion detection systems, to prevent the intrusion 

events occurring in our smart homes, server rooms. So, the 

available simple technologies need to be integrated to equip and 

enrich the ordinary human life safety. The fast advancement in 

the sensor technology has enabled cost effective motion 

detection sensors. But for real time monitoring, along with 

motion sensor a good design of alert generation system, data 

acquisition system and image acquisition system are 

compulsory. 

Navya Amin used Ultrasonic sensor to make a local navigation 

system for obstacle detection for the visually impaired 

individuals. Developed a two obstacle detection algorithms and 

tested on a PC for an obstacle-free path using sensors, computer 

vision (CV), micro-controllers etc. In this paper, the quality of 

object detection improved by calibrating the accuracy of 

detection of obstacles. To make perfect collision free mobility 

of the users they used an ultrasonic sensor and CV system on a 

smartphone to detect and raise an alarm if any obstacle is there 

in the path [1].  Akshay used an ultrasonic sensor array which 

can detect motion in any environment with high accuracy in a 

short range. And used an array of 4 ultrasonic sensors to track 

the object movement in eight different directions. The basic 

design of their system consist of a low power ultrasonic ping 

sensor, servo motors, Dc motor powered platform and a low 

power bluetooth module [2]. Ahmed Aliyu presented the 

development of an automatic microcontroller based collision 

avoidance system that employs obstacle detection. Once the 

obstacle has been detected and safe separation distance is 

reached, the automobile performs safety distance induced 

braking at that distance to bring the automobile to stop. The 

implemented system can give warning by means of on board 

warning systems and engage braking at a minimum separation 

distance [3]. Human detection from images is a challenging task 

due to their variable appearance and wide range of poses that 

can adopt. Navneet Dalal proposed histogram oriented 

gradients for human detection. This method is based on feature 

extraction and developing of a classifier training algorithm. 

This method is used for low level feature in various object 

recognition task [4]. Dmitriy Tatarenkov used human detection 

in images using the depth map method. This method is focuses 

the edge orientation histograms, scale-invariant feature 

transform descriptors, and shape contexts, but differ in being 

computed uses overlapping contrast normalization to improve 

accuracy [5].  

When the object crosses the intrusion free distance, the object 

is treated as intruder and a primary alert generation is made 

from central node to the user’s phone through GSM module 

followed by an alarm in the security room, and indicator lamp 

gets turned on in the intruder room. The sensor node USB-

camera gets turned on and get starts taking images of the 

intruder. The USB-camera is programmed for a maximum five 

pictures thereby saving memory. The pictures are saved for 

further image processing. This paper is organized as follows. 

Section II gives the details about the hardware used in designing 

the system. Section III shows the design of sensor node and 

central node. Section IV shows the proposed algorithm and 

explains different operations involved within it. 

II. HARDWARE SPECIFICATIONS 

A. Ultrasonic Sensor 

Ultrasonic sensor module consists of a transmitter- receiver pair 

and a control circuit. The module consists of four pins. An input 

voltage of 5volt is given to pin 1and ground to pin 4. The 

module need a trigger TTL (Transistor-Transistor logic) input 

pulse signal having a pulse width of at least 10µsec and given 

to pin 2. Then the module will automatically send out an eight 

burst of 40 KHz and detects whether there is a pulse signal back. 

When the signal is back, a high level TTL signal will get on the 

pin 3 which is the echo pulse output. The output TTL level 

signal is proportional to the range. The range of detection goes 

up to 4 meters. The transmitter sends sound waves having 

velocity of 340m/s to determine the closest object in its path. 
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The sensor keeps tracks on the sending wave to the resulting 

return wave. Ultrasonic sensor operates at frequency range of 

40 KHz which is above human hearing.  

 

B. Microcontroller 

The microcontroller board used is Arduino Mega2560 which is 

based on ATmega2560. It provides 16 analog inputs, 54 digital 

I/O pins, 4 UARTS, a power jack, a 16 MHz crystal oscillator. 

It can be powered with a USB cable. It operates at 5V but the 

input voltage can variable between 6-20V. It has a flash 

memory of 256KB for storing codes, 8KB of SRAM and 4KB 

of EEPROM. 

 

C. GSM module 

The GSM is Global System for Mobile Communications used 

to the communication purpose has a baud rate of 9600bps in 

standard UART model through AT Commands. GSM module 

can accept any of the 2G or 3G network operator SIM card and 

act like as mobile phone with its unique phone number. GSM 

module should be interfaced with microcontroller for sending 

and receiving texts using AT commands. GSM SIM 900A 

module requires a supply value of 5 -12. 

 

D. Alarm & Indicating Lamp 

The piezo buzzer works on the reverse piezoelectric effect i.e. 

by the application of external electric potential there will be 

strain variation. Thus, it alerts the user in an event 

corresponding to a switching variation or sensor input. The 

device consists of piezo crystals between two conductors, 

whenever a potential is applied across these crystals a push pull 

action occurs between the conductors. This push pull action 

results in the form of sound. It can produce sound in the range 

of 2 to 4 KHz. As indicating lamp, a super bright LED is used. 

According to datasheet RC301-05 LED works in the power 

range of 2 - 2.5V and need a working current of 20 mA. 

 

E. USB- Camera 

The Microsoft LifeCam VX-800 300K is a USB type plug and 

play type camera having CMOS VGA sensor technology. The 

resolution of the camera is 640 480 pixels and automatically 

adjusts for low light conditions. The camera is able to rotate 360 

degrees and it have a 59 degree diagonal field view. The 

imaging features are fixed focus and automatic image 

adjustment with manual override.  It is compatible with 

LabVIEW for image acquisition and processing. This device 

supports all platforms i.e. android, iOS, PC.  

 

F. LCD Screen 

LCD (Liquid Crystal Display) screen is an electronic display 

module used for monitoring output from a sensor or a device. 

A 16 2 LCD display is very basic module are economical, 

easily programmable, have no limitation of displaying special 

& even custom characters animations and so on. A 16 2 

LCD means it can display 16 characters per line and there are 2 

such lines. In this LCD each character is displayed in 5 7-pixel 

matrix. This LCD has two registers, namely, Command and 

Data. The command register stores the command instructions 

given to the LCD. A command is an instruction given to LCD 

to do a predefined task like initializing, clearing screen, setting 

the cursor position, controlling display etc. The data register 

stores the data to be displayed on the LCD. The data is the 

ASCII value of the character to be displayed on the LCD. 

III. WORKING CIRCUIT 

A. Sensor node 

The sensor node consists of a HC-SR04 ultrasonic sensor, 

Arduino mega 2560 as a microcontroller, GSM module and a 

LCD screen. The ultrasonic sensor is powered and interfaced 

with microcontroller along with the LCD screen and GSM 

module. Ultrasonic sensor will continuously send the echo 

pulse output to microcontroller where it is programmed and 

displayed in the LCD screen. When there is no intrusion, the 

LCD screen will display maximum distance range and velocity 

as 0 m/s. When intrusion occurs i.e. the distance of the object is 

less than threshold distance, GSM module will send a text 

message to the unique owner phone number followed by the 

intruder alert generation. The intruder alert generation consist 

of an alarm and a bright light lamp. For real time monitoring 

the data is interfaced with PLX DAQ (Parallax data acquisition 

tool) where one can observe the distance, velocity, date and 

time in excel sheet.  When the object comes in line with the 

sensor the distance and velocity in the sheet varies. The velocity 

will be negative when intruder comes towards the sensor and 

positive when moves away. From velocity measurement, 

direction of motion of the intruder can be analyzed.  

 

 
 

Fig.1. Circuit of the sensor node. 

 

B. Central node 

The central node consists of Microsoft LifeCam VX-800 

Camera and a Personal computer which is configured as a 

coordinator. When intrusion is detected the sensor, node gives 

command to central node. The sensor node and central node are 

connected by an USB cable. Once the central node receives 

intrusion alert, the camera will be in active mode. The central 

node is programmed by Lab VIEW vision assistant which is an 
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image processing and analysis library consisting of more than 

400 VI’s.  IMAQ vision for LabVIEW is required to use the NI-

IMAQ for USB cameras VI library. It is programmed for taking 

five intruder pictures for saving memory. The obtained images 

are saved in a folder for further image processing via 

MATLAB. MATLAB will detect the intruder’s morphology 

and number of intruders in the obtained image.    

 
 

Fig.2. The circuit of central node 

IV. PROPOSED METHOD 

A. Motion detection 

Ultrasonic sensor is used for motion detection even though 

other motion sensors are available since it having fast response 

time, high sensitivity, no physical contact required by the 

object, ultrasonic waves are not detectable by human ear, and 

ultrasonic sensors are electric device. Generally, motion sensors 

are two types’ active detectors and passive detectors. Ultrasonic 

sensor is an active detector. Active detector will send out of 

energy and receives the waves reflected from the object. So, an 

ultrasonic sensor is good for security systems to protect indoor 

areas, museums where important assets are located. Ultrasonic 

sensor works on the principle of Doppler Effect for motion 

detection. It states that an apparent change in the frequency at 

which sound or light waves leaves a source and that at which 

they reach an observer, caused by the relative motion of the 

observer and the wave source.  

 

B. Distance Measurement 

When the ultrasonic sensor module is triggered it will send a 

group of eight directional 40 KHz ultrasonic sound wave and 

starts the timer. The velocity of ultrasonic sound is 340 m/s. The 

ultrasonic sound travels outward and encounter with an object 

and gets reflected back towards the receiver. The ultrasonic 

sensor will receive the reflected signal and stops the stop timer. 

Based on the number of counts in the timer, distance between 

the sensor and the object can be found out by using the 

following formula. 
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D =  Distance between sensor and object. 

S = Speed of ultrasound in air i.e 340 m/s 

T = Timer count in seconds. 

The “T” is the time required for getting the echo so it should be 

divided by two for getting the one direction distance between 

sensor and object. 

 
Fig.3. Algorithm for distance 

 

C. Velocity Measurement 

The direction of motion of the object can analyzed by velocity 

measurement. Velocity measurement is done after distance 

measurement where each distance with corresponding timer 

count is stored and programmed for velocity. Velocity is 

obtained from the following algorithm shown Fig.4 

 

 
Fig.4. Algorithm for velocity 

 

D. Alert generation 

The proposed system consists of an alert generation system 

which is used to notify the resident of the house/office about 

intrusion. Once the intrusion condition satisfied the 

microcontroller will activates the GSM module through AT 

commands and sends text alert to the user’s phone number. 

GSM SIM900A is used to generate text alerts and transmit them 

to the dedicated phone number once an intrusion is detected. 

The buzzer and indicator lamp will give the primary alert 

generation to security room. 

 

E. Image acquisition 

Image acquisition is done after microcontroller to Lab VIEW 

interface, the data from microcontroller is transferred serially to 



a selected COM port.  In Lab VIEW the selected port can be 

initialized by using VISA Configure Serial port VI. The 

required baud rate should be given for data access. For high 

speed data acquisition to the host memory grab function is 

performed. It is a continuous process that function the loop 

continually on one buffer. There you will get a copy of an 

acquisition buffer by grabbing a copy to a LabVIEW image 

buffer. There IMAQ USB Grab setup and IMAQ USB Grab 

acquire VI are used. This will initialize the acquisition 

After reading the data by using Property node and VISA Read 

the data moves to match regular expression.  When intruder data 

not matched, the image saving control loop is started. Where 

camera is relayed by using Open camera .vi and configures and 

starts a grab operation. It runs continuously in a loop. IMAQ 

create tool will create a temporary memory location for the 

image. There one need to give the required type of the image 

and name. IMAQ write file tool will write the image file into 

selected format. Here we have to give image format and path 

for saving the obtained image. After completing the loop, 

camera is turned off. 

 

 
Fig.5. Image acquisition algorithm 

 

F. Image Processing 

The camera is fixed in a position where maximum view of the 

area is possible and that image is kept as the reference frame for 

image processing. The obtained color reference image is 

converted to grayscale similarly the intruder reference image is 

also converted to grayscale. Then the intruder frame is 

subtracted from reference frame and passed through a median 

filter. Median filter is a nonlinear digital filtering method. 

Median filter will remove the noise from the image and this is 

a preprocessing step for edge detection. For detecting the 

morphology of the image, dilation operation is performed and 

the properties of the image are obtained by region props. If the 

area of the region is greater than predefined threshold there is 

an intruder. In dilation, a structuring element is used as local 

maximum operator. Then the structural element is scanned over 

the image and calculated the maximum overlapped pixel value 

and replaced image pixel with the maximum value. The 

MATLAB will convert the grayscale image into the dilated 

image.  Then face detection method is used to count the number 

of intruders from the obtained image.  

 

 
Fig.6. Image based intrusion detection algorithm. 

 

G.  Proposed Surveillance System 

 

 
Fig.7. Flowchart of proposed working System 

 

In general, a surveillance system refers to a mechanism to 

monitor activities in the desired space. Earlier CCTV device 

were used for monitoring an area. But it requires a person to 

watch every time, and the cost is high to build the complete 

surveillance system using CCTVs. However, recently 

surveillance systems have moved to internet protocol-based 

technology which comes with enticing possibilities and high 

price. Also, CCTV cameras can be used round-the-clock to 

monitor activities and requires more memory to store the video. 

So, a cost effective and low-price intrusion detection system 

find it importance in design of an intruder free area. In our 

system camera will be active only after intrusion conditions are 

satisfied so it saves the life of camera. Also, the camera takes 

finite number of pictures so as to save the memory of the 

system. The captured pictures can also be shared to user interest 

IOT clouds. 



V. RESULTS 

The results obtained on the front panel of Lab VIEW for 

distance vs. time graph is shown in Fig.8. 

The data from microcontroller is serially received in PLX DAQ 

for live monitoring is shown in Fig 9. 

 

 
Fig.8. Plot for distance vs. time in Lab VIEW 

 

 
Fig.9. Data Logging done by PLX DAQ 

A. Image Processing Results. 

 
Fig.10. Input Intruder Frame to MATLAB 

 
Fig.11. Black and White Frame for Morphology Detection. 

 

 
Fig.12. Number of intruders in an image 

VI. CONCLUSION 

This paper presents the design and implementation of an 

intrusion detection system using ultrasonic sensor. Accuracy of 

the sensor can’t be compromised for an effective intrusion 

detection system. The distance and velocity measurement are 

accurately obtained by using HC-SR04. Our system can track 

the intruder up to 3.5 meters. The nature of intruder can’t be 

defined by our sensor i.e. the intruder may be an animal or 

human. But our interest is to detect the human intrusion. The 

camera should be placed in a fixed spot to get maximum image 

view in a 340x240-pixel image. Number of intruders and 

intruder morphology are detected by image processing on 

intruder image. The camera should possess a good resolution 

and the room where the system is placed should maintain a 

uniform light intensity. The whole system consumes less 

power, is of low cost, easy to install in comparison to existing 

intrusion detection systems.  
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