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Abstract- Globalization of semiconductor design, manufacturing,
packaging and testing has led to several security issues like over
production of chips, shipping of faulty or partially functional
chips, intellectual property infringement, cloning, counterfeit
chips and insertion of hardware trojans in design house or at
foundry etc. Adversaries will extract chips from obsolete PCB’s
and release used parts as new chips into the supply chain. The
faulty chips or partially functioning chips can enter supply chain
from untrusted Assembly Packaging and Test (APT) centers.
These counterfeit parts are not reliable and cause catastrophic
consequences in critical applications. To mitigate the counterfeits
entering supply chain, to protect the Intellectual Property (IP)
rights of owners and to meter the chip, Secure Split Test (SST) is
a promising solution. CSST (Connecticut SST) is an
improvement to SST, which simplifies the communication
required between ATP center and design house. CSST addresses
the scan tests, but it does not address the functional testing of
chips. The functional testing of chips during production testing is
critical in weeding out faulty chips in recent times. In this paper,
we present a method called PUF-SST (Physical Unclonable
Function —SST) to perform both scan tests and functional tests
without compromising on security features described in CSST.
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l. INTRODUCTION

The common security problems known in semiconductor industry are
counterfeit chips, IP protection, hardware trojans, side channel
analysis of cryptographic engines, and debug security against reverse
engineering schemes [1]. In this paper, we focus mainly on
counterfeit electronics. Counterfeit electronic devices are becoming a
significant threat to industry, government and defense systems. The
counterfeit electronics used in critical systems like aerospace,
automotive and defense systems challenge the reliability and security
of those systems. And counterfeits damage the reputation of
semiconductor suppliers and lead to unwanted litigations leading to
financial losses. In most of the cases, the original company will
replace the failed counterfeit parts and pay huge fines. E-waste
generated out of obsolete electronic products is extremely huge and
counterfeiters will break the PCB boards and extract the components
[2]. Counterfeiters polish the extracted components and sell in the
open market. E-waste is major resource for counterfeit components.
Another source of counterfeit electronic components is untrusted
contract manufacturing factories and Assembly-Packaging-Test
(APT) centers. Due to globalization of the semiconductor supply
chain, chip makers fragmented their different operations to different
geographies to reduce the cost and to stay competitive in the market.
These untrusted factories may overproduce the chips without
approval of the original component company and sell in open
markets. In the similar way, untrusted APT centre may sell failed and
out of specification chips. According to professional ethics, contract
manufacturers should not overproduce the chips, without approval of

original component manufacturer and ATP centre must destroy or
send the failed chips back to original device manufacturer. The
untrusted foundries and ATP centers can become a source for
counterfeit parts [3] [4].US Bureau of Industry and Security Office of
Technology Evaluation studied how counterfeit electronics
infiltration into weapon systems affects the reliability. Major
semiconductor suppliers to US defense participated in the study and
found counterfeit versions of their products. Counterfeit electronics
market is growing at a large scale which is a threat to reliability of
defense systems, automotives and medical equipment. It is a
challenging task for engineers and researchers to find suitable
techniques to mitigate the counterfeit parts entering the supply chain
(5] [6].

Hardware metering is one promising technique to check the
overproduction of chips in untrusted foundries. Active hardware
metering using physical unclonable functions (PUF) is an attractive
solution to counter over production of chips. This PUF based active
metering also finds an application in IP protection [8] [9] [10]. The
secure split test (SST) technique was proposed in [11] to mitigate the
infiltration of failed or out of specification chips into supply chain
from APT centres. An improvement or simplified approach for SST
called Connecticut SST (CSST) was proposed by same researchers in
[12] [13].

This work is an improvement to the CSST proposed in [13]. In
CSST, chips are tested for manufacturing faults and functional key
for good chips is generated and programmed into the one time
programmable memory (OTP). In recent times, there is a need to
incorporate functional tests in production testing of integrated
circuits. The modern day System on chip testing demands inclusion
of few critical functional tests during final production test [29, 30].
CSST architecture support structural tests and does not address
functional testing. In this work, we propose a novel SST architecture
which includes both structural and functional tests during final
production test. The section Il discusses the CSST in detail. Section
111 will give overview of Physical unclonable function and discusses
the choosing a suitable PUF for SST. Section IV presents the
proposed architecture and results are discussed in section V. Finally
section VI concludes the paper.

Il. PRELIMINARIES

In this section we discuss two security techniques against
counterfeiting: Hardware metering and SST. Hardware Metering or
IC metering is a process of enabling the design house to implement
post fabrication controls on IC. The term hardware metering is
coined in 2001 in [9] [15]. The purpose of hardware metering is
device identification and authentication. Extended versions of active
metering are used in Intellectual Property (IP) protection and digital
rights management [16]. In recent years, physical unclonable
function (PUF) based hardware metering is proposed in [8] [9-10].
The passive metering techniques like storing the device ID in non-
volatile memory for identification is followed by major



semiconductor manufacturers. Active metering based on PUFs is
more resistant to counterfeiting attacks [10].

The active and passive hardware metering techniques discussed
above address the counterfeiting problem arising from untrusted
foundry. The hardware metering will not address the out of
specification parts or failed parts from untrusted APT centres may
enter supply chain. SST is a technique proposed in [11] to address
this issue. The improved version of SST is CSST proposed in [12-
13]. CSST is a technique to stop the failed devices from APT centres
entering supply chain and has got a feature of functional locking
useful for active metering or IP protection. The block diagram of
CSST is shown in figure 1.
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Figure 1: CSST communication between foundry, APT centre and design
house [13]

The main feature of CSST is establishing the secure communication
between the design house and foundry/APT centre. The block
diagram of CSST presented in [13] is shown in figure 2.

v' CSST structure consists of True Random Number
Generator (TRNG) to generate random number and RSA
block to encrypt the random number. The part of the
random number is used in scan locking and another part
will be used for functional locking. The random numbers
generated will be unique for a given device. The random
number is used to scramble the output of scan chains so
that, the true responses of the device is unknown (pass/fail)
to foundry/APT centre.

v" The outputs of scan chains are scrambled. Random number
generated by TRNG is used to scramble the scan chain
output, so that in each device scrambling logic is different.

v" The TRNG is used only once and the random number
generated is stored in one time programmable (OTP)
memory.

v" On-chip RSA is used for encryption of random numbers of
each die using public key at foundry/APT centre.

v" Foundry applies test patterns to each die and collects
encrypted random number, scrambled test signature and
chip id and send it to design house.

v' Design house determines which die in the wafer has
passed/failed in testing by decrypting the random number,
scrambled test responses and chip id using the private key
of RSA. Design house segregate the passed/failed die chip
id’s by comparing the test signature response of each die
with golden signature. Then design house will
communicate the list of fault free chip id’s with foundry.
Foundry will mark the failed dies on wafers on ship it to
APT centres.

v' Wafers will be diced, packaged and tested at APT centres.
Design house will send part of the random number to the
APT centre, represented as Rjp in [13]. This new random
number sent to APT centre will be used to scramble the
scan outputs in a different way than wafer sorting. So APT
can’t send packed dies back to designer without testing.

v" The APT centre will send the chip id, scrambled test
signature to design house to decide on the test result for
each IC.

v" Design house will send the different functional key for
each chip to unlock the design functionality. No functional
key is generated for failed ICs and they remain unlocked
functionally. It is easy to identify failed chips in the supply
chain, if they get inserted.

The CSST is a better technique than earlier active hardware
metering techniques. CSST addresses the counterfeiting in the supply
chain more holistically. It involves foundry, APT centre and design
house with secure communication link which is vital for fabless
original component manufacturer.

There are three papers on secure split test. The paper [11]
introduces the concept of SST, the second paper [12] simplifies the
communication between foundry and design house and finally third
paper [13] completes the SST by integrating APT centre. SST is
more efficient technique than other counterfeiting methods like
active hardware metering etc. The analysis of possible attacks on
SST is also discussed in earlier papers. The SST presented in all three
papers has got following disadvantage:

v" The most of the test patterns run during final production
test are structural tests. In recent times, inclusion of few
crucial functional tests in production test run is required to
weed out faulty chips. In the present SST technique it is not
clear how XOR gates associated with functional locking of
chip work when functional test is performed. The SST
proposed in [11] [12] [13] is to perform structural tests and
does not support functional testing. During testing phase,
no functional key is generated and key is required to
unlock the XOR gates associated with functionality of chip.
So functional testing is not possible in present CSST
design.

v' The functional locking scheme is weak and only using
layer of XOR gates are used to lock the design is not
sufficient [13].

To address the above disadvantages, we propose a novel PUF based
SST technique.



I11. PHYSICAL UNCLONABLE FUNCTION

Physical unclonable functions (PUFs) are a promising security
primitive used for authentication and cryptographic key storage. The
storing secret keys in memories are vulnerable to attacks. PUFs
derive a secret key from the process variation that occurs during
fabrication of integrated circuit. There is no need to change mask and
manufacturing process during fabrication. PUF circuits leverage the
process variations which occur in manufacturing of chip. PUF circuit
in each chip will have its own unique characteristics derived from
manufacturing variability [10]. It is highly difficult to manufacture
another identical chip with same PUF circuit characteristics even
with full knowledge of the chip. PUF circuits exploit the multiple
variations occur during manufacturing like gate delay, interconnect
delay, threshold voltages etc to get the uniqueness. PUFs are used in
low cost authentication and secure key generation for cryptographic
applications. Generally, Strong PUFs are used for authentication and
weak PUFs are used for key generation. The PUF circuits will have
inputs and outputs, generally referred as challenge and response
respectively. The PUF circuits on different devices will have unique
response for the same challenge due to internal manufacturing
variability. Internal manufacturing variability of the PUF circuit in
each device is unique, hidden and distinct.

The difference between weak and strong PUF is the number of
unique challenge —response pairs (CRP’s) it can process. Weak PUF
support small number of CRPs and in few cases it may be only one
pair. A strong PUF can support a large number of CRPs. For an ideal
strong PUF, the measurement of all possible CRPs within a limited
time frame is impossible. The different types of PUF circuits are
proposed by researchers. The important ones are: SRAM PUF [17],
Ring Oscillator (RO) PUF [18], Latch PUF [19], TERO PUF [20],
Flipflop PUF [21] and Butterfly PUF [22]. The arbiter PUF and RO
PUF circuits are most versatile PUF structures discussed and used in
various applications. Out of several PUF architectures mentioned, we
have to choose right PUF architecture for SST application. PUF
construction which has a proven behavior in earlier experiments with
large number of CRP pairs is chosen for SST. PUF used in SST is for
authentication of the device and to implement the secure locking
mechanism. In general, the quality of PUF is decided by the
following properties: uniqueness, uniformity, reliability, and bit-
aliasing. These are common properties used in PUF related literature.
Uniqueness: The ability of the PUF circuit to generate a unique
response for a particular chip among the group of chips of same type
for same stimulus. Hamming distance is used to measure the
unigueness. Uniqueness is an estimate of an inter chip variation of a
PUF response.

Reliability: Reliability of the PUF is the ability of a PUF circuit to
generate the same response for a given challenge repeatedly applied.
The ideal value of reliability of a PUF circuit is 100%.
Environmental conditions like temperature, supply voltages and other
issues like aging of the CMOS gates will affect the reliability of the
PUF circuit.

Uniformity: The estimation of the proportion of 0’s and 1’s in the
PUF response. For an ideal PUF, the value of uniformity is 50%.
Uniformity of a PUF is defined using percentage of the hamming
weight of the response.

Bit —aliasing: The PUF circuit in the different chips produce nearly
identical responses which is an undesirable effect. Bit-aliasing of n'"
bit in the PUF response is calculated as the percentage hamming
weight of the n'" identifier across k (total) devices.

The detailed description with equations used to calculate above
mentioned properties can be found in [23] [24]. Abranil maiti and
others in [23] study arbiter and ring oscillator PUF systematically

and conclude that ring oscillator PUF is better than arbiter PUF with
the comparison below:

Table 1: Comparison table between Arbiter PUF and RO PUF in [23]

Ideal Arbiter PUF | RO PUF
Value
Uniqueness 50% 7.20% 47.24%
Reliability 100% 99.76% 99.14%
Uniformity 50% 55.69% 50.56%
Bit-aliasing 50% 19.57% 50.56%

RO PUF is a weak PUF and it has limited number of CRP pairs. The
SST application needs a PUF with large number of CRP. Arbiter
PUF is a strong PUF with large number of CRP’s. It is evident from
the table 1, that RO PUF has got better uniqueness and bit-aliasing
properties than Arbiter PUF. The PUF proposed in [25], increased
the number of CRP’s for RO PUF without affecting the properties,
but hardware overhead and design complexity is very high and not
suitable for SST. Sahoo et.al in [26, 27] present the composite PUF,
uses both arbiter PUF and RO PUF in the structure to retain the
properties of RO PUF and achieved the large CRP space of arbiter
PUF. The architecture of Composite PUF is shown in figure 3. The
challenge to PUF is applied to RO-PUF first and responses of the
RO-PUF will be used as challenge to the arbiter PUF internally. The
response output of the arbiter PUF is the response of composite PUF.
The results of composite PUF is presented in table 2. From table 2,
it is observed that, the composite PUF is better than arbiter PUF.
Composite PUF also have large CRP space. The bit —aliasing of
composite PUF is not good in comparison with RO-PUF and other
properties are acceptable. Uniqueness and Reliability are important
properties required for SST. Composite PUF is a strong PUF with
acceptable uniqueness and reliability, so in this work, composite PUF
is used in SST.
Table 2: Properties of Composite PUF in [26]

Ideal Value | Composite PUF
Uniqueness 50% 47.57%
Reliability 100% 90.70%
Uniformity 50% 47%
Bit-aliasing 50% 14.95%
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Figure 2 (a): Functional locking block in [12, 13]
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IVV.PHYSICAL UNCLONABLE FUNCTION BASED SECURE SPLIT

TEST

A.Proposed Architecture:
The figure 4 shows the block diagram of the proposed

architecture.

PUF-SST Architecture comprises of composite PUF,

Error Correcting Code (ECC) block for PUF responses, RSA blocks
for PUF enrollment, Scrambler and Pseudo Random Number
Generator (PRNG) for PUF challenge generation.

The operation of PUF-SST is as follows:

>

PRNG inside the each chip start generating the input
stimulus to composite PUF. The CRP’s from the PUF
are collected for 5000 clock cycles initially. In each
clock cycle, one set of challenge-response pair is
collected.

After 5000 cycles, the test patterns for scan test are
applied on the device and responses are scrambled.
Signature is obtained from compaction block, which
compress the scrambled scan output. Input to the
scrambler logic to scramble the scan output comes from
PUF. The output of the PUF at 5001 cycles is used for
scrambling logic for scrambling the scan output.

The signatures generated out of compression of scan
out after scrambling and electronic chip ID (ECID) is
sent to design house or original chip maker (OCM). The
5000 CRPs and 5001 CRP (used for scrambling)
generated from PUF are encrypted using RSA and sent
to design house. The design house will decrypt the RSA
and find out scrambling logic to decode the signature.
The device PASS/FAIL data is extracted from the
signature.

done
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Figure 4: Proposed PUF based SST architecture

>

The 5000 CRP’s of PUF is collected and stored in a
server for future device authentication purpose. Out of
5000 CRP’s it is easy to find out the challenge
(stimulus) to PUF which will generate the functional
key to unlock the design. The more number of CRP’s
can be collected and their collection will depend on the
number of chips manufactured.

To perform functional testing, functional key is shared
with ATP centre. By applying the functional key to PUF
input, ATP centre will perform functional testing.
Initially all values in the One-Time Programmable
(OTP) memory is logic ‘1°. The XOR gates will act like
NOT gate when one of the input is fixed as logic ‘1’ and
as buffer when input is fixed as logic ‘0’. ATP centre
will apply FKEY to PUF and KEY (all zeros of length
‘m’). Functional key generated by PUF will unlock the
design for functional test through the XOR gate (which
acts like a buffer). The same PUF response is used to
scramble the test response. After functional test
response is collected and scrambled completely,
scrambling block generates the done signal. The
signature for scrambled output is generated using
compactor.

The “done” signal generated by scrambling block
triggers PRNG to generate some random bits. Random
bits are flipped using flipping circuit and written into
OTP. The same random bits generated by PRNG are
encrypted using RSA block. The encrypted ECIDs,
PRNG random bits and signature are communicated to
design house. The design house de-scrambles and
decodes the signature to decide the functional test result.
The encrypted random bits generated from PRNG are
decrypted. The flipping logic is known and design
house derives the KEY. The design house will share the
FKEY and KEY with customer directly after realization
of random bits stored in OTP. The end user will apply
FKEY and KEY to unlock the chip.

B.Scan locking: Scan locking block is similar to CSST architecture,
except the input to the scrambling block comes from PUF output.



C.Functional locking: Functional locking block is different from
earlier SST designs. The proposed SST scheme needs changes in
design for lock-unlock mechanism. The design will go into the
functional mode only a specific input is applied at the inputs;
otherwise it will stay in non-functional states. The output of PUF
circuit will serve as key to unlock the design for functionality. For
FSM based designs, lock-unlock mechanism is simple. This
mechanism of locking/unlocking the design using PUFs is found in
[28]. The FSMs with lock-unlock mechanism are called Boosted
FSMs (BFSM). The 5000 CRPs are collected from PUF to identify
the functional keys which generate the key to unlock the design for
functionality from the PUF response.

D.Communication flow between design house and ATP centre: The
communication flow between design house and ATP centre is as
follows:

»  Encrypted PUF CRPs, ECIDs and signature of Scan test
output is communicated to design house from ATP
centre.

» Pass ECIDs and their functional key (FKEY) are shared
with ATP centre to perform functional test.

» The signature of functional test and encrypted PRNG
random bits will be sent to design house from ATP
centre.

»  The design house or OCM will provide both FKEY and
KEY to the end user.

E. Discussion:

»  The proposed architecture is complicated in comparison
with earlier SST architectures. This architecture requires
two RSA encryption blocks. The composite PUF is large
in area, when compared with TRNG and OTP based SST
architecture proposed earlier.

»  The number of CRPs collected in our work is 5000. The
number of CRPs can even more or less depending on the
number of chips produced and other requirements. There
is no standard available for how many numbers of CRPs
should be collected in device authentication and
hardware metering schemes.

»  The PUF implementation used for SST can be used for
IP protection, cryptographic key generation in other
applications, where device is used.

» The modification in design is required to implement
proposed SST. Inclusion of Functional locking and
unlocking mechanism into the design is required to
support proposed SST. In earlier SST proposals, no
design modification is required.

»  According to the proposed scheme, the 5000 CRPs are
collected from each device. This gives more strength to
device authentication and identification mechanism
during counterfeit litigation.

» Due to CRP collection, there may be increase in test
time. The frequency of devices and test equipment
(ATE) operates in the scale of MHz and it takes few
milli seconds to collect required CRPs.

» The amount of data is higher due to large number of
CRPs collected from PUF should get enrolled in
designer or OCM database.

V. IMPLEMENTATION AND RESULTS

A.Design of PUF-SST: The construction of composite PUF is shown

in figure 3. The n-bit challenge is divided into sub-challenges of

each m-bit and applied to RO-PUF. The output response of RO-
PUF will be fed into Arbiter PUF as challenge. The single bit
response will be obtained from each composite PUF instance as
shown in figure 3. In this experiment, 4 RO-PUFs and Arbiter
PUFs are used in the construction of basic element of composite
PUF. The composite PUF instance is implemented for 8 instances
in the FPGA. The value of ‘n’ and ‘m’ is 16 and 4 respectively.
The each RO-PUF will have 4-bit challenge and produce one bit
response which internally gets fed into Arbiter PUF as a challenge.
By applying 16-bit challenge to composite PUF, one bit response
is obtained. For 8 instances of composite PUF, the same 16-bit
challenge is applied to get 8-bit response. This means the PUF
architecture will have 128-bit inputs (16 x8) and 8-bit output (from
each PUF instance). The 16-bit PRNG circuit is implemented. The
8 instances of 16-bit PRNG are used to drive the PUF. The RSA
blocks, PUF and other supporting circuits are designed using
Verilog HDL. The scrambling block used in earlier SST
techniques [12, 13] is used in this design also. The input to the
scrambling block can be equal to the number of scan chains in the
design. The number of scan chains will be more for large designs,
in such cases only few scan chains can be selected for the
scrambling. The number of inputs to scrambler can be decided by
the designer according to the requirement. In this work, we have
taken s$38417 and s$35932 benchmarks from ISCAS’89. The
number of scan chains in s38417 and s35932 is 10.

.Results: The number of scan chains used in both the benchmarks

is 10. For a varying Scrambling block input (Nsg = 2 means only
two scan outputs are used for scrambling and rest 8 scan outputs
are directly passed to compactor for signature generation) the
hamming distance analysis for between CSST in [12] and
proposed PUF-SST is presented in Table 3. The hamming distance
is measure for security and ideal value of Hamming distance is
50%. From Table 3, we can observe that, the difference in
hamming distance results obtained for PUF-SST is comparable
with CSST presented in [12]. The hamming distance analysis for
functional key (FKEY) to unlock the design is shown in Table 4.
The FKEY hamming distance is calculated on 10 FPGA chips.

C.Security Analysis: The proposed PUF-SST is resilient to attacks

described in [13]. The foundry does not have any information on
the length of the PUF response. The functional locking mechanism
is more secure than SST proposed in [13]. The tampering attack
requires bypassing the outputs from PRNG, which is expensive.
FKEY and KEY are different for different chips. Performing the
tampering operation on single chip is expensive. FKEY is known
to ATP centre even for functionally faulty chips. To unlock the
functionality, user also needs KEY. KEY is not known to ATP
centre. So the faulty chips entering supply chain from untrusted
ATE can be avoided.

Table 3: Hamming Distance (HD %) comparison for CSST and PUF-SST

NSB CSSTin[12] Proposed PUF-SST
(s38417) $38417 $35932

2 42.24 40.6 41.23
4 44.59 448 45.12
10 50.03 49.8 50.31




Table 4: Hamming Distance analysis for FKEY

$38417 535932 Ideal Value

Hamming Distance | 44.52% 43.3% 50%

(HD) %

V1. CONCLUSION

Secure Split Test (SST) is a technique which facilitates the IP owners
or OCM to involve in production testing process, so that counterfeit
chips coming out from untrusted ATP centers can be mitigated. An
improved model of SST is Connecticut Secure Split-Test (CSST).
Both SST and CSST do not include functional tests in the production
testing, which is critical in recent times to weed out faulty chips. To
address this issue, we propose a novel Physical Unclonable Function
(PUF) based SST technique which support functional testing of chips
without compromising the security features of CSST. This PUF-SST
designed for packaged parts and in future work, we will incorporate
the wafer probing to make the solution for hardware metering
acceptable to industry.
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