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Abstract. Biometrics are expected to add a new level of security to
applications, as a person attempting access must prove who he or she
really is by presenting a biometric to the system. The recent develop-
ments in the biometrics area have lead to smaller, faster and cheaper
systems, which in turn has increased the number of possible applica-
tion areas for biometric identity verification. The biometric data, being
derived from human bodies (and especially when used to identify or ver-
ify those bodies) is considered personally identifiable information (PII).
The collection, use and disclosure of biometric data — image or tem-
plate, invokes rights on the part of an individual and obligations on the
part of an organization. As biometric uses and databases grow, so do
concerns that the personal data collected will not be used in reasonable
and accountable ways. Privacy concerns arise when biometric data are
used for secondary purposes, invoking function creep, data matching, ag-
gregation, surveillance and profiling. Biometric data transmitted across
networks and stored in various databases by others can also be stolen,
copied, or otherwise misused in ways that can materially affect the indi-
vidual involved. As Biometric systems are vulnerable to replay, database
and brute-force attacks, such potential attacks must be analysed before
they are massively deployed in security systems. Along with security,
also the privacy of the users is an important factor as the constructions
of lines in palmprints contain personal characteristics, from face images
a person can be recognised, and fake signatures can be practised by
carefully watching the signature images available in the database. We
propose a cryptographic approach to encrypt the images of palmprints,
faces, and signatures by an advanced Hill cipher technique for hiding
the information in the images. It also provides security to these images
from being attacked by above mentioned attacks. So, during the feature
extraction, the encrypted images are first decrypted, then the features
are extracted, and used for identification or verification.
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1 Introduction

The idea of biometric identification is very old. The methods of imprints, hand-
written signatures are still in use. The photographs on the identification cards
are still an important way for verifying the identity of a person. But developing
technology is paving the way for automated biometric identification and is now
a highly interested area of research. Biometric techniques are more and more
deployed in several commercial, institutional, and forensic applications to build
secure and accurate user authentication procedures. The interest in biometric
approaches for authentication is increasing for their advantages such as security,
accuracy, reliability, usability, and friendliness. As a matter of fact, biometric
traits (e.g., fingerprints, palmprints, face), being physically part of the owner,
are always available to the user who is therefore not afraid of losing them. How-
ever, compared to passwords, biometric traits cannot be strictly considered as
“secrets” since often they can be inadvertently disclosed: fingerprints are left on
a myriad of objects such as door handles or elevator buttons; pictures of faces
are easily obtained without the cooperation of the subjects. Moreover, if they
are captured or if their digital representations are stolen, they cannot be simply
replaced or modified in any way, as it can be done with passwords or tokens [1].
These aspects have limited so far the number of applications in which biometric
authentication procedures were allowed by privacy agencies in several countries.
In addition to this, users often perceive the potential threat to their privacy and
this reduces the user acceptance of biometric systems, especially on a large scale.

In a typical biometric authentication system, trusted users provide the au-
thentication party with a sample of a biometric trait (e.g., a fingerprint scan). A
digital representation of the fingerprint is then stored by the party and compared
at each subsequent authentication with new fingerprint scans. The party is then
in charge of protecting the database where digital representations of fingerprints
are stored. If an intruder gained access to the database, she could prepare fake
fingerprints starting from each of the digital images. To limit such a possibility,
images of biometric traits are not stored explicitly, rather they can be stored
in encrypted form. Only a mathematical description of them is used (the pa-
rameters of a model or relevant features). Such a mathematical characterisation
is generally called template and the information contained in it is sufficient to
complete the authentication process. Templates are obtained through feature
extraction algorithms.

In addition to the potential illegitimate access by imposters, biometric sys-
tems raise issues including unintended functions, unintended applications and
template sharing.

– Unintended Functions: Our biometric traits contain rich private infor-
mation, which can be extracted from biometrics for non-authentication pur-
poses. DNA containing all genetic information including sex, ethnicity, phys-
ical disorder and mental illness can be employed for discrimination. Certain
patterns in palm lines also associate with mental disorders such as Down
syndrome and schizophrenia.
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– Unintended Applications: Some biometric traits can be collected without
user cooperation. Face and iris are two typical examples. Governments and
organizations can employ them for tracking.

– Template Sharing: Biometric templates in databases of authorized agents
are possible to be shared by unauthorized agents.

1.1 Risks in Biometric Systems

Although biometric authentication approaches are much more secure than the tra-
ditional approaches, they are not invulnerable. Biometric systems are vulnerable
to many attacks including replay, database and brute-force attacks. Comparing
verification, fusion and identification, only limited works are related to palmprint
security [2]. Fig. 1 shows a number of points, Points 1-8, all being vulnerable points
as identified by Ratha et al. [3]. The potential attack points are between and on
the common components of a biometric system, input sensor, feature extractor,
matcher and database and are especially open to attack when biometric systems
are employed on remote, unattended applications, giving attackers enough time
to make complex and numerous attempts to break in.

Fig. 1. Potential attack points in a biometric system

At Point 1, a system can be spoofed using fake biometrics such as artificial
gummy fingerprints and face masks. At Point 2, it is possible to avoid liveness
tests in the sensors by using a pre-recorded biometric signal such as a fingerprint
image. This is a so-called replay attack. At Point 3, the original output features
can be replaced with a predefined feature by using a Trojan horse to override
the feature extraction process. At Point 4, it is possible to use both brute-force
and replay attacks, submitting on the one hand numerous synthetic templates
or, on the other, prerecorded templates. At Point 5, original matching scores can
be replaced with preselected matching scores by using a Trojan horse. At Point
6, it is possible to insert templates from unauthorised users into the database or
to modify templates in the database. At Point 7, replay attacks are once again
possible. At Point 8, it is possible to override the system’s decision output and
to collect the matching scores to generate the images in the registered database.
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Significant privacy (and operational) concerns arise with unrestricted collec-
tion and use of more and more biometric data for identification purposes. To
begin with, the creation of large centralized databases, accessible over networks
in real-time, presents significant operational and security concerns. If networks
fail or become unavailable, the entire identification system collapses. Recogniz-
ing this, system designers often build in high redundancy in parallel systems
and mirrors (as well as failure and exception management processes) to ensure
availability. However, this can have the effect of increasing the security risks and
vulnerabilities of the biometric data. Large centralized databases of biometric
PII, hooked up to networks and made searchable in a distributed manner, rep-
resent significant targets for hackers and other malicious entities to exploit. It
is also a regrettable reality that large centralized databases are also more prone
to function creep (secondary uses) and insider abuse. There are also significant
risks associated with transmitting biometric data over networks where they may
be intercepted, copied, and actually tampered with, often without any detection.
It should be evident that the loss or theft of one’s biometric image opens the
door to massive identity theft if the thief can use the biometric for his or her
own purposes.

Both Cryptographic techniques and cancellable biometrics can be used for
encryption. The difference between these two approaches is that cancellable bio-
metrics performs matching in transform domains while cryptographic techniques
require decryption before feature extraction and/or matching. In other words,
decryption is not necessary for cancellable biometrics. When matching speed is
an issue, e.g., identification in a large database, cancellable biometrics is more
suitable for hiding the private information. And when privacy and security of
palmprint database is required then cryptographic techniques can be used for
encrypting the palmprint images in the database.

Various strategies have been presented to address the problem of supporting
personal verification based on human biometric traits, while preserving privacy
of digital templates [4]. Most approaches depend on jointly exploiting the charac-
teristics of biometrics and cryptography [5,6]. The main idea is that of devising
biometric templates and authentication procedures which do not disclose any
information on the original biometric traits, for example replicating the usual
approach adopted in password-based authentication system. Similarly, biometric
templates are generated by using suited cryptographic primitives so as to pro-
tect their privacy and ensure that an attacker cannot retrieve any information
on the original biometric trait used for the generation of the template. In this
way, user’s privacy is guaranteed. Moreover, even if a template is compromised
(stolen, copied, etc.) it is always possible to generate a novel template by starting
from the same original biometric trait.

In this paper, we propose an encryption technique to encrypt the images of
palmprints , faces and signatures by a advanced version of Hill cipher algorithm
for maintaining privacy, before storing in database for feature extraction. Our
scheme resists the brute-force attacks and database attacks. The rest of the paper
is organized as follows. Section 2 deals with description of Hill Cipher encryption
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technique. In Section 3 our proposed advanced Hill cipher encryption algorithm
is explained. Results are discussed in the Section 4. Section 5 gives the concluding
remarks.

2 Hill Cipher

Hill ciphers are an application of linear algebra to cryptology. It was developed
by the mathematician Lester Hill. The Hill cipher algorithm takes m successive
plaintext letters and substitutes m ciphertext letters for them. The substitution is
determined by m linear equations in which each character is assigned a numerical
value (a = 0, b = 1, ..., z = 25). Let m be a positive integer, the idea is to take
m linear combinations of the m alphabetic characters in one plaintext element
and produce m alphabetic characters in one ciphertext element. Then, an m×m
matrix K is used as a key of the system such that K is invertible modulo 26 [7].
Let kij be the elements of matrix K . For the plaintext block P = (p1, p2, ..., pm)
(the numerical equivalents of m letters) and a key matrix K, the corresponding
ciphertext block C = (c1, c2, ..., cm) can be computed as follows.

For Encryption: EK(P ) = KP = C, i.e.,

(
c1 c2 ... cm

)
=

⎡
⎢⎢⎣

k11 k12 ... k1m

k21 k22 ... k2m

... ... ... ...
km1 km2 ... kmm

⎤
⎥⎥⎦

(
p1 p2 ... pm

)
(1)

For Decryption: DK(C) = K−1C = K−1KP = P , i.e.,

(
p1 p2 ... pm

)
=

⎡
⎢⎢⎣

k11 k12 ... k1m

k21 k22 ... k2m

... ... ... ...
km1 km2 ... kmm

⎤
⎥⎥⎦

−1

(
c1 c2 ... cm

)
(2)

If the block length is m, there are 26m different m letters blocks possible, each of
them can be regarded as a letter in a 26m-letter alphabet. Hill’s method amounts
to a mono-alphabetic substitution on this alphabet [8].

2.1 Use of Involutory Key Matrix

Hill Cipher requires inverse of the key matrix while decryption. infact that not
all the matrices have an inverse and therefore they will not be eligible as key
matrices in the Hill Cipher scheme [9]. If the key matrix is not invertible, then
encrypted text cannot be decrypted. In order to overcome this problem, we
suggest the use of self-invertible or involutory matrix while encryption in the
Hill Cipher. If the matrix used for the encryption is self-invertible, then, at the
time of decryption, we need not to find inverse of the matrix. Moreover, this
method eliminates the computational complexity involved in finding inverse of
the matrix while decryption. A is called involutory matrix if A−1 = A. The
various methods for generation of self-invertible matrix are proposed in [10].
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2.2 Image Encryption Using Hill Cipher

We note that Hill cipher can be adopted to encrypt grayscale and color images.
For grayscale images, the modulus will be 256 (the number of levels is considered
as the number of alphabets). In the case of color images, first decompose the
color image into (RGB) components. Second, encrypt each component (R-G-
B) separately by the algorithm. Finally, concatenate the encrypted components
together to get the encrypted colour image [11].

3 Proposed Advanced Hill Cipher Encryption Algorithm

Saeednia S. has proposed a symmetric cipher that is actually a variation of the
Hill cipher. His scheme makes use of “random” permutations of columns and

Fig. 2. Block Diagram for proposed AdvHill Cipher Encryption



188 S.K. Panigrahy et al.

rows of a matrix to form a “different” key for each data encryption. The cipher
has matrix products and permutations as the only operations which may be
performed “efficiently” by primitive operators, when the system parameters are
carefully chosen [12].

A main drawback of Hill Cipher algorithm is that it encrypts identical plain-
text blocks to identical ciphertext blocks and cannot encrypt images that contain
large areas of a single colour [13]. Thus, it does not hide all features of the image
which reveals patterns in the plaintext. Moreover, it can be easily broken with a
known plaintext attack revealing weak security. So, Ismail et al. have proposed a
variant of the Hill cipher that overcomes these disadvantages [14]. The proposed
technique adjusts the encryption key to form a different key for each block en-
cryption. It is mentioned in the paper that their proposed variant yields higher
security and significantly superior encryption quality compared to the original
one. But Y. Rangel-Romero et al. have given comments on the above proposed
technique that the proposed method of encryption using modified Hill cipher
still has security flaws as compared to the original Hill Cipher technique [15].

Despite Hill cipher being difficult to break with a ciphertext-only attack, it
succumbs to a known plaintext attack assuming that the opponent has deter-
mined the value of p (number of alphabets) being used. We present a variant of
the Hill cipher that we have named as AdvHill, which overcomes these disad-
vantages. Visually and computationally, experimental results demonstrate that
the proposed variant yields higher security and significantly superior encryp-
tion quality compared to the original one. The algorithm and the block diagram
(Fig. 2) for AdvHill are given as follows.

3.1 The AdvHill Algorithm

1. A self-invertible key matrix of dimensions m x m is constructed.
2. The plain image is divided into m x m symmetric blocks.
3. The ith pixels of each block are brought together to form a temporary block.

(a) Hill cipher technique is applied onto the temporary block.
(b) The resultant matrix is transposed and Hill cipher is again applied to

this matrix.
4. The final matrix obtained is placed in the ith block of the encrypted image.
5. The steps 3 to 4 are repeated by incrementing the value of i till the whole

image is encrypted.

4 Results and Discussions

We have taken different images and encrypted them using the original cipher
and our AdvHill algorithm and the results are shown below in Fig. 3. It is
clearly noticeable from the Fig. 3(h,i), that original Hill cipher algorithm could
not be able to decrypt the images properly because of the background of the
image of same colour or gray level. But our proposed AdvHill cipher algorithm
could decrypt the images properly as shown in Fig. 3(m,n). Fig. 4 shows the time
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Fig. 3. Original images (a-e), corresponding encrypted images by Hill Cipher (f-j) and
by AdvHill Cipher Algorithm (k-o)
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Fig. 5. Histograms of (a) original NITRKL image (b) image encrypted by original Hill
cipher and (c) image encrypted by AdvHill cipher
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Fig. 6. Encryption of biometric images by AdvHill cipher (a) palmprint image (b) face
image (c) signature

analysis for Lena image encryption by original Hill and AdvHill algorithms. It
is clear that our AdvHill takes more time than that of original Hill to encrypt
the image but with stronger security. Fig. 5 shows how our AdvHill algorithm
is capable of decrypting the image as in the histograms it introduces more gray
levels which leads to failure of frequency analysis by attackers. This shows that
our image encryption scheme is stronger than the original Hill cipher and is also
resistant to known-plaintext attack.

4.1 Palmprint, Face and Signature Image Encryption

From the previous section, it is clear that our AdvHill cipher algorithm works well
for image encryption compared to that of original Hill Cipher algorithm. We can
apply our AdvHill to any type of images for encryption. So, to provide security
and maintain privacy of the biometric traits, i.e., palmprint, face and signature
images of the users, we encrypt the images and then store in databases for feature
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extraction as shown in Fig. 6. Before feature extraction, these encrypted images
are decrypted by the same key as the key matrix is an involutory matrix. The
palmprint and face images are taken from PolyU palmprint database [16] and
AT&T Face database [17] respectively.

5 Conclusion

We have proposed a cryptographic which is a traditional method of encrypt-
ing images. Systems protected by cryptography store only encrypted images in
databases. However, cryptography is not suitable for speed-demanding match-
ing, e.g. real-time large-scale identification, since decryption is required before
matching. Another potential solution is cancellable biometrics which can be
used for encryption. Cancellable biometrics transform original templates into
other domains and perform matching in the transformed domain. Although can-
cellable biometrics overcome the weakness of cryptography, current cancellable
biometrics are still not secure enough for the palmprint identification. For ex-
ample, attackers can still insert stolen templates replay and database attacks
before systems can cancel the stolen templates and reissue new templates. Fur-
thermore, current cancellable biometrics cannot detect replay and database at-
tacks. In other words, if attackers insert unregistered templates into data links
or databases, systems cannot discover the unregistered templates. To solve these
problems, we can take advantages of cryptography and cancellable biometrics
to design a set of security measures to prevent replay, brute force and database
attacks for secure palmprint, face and signature biometric systems.

Acknowledgments. This research is supported by Department of Communi-
cation and Information Technology, Government of India, under Information Se-
curity Education and Awareness Project and being carried out at department of
Computer Science and Engineering, National Institute of Technology Rourkela,
Orissa, India.

References

1. Schneier, B.: The uses and abuses of biometrics. Communication of the ACM 42(8),
136 (1999)

2. Kong, A.W.K., Zhang, D., Kamel, M.: Analysis of brute-force break-ins of a
palmprint authentication system. IEEE Transactions On Systems, Man and
Cybernetics-Part B: Cybernetics 36(5), 1201–1205 (2006)

3. Bolle, R.M., Connell, J.H., Ratha, N.K.: Biometric perils and patches. Pattern
Recognition 35, 2727–2738 (2002)

4. Uludag, U., Pankanti, S., Prabhakar, S., Jain, A.: Biometric cryptosystems: Issues
and challenges. In: Proceedings of the IEEE, Special Issue on Enabling Security
Technologies for Digital Rights Management, June 2004, vol. 92, pp. 948–960 (2004)

5. Juels, A., Wattenberg, M.: A fuzzy commitment scheme. In: Proceedings of the
6th ACM conference on Computer and communications security (CCS 1999), pp.
28–36. ACM Press, New York (1999)



On the Privacy Protection of Biometric Traits 193

6. Hao, F., Anderson, R., Daugman, J.: Combining cryptography with biometrics
effectively. Technical Report UCAMCL-TR 640, Computer Laboratory, University
of Cambridge, United Kingdom (July 2005)

7. Petersen, K.: Notes on number theory and cryptography (2002),
http://www.math.unc.edu/Faculty/petersen/Coding/cr2.pdf

8. Menezes, A.J., Oorschot, P.V., Stone, S.V.: Handbook of Applied Cryptography.
CRC Press, Boca Raton (1996)

9. Schneir, B.: Cryptography and Network Security, 2nd edn. John Wiley & Sons,
Chichester (1996)

10. Acharya, B., Patra, S.K., Panda, G., Panigrahy, S.K.: Novel methods of generat-
ing self-invertible matrix for hill cipher algorithm. International Journal of Secu-
rity 1(1), 14–21 (2007)

11. Li, S., Zheng, X.: On the security of an image encryption method. In: Proceedings
of the IEEE International Conference on Image Processing (ICIP 2002), vol. 2, pp.
925–928 (2002), http://www.hooklee.com/Papers/ICIP2002.pdf

12. Saeednia, S.: How to make the hill cipher secure. Cryptologia 24(4), 353–360 (2000)
13. Panigrahy, S.K., Acharya, B., Jena, D.: Image encryption using self-invertible key

matrix of hill cipher algorithm. In: Proceedings of the 1st International Conference
on Advances in Computing (ICAC 2008), Chikhli, India, pp. 1–5 (2008)

14. Ismail, I.A., Amin, M., Diab, H.: How to repair the hill cipher. Journal of Zhejiang
Univ. Science A 7(12), 2022–2030 (2006)

15. Rangel-Romero, Y., et al.: Comments on how to repair the hill cipher. Journal of
Zhejiang University SCIENCE A, 1–4 (2007)

16. Palmprints. Hongkong PolyU Palmprint Database,
http://www.comp.polyu.edu.hk/~biometric

17. Faces, Cambridge AT&T Lab Face Database,
http://www.cl.cam.ac.uk/research/dtg/attarchive/facedatabase.html

http://www.math.unc.edu/Faculty/petersen/Coding/cr2.pdf
http://www.hooklee.com/Papers/ICIP2002.pdf
http://www.comp.polyu.edu.hk/~biometric
http://www.cl.cam.ac.uk/research/dtg/attarchive/facedatabase.html

	On the Privacy Protection of Biometric Traits
	Introduction
	Risks in Biometric Systems

	Hill Cipher
	Use of Involutory Key Matrix
	Image Encryption Using Hill Cipher

	Proposed Advanced Hill Cipher Encryption Algorithm
	The AdvHill Algorithm

	Results and Discussions
	 Palmprint, Face and Signature Image Encryption

	Conclusion



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 290
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 290
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.03333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 800
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice


